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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC

participate in the development of International Standard
respective izat Wi i S 8 vy G
collabgrate in fields of mutual interest. Other international organizations, governmental and non-goyern
liaison |with ISO and IEC, also take part in the work. In the field of information technology, 1SO and
establighed a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives;, Part 3.

The m
adopte
Standa

hin task of the joint technical committee is to prepare International Standards., Draft International
rd requires approval by at least 75 % of the national bodies casting a vote.

Attentiq
patent

n is drawn to the possibility that some of the elements of this part,of JISO/IEC 9594 may be the
Fights. 1ISO and IEC shall not be held responsible for identifying anyorall such patent rights.

Users and implementors should note the existence of a “defect resolution” procedure in ISO/IEC JTC 1
and co

H by the joint technical committee are circulated to national bodies for votingZ Publication as an Int

s through technical committees established by the
i i i epmmittees

mental, in
IEC have

Standards

ernational

subject of

to identify

are mg
Implem
publish
Corrigg

ISO/IE

Subcoimmittee SC 6, Telecommunications and information exchange between systems, in collaboration w

rrect errors in International Standards through the publication of Technical Corrigenda. Identical cprrections
de to the corresponding ITU-T Recommendations through,Corrigenda and may also be made in the form of
entors' Guides. Details of Technical Corrigenda to International Standards are available on the ISQ website;
ed Technical Corrigenda can be obtained via the JSO webstore or from the ISO and IEC nationpl bodies.
nda and Implementors' Guides to ITU-T Recommendations can be obtained from the ITU-T website.
ISO/IEC JTC 1, Information tg

Committee chnology,

ith ITU-T.

C 9594-5 was prepared by Joint Technical

The idgntical text is published as ITU-T Rec. X:519.

This fo
which

incorpgrates Corrigendum 1:2002

ISO/IE

Interconnection — The Directory:

Pa
Pa
Pa
Pa

It 1. Overview-of.concepts, models and services
1t 2: Models
It 3: Abstract service definition

1t 4. Procedures for distributed operation

urth edition of ISO/IEC 9594-5 constitutes a technical revision of the third edition (ISO/IEC 9591
s provisionally retained in order to support implementations based on the third edition. This ed

C 9594 consists of the Yollowing parts, under the general title Information technology — Open|

1-5:1998),
ition also

Systems

Part 5: Protocol specifications

Part 6: Selected aftribute types

Part 7: Selected object classes

Part 8: Public-key and attribute certificate frameworks
Part 9: Replication

Part 10: Use of systems management for administration of the Directory

Annexes A to H form a normative part of this part of ISO/IEC 9594. Annex | is for information only.
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Introduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
- under different managements;
- of different levels of complexity; and

- of different ages.

This Recommendation | International Standard specifies the application service elements and application contexts for twWo
protocols + the Directory Access Protocol (DAP) and the Directory System Protocol (DSP)./The DAP provides fpr
access to the Directory to retrieve or modify Directory information. The DSP provides forthe chaining of requests fo
retrieve or|modify Directory information to other parts of the distributed Directory Systehr where the information may be
held.

In addition this Recommendation | International Standard specifies the application service elements and applicatian
contexts fqr the Directory Information Shadowing Protocol (DISP) and the Directory Operational Binding Managemeht
Protocol (DOP). The DISP provides for the shadowing of information held in one DSA to another DSA. The DQP
provides f¢r the establishment, modification and termination of bindingsbetween pairs of DSAs for the administration pf
relationships between the DSAs (such as for shadowing or hierarchical’elationships).

This fourth edition technically revises and enhances, but does.not replace, the third edition of this Recommendatior
Internationjal Standard. Implementations may still claim conforimance to the third edition. However, at some point, the
third editipn will not be supported (i.e. reported defects will no longer be resolved). It is recommended thht
implementptions conform to this fourth edition as soon as.possible.

This fourth edition specifies version 1 and version 2.of the Directory protocols.

The first apnd second editions specified onlyiversion 1. Most of the services and protocols specified in this edition afe
designed tp function under version 1. Hewever some enhanced services and protocols, e.g. signed errors, will npt
function upless all Directory entities involved in the operation have negotiated version 2. Whichever version has be¢n
negotiated] differences between the€ services and between the protocols defined in the four editions, except for those
specifically assigned to version 27jare accommodated using the rules of extensibility defined in this edition of ITU{T
Rec. X.519 | ISO/IEC 9594-5¢

This Directory Specificatiomn also specifies an alternative version of the DAP, DSP, DISP and DOP protocols, known s
DAP-IP, OSP-IP, DISRYP and DOP-IP respectively, which are mappings of the corresponding abstract services direct]y
onto the TICP/IP protocol instead of onto an OSI stack. These alternative protocols allow support of Directory servige
elements without\the¢ implementation overhead of supporting a full OSI stack.

Annex A, Wwhich is an integral part of this Recommendation | International Standard provides the ASN 1 madule for the
directory access protocol.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
directory system protocol.

Annex C, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
directory information shadowing protocol.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
directory operational binding management protocol.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
IDM protocol specification.

vi © ISO/IEC 2001 — All rights reserved
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Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for the
Directory IDM protocols.

Annex G, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the ASN.1 object identifiers assigned in this Recommendation | International Standard.

Annex H, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the ASN.l object identifiers assigned to identify operational binding types in this series of
Recommendations | International Standards.

Annex I, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2001 — All rights reserved Vi
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Protocol specifications

This Recommendation | International Standard specifies the Directory Access Protocol, the Directory System Pr
the Directory Information Shadowing Protocol, and the Directory Operational Binding Management Pfotocol fu
stract services specified in ITU-T Rec. X.511 | ISO/IEC 9594-3, ITU-T Rec. X.518 | ISOAEC 9594-#, and

the aff
ITU-T

2

The f
consti

were palid. All Recommendations and Standards are subject to revision,<{and parties to agreements based d
Recormmmendation | International Standard are encouraged to investigate“the possibility of applying the most

editiol
valid
valid ]

2.1

Scope

Rec. X.525 | ISO/IEC 9594-9.

Normative references

llowing Recommendations and International Standards contain provisions which, through reference in thi
ute provisions of this Recommendation | International Standard. At the time of publication, the editions ing

i of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of cu
nternational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of cu
TU-T Recommendations.

Identical Recommendations | International’Standards

—  ITU-T Recommendation X.200 (1994), | ISO/IEC 7498-1:1994, Information technology — Open
Interconnection — Basic Reference(Model: The Basic Model.

—  ITU-T Recommendation X213*(1995) | ISO/IEC 8348:1996, Information technology — Open S]
Interconnection — Network-service definition.

—  ITU-T Recommendation  X.214 (1995) | ISO/IEC 8072:1996, Information technology — Open S
Interconnection — [ransport service definition.

— ITU-T Recommendation X.215 (1995) | ISO/IEC 8326:1996, Information technology — Open S|
Interconnection — Session service definition.

—  ITU-F)Recommendation X.216 (1994) | ISO/IEC 8822:1994, Information technology — Open S]
Intérconnection — Presentation service definition.

— «II'U-T Recommendation X.217 (1995) | ISO/IEC 8649:1996, Information technology — Open S|
Interconnection — Service definition for the Association Control Service Element.

tocol,
filling

S text,
icated
n this
recent
rrently
rrently

stems

stems

stems

Stems

stems

stems

— ITU-T Recommendation X.227 (1995) | ISO/IEC 8650-1:1996. Information technology — Open S

stems

Interconnection — Connection-oriented protocol for the Association Control Service Element: Protocol

specification.

—  ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:2001, Information technology — Open Systems

Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2001) | ISO/IEC 9594-2:2001, Information technology — Open Systems

Interconnection — The Directory: Models.

—  ITU-T Recommendation X.509 (2000) | ISO/IEC 9594-8:2001, Information technology — Open Systems

Interconnection — The Directory: Public-key and attribute certificate frameworks.

— ITU-T Recommendation X.511 (2001) | ISO/IEC 9594-3:2001, Information technology — Open Systems

Interconnection — The Directory: Abstract service definition.

ITU-T X.519 (02/2001 E)
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— ITU-T Recommendation X.518 (2001) | ISO/IEC 9594-4:2001, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.520 (2001) | ISO/IEC 9594-6:2001, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Open Systems
Interconnection — The Directory: Replication.

—  ITU-T Recommendation X.530 (2001) | ISO/IEC 9594-10:1998, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstrast Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology = Abstract Syntax
Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Informationtechnology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — |ASN.I
encoding rules: Specification of Basic Encoding Rules (BER),~Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.880 (1994) | ISO/IEC 137)241:1995, Information technology — Remote
Operations: Concepts, model and notation plus Technical Corrigendum 1 (1995).

— ITU-T Recommendation X.880 (1994)/Amd.1 (1995) | ISO/IEC 13712-1:1995/Amd.1:1996, Information
technology — Remote Operations: Concepts, model and notation — Amendment 1: Built-in operations.

— ITU-T Recommendation X.881 (1994) |ISO/IEC 13712-2:1995, Information technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

—  ITU-T Recommendation X.881 (1994)/Amd.1 (1995) | ISO/IEC 13712-2:1995/Amd.1:1996, Information
technology — Remote OperationsNOSI realizations — Remote Operations Service Element (ROSE) ervice

definition — Amendment 1: Mdpping to A-UNIT-DATA and built-in operations.

— ITU-T Recommendation X.882 (1994) | ISO/IEC 13712-3:1995, Information technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) protocol specificatiop plus
Technical Corrigendum 1 (1995).

—  ITU-T Recommendation X.882 (1994)/Amd.1 (1995) | ISO/IEC 13712-3:1995/Amd.1:1996, Information
technology .““Remote Operations: OSI realizations — Remote Operations Service Element (ROSE)
protocol specification — Amendment 1: Mapping to A-UNIT-DATA and built-in operations.

2.2 Paired Recommendations | International Standards equivalent in technical content
-« NJTU-T Recommendation X.218 (1993) Reliable Transfer: Model and Service Definition.
ISO/TEC 9066-1:1989, Information processing systems — Text communication — Reliable Transfer —

Part L Model and service /]/flﬁmfﬁnw

2.3 ISO/IEC Standards

— ISO/IEC 10646-1:2000, Information technology — Universal Multiple-Octet Coded Character
Set (UCS) — Part 1 — Architecture and Basic Multilingual Plane.

24 Other references
— ITU-T Recommendation E.164 (1997), The international public telecommunication numbering plan.
—  ITU-T Recommendation X.121 (2000), International numbering plan for public data networks.
—  IETF RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).

2 ITU-T X.519 (02/2001 E)


https://standardsiso.com/api/?name=22833e52ba3cbdc9453ea7e38d0b4da0

ISO/IEC 9594-5:2001 (E)

— IETF RFC 793 (1981), Transmission control protocol — DARPA Internet Program — Protocol
Specification.

— IETF RFC 1277 (1991), Encoding Network Addresses to support operation over non-OSI lower layers.
—  IETF RFC 1738 (1994), Uniform Resource Locators (URL).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 OSI Reference Model Definitions

The fallowing terms are defined in ITU-T Rec. X.200 | ISO/IEC 7498-1:
a) abstract-syntax,

b) application-context;

c) application-entity;

d) application process;

e) application-protocol-control-information;

f)  application-protocol-data-unit;

g) application-service-element.

3.2 Remote Operations Definitions

The fgllowing terms are defined in ITU-T Rec. X.880 | ISO/IEC 13712-1®
a) connection package;

b) contract, association contract;

c) error;

d) operation;

e) operation package;

f)  ROS-object.

33 Basic Directory Definitions

The fgllowing terms are defined imTFU-T Rec. X.501 | ISO/IEC 9594-2:
a) the Directory;

b) (Directory) user;

c) Directory)System Agent (DSA);

d) Directory User Agent (DUA).

34 Distributed Operation Definitions

The fallowing terms are defined in ITU-T Rec. X 518 | ISO/IEC 9594-4:

a) chaining;
b) referral.

3.5 Upper layer security definitions

The following terms are used as defined in ITU-T Rec. X.803 | ISO/IEC 10745:
a) security association,
b) security transformation;
c) security exchange;

d) security exchange item.

ITU-T X.519 (02/2001 E) 3
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The following terms are used as defined in ITU-T Rec. X.830 | ISO/IEC 11586-1:

4

a) protecting transfer syntax;

b) protection mapping.

Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

AC Application Context

5

ACSE  Association Control Service Element

AE Application Entity

APCI  Application Protocol Control Information
APDU  Application Protocol Data Unit

ASE Application Service Element

DAP Directory Access Protocol

DISP Directory Information Shadowing Protocol
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent

DSP Directory System Protocol

DUA  Directory User Agent

GULS  Generic Upper Layers Security

ROS Remote Operations Service

ROSE  Remote Operations Service Elenent

RTSE Reliable Transfer Service\Element

Conventions

With minor exceptions this Ditectory Specification has been prepared according to the "Rules for presentation of I

ISO/M

The t¢rm "Directory~Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X

ISO/Y
parts (

This ]
the D

EC common text" inthe-Guide for ITU-T and ISO/IEC JTC 1 Cooperation, October 1996.
EC 9594-5. Theterm "Directory Specifications" shall be taken to mean the X.500-series Recommendations
f ISO/IEC.9594.

ireetory Specification uses the term "1988 edition systems" to refer to systems conforming to the first edi
réetory Specifications, i.c. the 1988 edition of the series of CCITT X.500 Recommendations and the IS

9594:

X.509

rU-T |

519 |
ind all

ion of
D/IEC

[990 cdition. THis Direclory SpeciTication uses the Term "T993 edifion SyStems ™ 1o Teler 10 SyStems conforming to
the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T X.500
Recommendations and the ISO/IEC 9594:1995 edition. This Directory Specification uses the term "1997 edition
systems" to refer to systems conforming to the third edition of the Directory Specifications, i.e. the 1997 edition of the
series of ITU-T X.500 Recommendations and the ISO/IEC 9594:1998 edition. This Directory Specification uses the term
"4th edition systems" to refer to systems conforming to this fourth edition of the Directory Specifications, i.e. the 2001
editions of ITU-T X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T

, and parts 1-0 of the ISO/IEC 9594:2001 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typically referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

4
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items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

This Directory Specification defines directory operations using the Remote Operation notation defined in ITU-T
Rec. X.880 | ISO/IEC 13712-1.

6

OSI protocol overview

6.1

ITU-T
ROS-I
numbg
ITU-1
applic|
Rec.

The ROS-OBJECT-CLASS class is used to define a set of common capabilities of@-set of ROS-objects in terms

(assod]
OS],
Specif
to refq

The ¢
assum
and th

operation package is realized as an application service elefient (ASE).

The G
associ
that us

The @

operation packages. When specifying the contract, the packages in which the association initiator assumes the 1

consu
identif

The APPLICATION:CONTEXT class is used to define the static aspects of an application context. These inclyl
ct that is realized via the application context, the OSI service that establishes and releases the association, the OSI

contral
Servic

Remote Operations — Specification and OSI Realization

Rec. X.880 | ISO/IEC 13712-1 defines several information object classes that are useful in the specificaf
pased application protocols such as the various Directory protocols defined in this Directory Specificat
bt of these classes are used in this and subsequent clauses. The specification techmiques provig
Rec. X.880 | ISO/IEC 13712-1 are used to define a generic protocol between objects. When realized as 4
ation layer protocol, the concepts of ITU-T Rec. X.880 | ISO/IEC 13712-1 are mapped to-OSI concepts in
(.881 | ISO/IEC 13712-2 and ITU-T Rec. X.882 | ISO/IEC 13712-3.

lation) contracts they support as initiators and/or responders. When realizéd using the communication serv

[ications the term abstract service is used to refer to a ROS association,eontract and OSI application layer p
r to the realization of a contract between two open systems using @SI'¢communication services.

PPERATION-PACKAGE class is used to define a set ofgperations which may be invoked by a ROS{
ing the role of "consumer", the operations which may be‘invoked by a ROS-object assuming the role of "sup
e operations which may be invoked by both ROS-objects. When using the communication services of O

ONNECTION-PACKAGE class is used to-define the bind and unbind operations used to establish and rele
pation. When realized using the communication services of OSI, a connection package is realized as the proc
e the services of the Association Control Service Element.

ONTRACT class is used to_define an association contract in terms of a connection package and one o1

mer, the association responder assumes the role of consumer, and either may assume the role of consunj
ied. When using the cofmimunication services of OSI, a contract is realized as an application context.

e that provddes information transfer for the interactions of the contract, and the abstract syntaxes used.

h ROS-object maps to an application process and a contract to an application context. In these Dij

ion of
on. A
ed in
n OSI
[TU-T

of the
ces of
ectory
otocol

object
plier",
SI, an

hse an
edures

more
ole of
er are

de the

The Al

BSTRACT-SYNTAX class, which is built in to ASN.1, is used to define and assign an object identifier to an |

ASN.1

type whose values comprise an abstract syntax.

The OSI application layer protocols defined in the Directory Specifications, the DAP, DSP, DISP and DOP, are
protocols to provide communication between a pair of application processes. In the OSI environment this is represented
as communication between a pair of Application-Entities (AEs) using the presentation service. The function of an AE is
provided by a set of Application-Service-Elements (ASEs). The interaction between AEs is described in terms of their
use of the services provided by the ASEs. All the services provided by the Directory ASEs are contained in a single AE.

The Remote Operations Service Element (ROSE) supports the request/reply paradigm of the operation. The Directory
ASEs provide the mapping function of the abstract-syntax notation of the directory operation packages onto the services
provided by the ROSE.

ITU-T X.519 (02/2001 E)
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The Association Control Service Element (ACSE) supports the establishment and release of an application-association
between a pair of AEs. Associations between a DUA and a DSA may be established only by the DUA. Only the initiator
of an established association can release it.

Optionally, the Reliable Transfer Service Element (RTSE) may be used to reliably transfer the Application Protocol Data
Units (APDUs) of the DISP.

6.2 Directory ROS-Objects and Contracts

ITU-T Rec. X.511 | ISO/IEC 9594-3 defines the abstract service between a DUA and the Directory which provides an
access point to support a user accessing Directory services.

The dua class of ROS-object describes a DUA, being an instance of this class, as the initiator of the contract
dapContract. This contract is referred to in these Directory Specifications as the Directory Abstract Servicd. It is
specifjed as a ROS-based information object in 6.3.

dua ROS-OBJECT-CLASS := {
INITIATES { dapContract }
ID id-rosObject-dua }

The directory class of ROS-object describes the provider of the Directory Abstract Service. This provider |is the
resporjder of the dapContract.

directory ROS-OBJECT-CLASS ::= {
RESPONDS { dapContract }
ID id-rosObject-directory }

The Dlirectory is further modelled, as depicted in Figure 1, as being represented to a DUA by a DSA which suppats the
particyilar access point concerned. ITU-T Rec. X.518 | ISO/IEC 9594-4 defines the interactions between a pair of[DSAs
withir] the Directory to support user requests which are chained.

Access Point

The
_."‘"""-.‘ Directory
{ Ditectory &' 1,1/y ) 1o . : .
[} ﬁr - :
- -

TIS03010-94

The directory object’is therefore manifested as a set interacting DSAs. Each DSA comprising the directony is
an ingtance of the'dap-dsa class. A dap-dsa object assumes the role of responder in the dapContract.

RESPONDS { dapContract }
D id-rosObject-dapDSA }

dap-dra ROS-OBJECT-CLASS ::= {
I

In addition to interacting with DUAs, DSAs interact with one another to achieve various objectives. In what follows, a
number of contracts and ROS-objects expressing how DSAs participate in these contracts are defined. Any real DSA
may instantiate one or more of these DSA ROS-objects.

The interactions between DSAs generally required to provide the Directory Abstract Service in the presence of a
distributed DIB are defined as a dspContract. A DSA that participates in this contract is defined as a ROS-object of
class dsp-dsa. The contract is referred to in these Directory Specifications as the DSA Abstract Service. It is specified as
a ROS-based information object in 6.4.

dsp-dsa ROS-OBJECT-CLASS ::= {

BOTH { dspContract }
ID id-rosObject-dspDSA }
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The Shadow Abstract Service specifies the shadowing of information between a shadow supplier and a shadow
consumer DSA. This service is manifested in two forms and therefore is defined as two distinct contracts. They are
specified as a ROS-based information objects in 6.5.

The shadowConsumerContract expresses the form of the service in which the shadow consumer, a ROS-object of class
initiating-consumer-dsa, initiates the contract. A ROS-object of class responding-supplier-dsa, responds in this

contra

ct.

initiating-consumer-dsa ROS-OBJECT-CLASS ::= {

respo

The s
initiat
contra

initiat

respo

The in

dop-dsa ROS-OBJECT-CLASS ::= {

A DS/
based

6.3
The d

dapContract CONTRACT \::= {

When
applic

INITIATES { shadowConsumerContract }

ID id-rosObject-initiatingConsumerDSA }

nding-supplier-dsa ROS-OB.JFCT-CI ASS ::= {

RESPONDS { shadowConsumerContract }

ID id-rosObject-respondingSupplierDSA }

hadowSupplierContract expresses the form of the service in which the shadow supplier, a ROS-object o

ng-supplier-dsa, initiates the contract. A ROS-object of class responding-consumer-dsa, responds
ct.

ng-supplier-dsa ROS-OBJECT-CLASS ::= {

INITIATES { shadowSupplierContract }

ID id-rosObject-initiatingSupplierDSA }

hding-consumer-dsa ROS-OBJECT-CLASS := {

RESPONDS { shadowSupplierContract }

ID id-rosObject-respondingConsumerDSA }

teractions between two DSAs to manage a set of operational bindings are defined as a dopContract.

BOTH { dopContract }
ID id-rosObject-dopDSA }
\ that participates in this contract is defined,as a ROS-object of class dop-dsa. This contract is specified as

information object in 6.6.

DAP Contract and Packages

hpContract is defined as an ‘information object of class CONTRACT.

CONNECTION dapConnectionPackage

INITIATOR CONSUMER OF { readPackage | searchPackage | modifyPackage }

ID id-contract-dap }

a DUA and DSA from different open systems interact, this association contract may be realized as a

ption layer protocol, referred to in these Directory Specifications as the Directory Access Protocol (DAP

[ class
n this

ROS-

n OSI
. The

defini

TOTT Of TS Protocol I IS of anm OSTappiication comext S provided 1 7-2-

The dapContract is composed of a connection package, dapConnectionPackage, and three operation packages,

readP

ackage, searchPackage and modifyPackage.

The connection package, dapConnectionPackage, is defined as an information object of class CONNECTION-
PACKAGE. The bind and unbind operations of this connection package, directoryBind and directoryUnbind, are

define

d in ITU-T Rec. X.511 | ISO/IEC 9594-3.

dapConnectionPackage CONNECTION-PACKAGE ::= {

BIND directoryBind
UNBIND  directoryUnbind
ID id-package-dapConnection }

ITU-T X.519 (02/2001 E)
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The operation packages, readPackage, searchPackage and modifyPackage, are defined as information objects of class
OPERATION-PACKAGE. The operations of these operation packages are defined in ITU-T Rec. X.511 |
ISO/IEC 9594-3.

readPackage OPERATION-PACKAGE ::= {
CONSUMER INVOKES { read | compare | abandon }
ID id-package-read }
searchPackage OPERATION-PACKAGE ::= {
CONSUMER INVOKES { list | search }
ID id-package-search }
modifyPackage OPERATION-PACKAGE—
CONSUMER INVOKES { addEntry | removeEntry | modifyEntry | modifyDN }
ID id-package-modify }
NQTE - These packages, when realized as ASEs, are used for the construction of application contexts defined in this Dil

Sp

Since
contra

6.4

The dspContract is defined as an information object of class CONTRACT.

dspCq

When
layer

this prjotocol in terms of an OSI application context isprovided in 7.2.

The d
chain

The d
PACK

dspConnectionPackage CONNECTION-PACKAGE ::= {

The o
inforn|
Rec.

ecification. They are not intended to allow for claims of conformance to individual, or other combination$\of, ASEs.

the DUA is the initiator of the dapContract, it assumes the role of consumer of the operation packages
ct. This means that only the DUA can invoke operations in this contract and its OSI realization.

DSP Contract and Packages

bntract CONTRACT ::= {

CONNECTION dspConnectionPackage

OPERATIONS OF { chainedReadPackage | chainedSearchPackage | chainedModifyPackage }

ID id-contract-dsp }

a pair of DSAs from different open systems interact; ‘this association contract is realized as an OSI appl

protocol, referred to in these Directory Specifications as the Directory System Protocol (DSP). The definit

spContract is composed of a connection package, dspConnectionPackage, and three operation pad
bdReadPackage, chainedSearchPackage and chainedModifyPackage.

onnection package, dspConnectionPackage, is defined as an information object of class CONNEG
IAGE. It is identical to the conmection package, dapConnectionPackage.

BIND dSABind

UNBIND  dSAUnbind

ID id-package-dspConnection }

peration packages, chainedReadPackage, chainedSearchPackage and chainedModifyPackage, are defi

lationebjects of class OPERATION-PACKAGE. The operations of these operation packages are defined in
(.518\ ISO/IEC 9594-4.

rectory

of the

cation
ion of

kages,

TION-

hed as
ITU-T

chainedReadPackage OPERATION-PACKAGE ::= {

OPERATIONS { chainedRead | chainedCompare | chainedAbandon }
ID id-package-chainedRead }

chainedSearchPackage OPERATION-PACKAGE ::= {

OPERATIONS { chainedList | chainedSearch }
ID id-package-chainedSearch }

chainedModifyPackage OPERATION-PACKAGE ::= {

OPERATIONS { chainedAddEntry | chainedRemoveEntry |
chainedModifyEntry | chainedModifyDN }
ID id-package-chainedModify }

ITU-T X.519 (02/2001 E)
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NOTE - These packages, when realized as ASEs, are used for the construction of application contexts defined in this Directory
Specification. They are not intended to allow for claims of conformance to individual, or other combinations of, ASEs.

In the dspContract either DSA may assume the role of initiator and either the initiating or responding DSA may invoke
the operations of the contract.

6.5 DISP Contracts and Packages

The shadowConsumerContract and shadowSupplierContract are defined as information objects of class CONTRACT.

shadowConsumerContract CONTRACT ::= {

CONNECTION dispConnectionPackage

INITIATOR CONSUMER OF { shadowConsumerPackage }

ID id-contract-shadowConsumer }
shadqwSupplierContract CONTRACT ::= {

CONNECTION dispConnectionPackage

RESPONDER CONSUMER OF { shadowSupplierPackage }

ID id-contract-shadowSupplier }

NOTE — The term consumer and supplier are employed in the notation for the CONTRACT and OPERATION-PACKAGE [classes
arqused to designate two roles. These roles correspond to the two terms shadow consumer and)shadow supplier, respectivelly, used
in J[TU-T Rec. X.525 | ISO/IEC 9594-9.

The ()SI realizations of the two forms of the Shadow Abstract Service, référred to collectively as the Directory
Information Shadowing Protocol (DISP), are defined in terms of several OSkapplication contexts, provided in 7.2.

The ghadowConsumerContract and shadowSupplierContract ar®, composed of a common connection pafkage,
dispConnectionPackage, and one operation package, either ¢<shadowConsumerPackage in the first cdse or
shadqwSupplierPackage in the second.

The donnection package, dispConnectionPackage, is defined as an information object of class CONNEGTION-
PACKAGE. It is identical to the connection package, dapC€onnectionPackage.

dispConnectionPackage CONNECTION-PACKAGE ::= {

BIND dSAShadowBind
UNBIND dSAShadowUnbind
ID id-package-dispConnection }

The operation packages, shadowConsumerPackage and shadowSupplierPackage, are defined as information gbjects
of class OPERATION-PACKAGE. The operations of these operation packages are defined in ITU-T Rec. X.525 |
ISO/TEC 9594-9.

shadgwConsumerRackage OPERATION-PACKAGE ::= {
CONSUMER INVOKES { requestShadowUpdate }
SUPPLIER INVOKES { updateShadow }

ID id-package-shadowConsumer }

shadowSupplierPackage OPERATION-PACKAGE ::= {
SUPPLIER INVOKES { coordinateShadowUpdate |
updateShadow }
ID id-package-shadowSupplier }

Since the shadow consumer is the initiator of the shadowConsumerContract, it assumes the role of consumer of the
shadowConsumerPackage. This means that the shadow consumer invokes the requestShadowUpdate operation and
that the shadow supplier invokes the updateShadow operation.

Since the shadow supplier is the initiator of the shadowSupplierContract, it assumes the role of supplier of the
shadowSupplierPackage. This means that the shadow supplier invokes the operations of the contract.

ITU-T X.519 (02/2001 E) 9
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6.6

DOP Contract and Packages

The dopContract is defined as an information object of class CONTRACT.

dopContract CONTRACT ::= {

CONNECTION dopConnectionPackage
OPERATIONS OF { dopPackage }
ID id-contract-dop }

When a pair of DSAs from different open systems interact, this association contract is realized as an OSI application
layer protocol, referred to in these Directory Specifications as the Directory Operational Binding Management Protocol

(DOP

The d
PACK

dopC

The o}
of the

dopPackage OPERATION-PACKAGE := {

The I

operational binding(s) to be managed using the operations of this contract. Only the initiator may invoke the ope

of the
for thg

6.7
The D

6.7.1

The R
The R

The 0
servic

The rg

. I'he detinition of this protocol m terms ot an OSI application context 1s provided mn /.Z2.

onnection package, dopConnectionPackage, is defined as an information object of class CONNEG
IAGE. It is identical to the connection package, dapConnectionPackage.

bnnectionPackage CONNECTION-PACKAGE ::= {

BIND dSAOperationalBindingManagementBind
UNBIND dSAOperationalBindingManagementUnbind
ID id-package-dopConnection }

beration package, dopPackage, is defined as information objects of class OPERATION-PACKAGE. The ope
e operation packages are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2.

CONSUMER INVOKES { establishOperationalBinding |
modifyOperationalBinding |
terminateOperationalBinding }

ID id-package-operationalBindingManagement }

SA that may assume the role of initiator of th¢”’dopContract, depends on the DSA roles assigned f

dopContract. More than one operational binding type may be managed with this contract only if the DSA
distinct types are compatible (e.g. a DSA assumes Role A for each binding type).
Use of underlying services

AP, DSP, DOP and DISP protocpols make use of underlying services as described below.

Use of ROSE services

emote Operations-Setvice Element (ROSE) is defined ITU-T Rec. X.881 | ISO/IEC 13712-2.
OSE supports thé request/reply paradigm of remote operations.

irectory ‘ASEs are users of the RO-INVOKE, RO-RESULT, RO-ERROR, RO-REJECT-U and RO-REIJI
bs of the ROSE.

TION-

ations

or the
ations
\ roles

ECT-P

mote operations of the DAP and the DSP are asynchronous. Note that, as the DUA is a consumer of the I}

AP, it

may ¢

00se to operate 1n a synchronous manner.

The remote operations of the DISP shall be supported as synchronous operations and may optionally be supported as
asynchronous operations.

The remote operations of the DOP are asynchronous.

6.7.2

Use of RTSE services

The Reliable Transfer Service Element (RTSE) is defined in ITU-T Rec. X.218 | ISO/IEC 9066-1.

The RTSE provides for the reliable transfer of Application Protocol Data Units (APDUs). The RTSE ensures that each
APDU is completely transferred exactly once, or that the sender is warned of an exception. The RTSE recovers from
communication and end-system failure and minimizes the amount of retransmission needed for recovery.
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Alternative application contexts with and without RTSE are defined to support the DISP.

The RTSE is used in normal mode. The use of the normal mode of the RTSE implies the use of the normal mode of the
ACSE and the normal mode of the Presentation Service.

If the RTSE is included in an application context, the RO-BIND service maps onto the RT-OPEN service of the RTSE
and the RO-UNBIND service maps onto the RT-CLOSE service of the RTSE. The basic ROSE services are the sole user
of the RT-TRANSFER, RT-TURN-PLEASE, RT-TURN-GIVE, RT-P-ABORT and RT-U-ABORT services of the
RTSE.

6.7.3 Use of ACSE services

The Association-Control Service-Element (AFQP) isdefined in ITUL.T Rec X 217 ! ISOAEC 8649
The A|CSE provides for the control (establishment, release, abort) of application-associations between AEs.

If the |RTSE is included in an application context, the RTSE is the sole user of the A-ASSOCIATE, A-RELEASE, A-
ABORT and A-P-ABORT services of the ACSE.

If the RTSE is not included in an application context, the RO-BIND and RO-UNBIND services-ate the sole users|of the
A-ASBOCIATE and A-RELEASE services of the ACSE. The application-process is the user-of the A-ABORT angl A-P-
ABORT services of the ACSE.

The r¢ceipt of an A-ABORT or A-P-ABORT on an association supporting the DAP terminates all request proc¢ssing.
Exceptt for certain conditions described in ITU-T Rec. X.518 | ISO/IEC 9594-4xthis is also true for the DSP. It is a
Directiory user responsibility to confirm if requested modifications to the DIB occtirred.

The rgceipt of an A-ABORT or A-P-ABORT on an association supporting-the DISP is described in ITU-T Rec. X.525 |
ISO/TEEC 9594-9.

The rgceipt of an A-ABORT or A-P-ABORT on an association supporting the DOP is described in ITU-T Rec. X.518 |
ISO/TEC 9594-4.

6.7.4 Use of the presentation service

The presentation service is defined in ITU-T Rec. X.216 | ISO/IEC 8822.

The Hresentation Layer coordinates the representation (syntax) of the Application Layer semantics that are|to be
exchapged.

In norfnal mode, a different presentationiscontext is used for each abstract-syntax included in the application-contexit.

The ACSE is the sole user of~the/ P-CONNECT, P-RELEASE, P-U-ABORT and P-P-ABORT services pf the
preserjtation service.

If the RTSE is included in.an-application context, the RTSE is the sole user of the P-ACTIVITY-START, P-ACTIVITY-
END,| P-ACTIVITY-INTERRUPT, P-ACTIVITY-DISCARD, P-ACTIVITY-RESUME, P-DATA, P-MINOR-
SYN({HRONIZE, P-U-EXCEPTION-REPORT, P-P-EXCEPTION-REPORT, P-TOKEN-PLEASE and P-CONTROL-
GIVEf(services of the-presentation service.

If the| RTSE sis*not included in an application context, the ROSE is the sole user of the P-DATA service jof the
preserjtatien service.

Presentation

6.7.5 Use of Lower Layer Services

(This subclause applies to ITU-T Rec. X.519 only and not to ISO/IEC 9594-5.)

The session-service is defined in ITU-T Rec. X.215 | ISO/IEC 8326. The Session Layer structures the dialogue of the
flow of information between the end-systems.

If the RTSE is included in an application context, the Kernel, Half-duplex, Exceptions, Minor-synchronize and Activity
Management functional units of the Session Service are used by the Presentation Layer.

If the RTSE is not included in the application context, the Kernel and Duplex functional units of the Session Service are
used by the Presentation Layer.
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The transport-service is defined in ITU-T Rec. X.214 | ISO/IEC 8072. The Transport Layer provides for the end-to-end
transparent transfer of data over the underlying network connection.

The choice of the class of transport-service used by the Session Layer depends on the requirements for multiplexing and
error recovery. Support for Transport Class 0 (non-multiplexing) is mandatory. Transport Expedited Service is not used.

Support for other classes is optional. A multiplexing class may be used to multiplex the DAP or DSP and other protocols
over the same network connection. An error recovery class may be chosen over a network connection with an
unacceptable residual error rate.

An underlying network supporting the OSI network-service defined in ITU-T Rec. X.213 | ISO/IEC 8348 is assumed.

A network-address is as defined in ITU-T Recs. X.121, E.164, or ITU-T Rec. X.213 | ISO/IEC 8348 (OSI
NSAP-address)

7 Directory protocol OSI abstract syntax

7.1 Abstract syntaxes

Two abstract syntaxes used in the Directory protocols are specified elsewhere. The abstract-syntax of ACSE,|acse-
abstract-syntax, is needed to establish the associations. The abstract-syntax of RTSE; rtse-abstract-synfax, is
optionally needed for the DISP.

The ASN.1 type from which the values of the abstract syntaxes are derived is specified using the parameterized types
ROS {}, Bind {}, and Unbind {} which are defined in ITU-T Rec. X.880 | ISO/IEC)13712-1.

These| abstract syntaxes and those specified below shall (as a minimum) be encoded according to the Basic ASN.I
encod|ng rules.

NOQTE — The abstract syntaxes defined in this clause that import fromy,module DirectoryShadowAbstractService will use a
mikture of implicit and explicit tags.

7.1.1 DAP Abstract Syntax

The Directory ASEs that realize the operation -packages specified in 6.3 share a single abstract dyntax,
directpryAccessAbstractSyntax. This is specified.ds)an information object of the class ABSTRACT-SYNTAX.

directpryAccessAbstractSyntax ABSTRACT-SYNTAX ::= {
DAP-PDUs
IDENTIFIED BY id-as-directoryAccessAS }

DAP-PDUs ::= CHOICE {

basicRos ROS { { DAP-InvokelDSet }, { DAP-Invokable }, { DAP-Returnable } },
bind Bind { directoryBind },

unbind Unbind{directoryUnbind } }

DAP-I[:vokeIDSet ;= ‘Invokeld (ALL EXCEPT absent:NULL)
DAP-Invokable{OPERATION ::= {read | compare | abandon |

list | search |

addEtry | removeEntry | modifyEntry | modifyDN }

DAP-ReturnableORPERATON—=—{read|-compare|abandon
list | search |
addEntry | removeEntry | modifyEntry | modifyDN }

7.1.2 DSP Abstract Syntax

The Directory ASEs that realize the operation packages specified in 6.4 share a single abstract syntax,
directorySystemAbstractSyntax. This is specified as an information object of the class ABSTRACT-SYNTAX.

directorySystemAbstractSyntax ABSTRACT-SYNTAX ::= {

DSP-PDUs
IDENTIFIED BY id-as-directorySystemAS }

12 ITU-T X.519 (02/2001 E)
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DSP-PDUs ::= CHOICE {

basicRos ROS { {DSP-InvokelDSet }, { DSP-Invokable }, { DSP-Returnable } },
bind Bind { dSABind },
unbind Unbind { dSAUnbind } }

DSP-InvokelDSet ::= Invokeld (ALL EXCEPT absent:NULL)

DSP-Invokable OPERATION ::= {chainedRead | chainedCompare | chainedAbandon |

chainedList | chainedSearch |
chainedAddEntry | chainedRemoveEntry | chainedModifyEntry |
chainedModifyDN }

DSP-Returnable OPERATION ::= {chainedRead | chainedCompare | chainedAbandon |

7.1.3

The 1
direct
1S use
ABST|

direct

direct]

In add
of RT

reliab

The A

Unbind {} parameterized types,

DISP-

Reliak

chainedList | chainedSearch |
chainedAddEntry | chainedRemoveEntry | chainedModifyEntry |
chainedModifyDN }

DISP Abstract Syntax

Directory ASEs that realize the operation packages specified in 6.5 employ either-'the abstract
pryShadowAbstractSyntax or directoryReliableShadowAbstractSyntax, depending on whether RTSE is
d in the application context. These two abstract syntaxes are specified as information objects of thd
RACT-SYNTAX.

pryShadowAbstractSyntax ABSTRACT-SYNTAX ::= {
DISP-PDUs
IDENTIFIED BY id-as-directoryShadowAS }

pryReliableShadowAbstractSyntax ABSTRACT-SYNTAX ::=\{
Reliable-DISP-PDUs
IDENTIFIED BY id-as-directoryReliableShadowAS }

ition, the following abstract syntax is used in the contexts employing RTSE. It is comprised of the abstract
SE itself and the abstract syntax of Bind { dSAShadowBind }, and Unbind { dSAShadowUnbind }.

eShadowBindingAbstractSyntax ABSTRACT-SYNTAX ::= {
ReliableShadowBinding-PDUs
IDENTIFIED BY id-as-reliableShadowBindingAS }

SN.1 types from which the yalues of the abstract syntaxes are derived are specified using the ROS {}, Bind

PDUs ::= CHOICE-{

basicROS ROS¥{ {DISP-InvokelDSet }, { DISP-Invokable }, {DISP-Returnable } },
bind Bind'{ dSAShadowBind },

unbind Unbind { dSAShadowUnbind } }

le-DISP:PDUs ::= ROS { { DISP-InvokelDSet }, { DISP-Invokable },
{DISP-Returnable } }

syntax
not or
class

syntax

}, and

ReliableShadowBinding-PDUs ::= CHOICE {

rTS [0] RTSE-apdus,
bind Bind { dSAShadowBind },
unbind Unbind { dSAShadowUnbind } }

DISP-InvokelDSet ::= Invokeld (ALL EXCEPT absent:NULL)

DISP-Invokable OPERATION ::= {requestShadowUpdate | updateShadow |

coordinateShadowUpdate }

DISP-Returnable OPERATION ::= {requestShadowUpdate | updateShadow |

coordinateShadowUpdate }

ITU-T X.519 (02/2001 E)
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7.1.4 DOP Abstract Syntax

The Directory ASE that realizes the operation package specified in 6.6 employs the abstract syntax, directory-
OperationalBindingManagementAbstractSyntax. This is specified as an information object of the class ABSTRACT-
SYNTAX.

directoryOperationalBindingManagementAbstractSyntax ABSTRACT-SYNTAX ::= {
DOP-PDUs
IDENTIFIED BY id-as-directoryOperationalBindingManagementAS }

DOP-PDUs ::= CHOICE {

W~
-

bind Bind { directoryBind },
unbind Unbind { directoryUnbind } }

DOP-InvokelDSet ::= Invokeld (ALL EXCEPT absent:NULL)
DOP-Invokable OPERATION ::= { establishOperationalBinding |
modifyOperationalBinding |
terminateOperationalBinding }
DOP-Returnable OPERATION ::= {establishOperationalBinding |

modifyOperationalBinding |
terminateOperationalBinding }

7.2 Directory application contexts

7.2.1 Directory Access Application Context

The dapContract is realized as the directoryAccessAC. Fhis application context is specified as an information object of
the clgss APPLICATION-CONTEXT.

directoryAccessAC APPLICATION-CONTEXT\i:= {

CONTRACT dapContract

ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

ABSTRACT SYNTAXES { acse-abstract-syntax | directoryAccessAbstractSyntax }

IAPPLICATION CONTEXT NAME id-ac-directoryAccessAC }

7.2.2 Directory SystemApplication Context

The dspContract is realized as the directorySystemAC. This application context is specified as an information object of
the clgss APPLICATION-CONTEXT.

directorySystemAC APPLICATION-CONTEXT ::= {

CONTRACT dspContract

ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

ABSTRACT SYNTAXES { acse-abstract-syntax | directorySystemAbstractSyntax }

APPLICATION CONTEXT NAME id-ac-directorySystemAC }

7.2.3 Directory Shadow Application Contexts

If a DSA supports the DISP, that DSA shall support at least one of the shadow supplier roles or shadow consumer roles
and at least one of the shadowSupplierinitiatedACs or the shadowConsumerlnitiatedAC. If a DSA supports the
shadowSupplierlnitiatedAC for a particular role, it may also optionally support the reliableShadowSupplierlnitiated-
AC for the same role. If a DSA supports the shadowConsumerlnitiatedAC for a particular role, it may also optionally
support the reliableShadowConsumerlnitiatedAC for the same role.
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7.2.3.1 Shadow Supplier Initiated Contexts

The shadowSupplierContract may be realized as the shadowSupplierlnitiatedAC. This application context is specified
as an information object of the class APPLICATION-CONTEXT.

shadowSupplierinitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT

ESTABLISHED BY
INFORMATION TRANSFER BY
ABSTRACT SYNTAXES
APPLICATION CONTEXT NAME

shadowSupplierContract

acse

pData

{ acse-abstract-syntax | directoryShadowAbstractSyntax }
id-ac-shadowSupplierlnitiatedAC }

This application context requires that only synchronous operations be employed.

The shadowSupplierlnitiatedAsynchronousAC variant of this application context permits the use ofrasynch

operations.

shadgwSupplierinitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

CONTRACT

ESTABLISHED BY
INFORMATION TRANSFER BY
ABSTRACT SYNTAXES
IAPPLICATION CONTEXT NAME

The shadowSupplierContract may optionally be realized as the reliableShadowSupplierinitiatedAC. This appl

shadowSupplierContract

acse

pData

{ acse-abstract-syntax | directoryShadowAbstractSyntax }
id-ac-shadowSupplierinitiatedAsynchronousAC }

context is specified as an information object of the class APPLICATION-CONTEXT.

reliabjeShadowSupplierlnitiatedAC APPLICATION-CONTEXT ::=3{

CONTRACT

ESTABLISHED BY
INFORMATION TRANSFER BY
IABSTRACT SYNTAXES

IAPPLICATION CONTEXT NAME

shadowSupplierContract
association-by-RTSE

transfer-by-RTSE

{ acse-abstractssyntax |
reliableShadowBindingAbstractSyntax |
directoryReliableShadowAbstractSyntax }
id-ac-reliableShadowSupplierlnitiatedAC }

7.2.3.2 Shadow Consumer Initiated Contexts

The shadowConsumerContract niay, ‘be realized as the shadowConsumerlnitiatedAC. This application con

specifjed as an information object\ofithe class APPLICATION-CONTEXT.

shadgwConsumerlnitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT

ESTABLISHED.BY
INFORMATION TRANSFER BY
IABSTRACT,SYNTAXES
IAPPLIGATION CONTEXT NAME

shadowConsumerContract

acse

pData

{ acse-abstract-syntax | directoryShadowAbstractSyntax }
id-ac-shadowConsumerlnitiatedAC }

This application context requires that only synchronous operations be employed.

onous

cation

ext is

The shadowConsumerlnitiatedAsynchronousAC variant of this application context permits the use of asynchronous

operations.

shadowConsumerelnitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

CONTRACT

ESTABLISHED BY
INFORMATION TRANSFER BY
ABSTRACT SYNTAXES
APPLICATION CONTEXT NAME

shadowConsumerContract

acse

pData

{ acse-abstract-syntax | directoryShadowAbstractSyntax }
id-ac-shadowConsumerlnitiatedAsynchronousAC }

The shadowConsumerContract may optionally be realized as the reliableShadowConsumerlnitiatedAC. This
application context is specified as an information object of the class APPLICATION-CONTEXT.

ITU-T X.519 (02/2001 E)
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reliableShadowConsumerinitiatedAC APPLICATION-CONTEXT ::= {
shadowConsumerContract
association-by-RTSE

transfer-by-RTSE

{ acse-abstract-syntax |
reliableShadowBindingAbstractSyntax |
directoryReliableShadowAbstractSyntax }

7.2.4

The d
as an {

direct]

7.3

7.3.1

The fq

id-opd
id-opd
id-op¢
id-opd
id-opd
id-op¢
id-opd
id-opd
id-op¢

7.3.2

The fq
id-opd

id-opd
id-opd

7.3.3

CONTRACT
ESTABLISHED BY

INFORMATION TRANSFER BY

ABSTRACT SYNTAXES

APPLICATION CONTEXT NAME

id-ac-reliableShadowConsumerinitiatedAC }

Directory Operational Binding Management Application Context

CONTRACT
ESTABLISHED BY

IABSTRACT SYNTAXES

Operation Codes

d ol @ 2 ile
nformation object of the class

INFORMATION TRANSFER BY

IAPPLICATION CONTEXT NAME

APPLICATION-

dopContract
acse
pData

{ acse-abstract-syntax |
directoryOperationalBindingManagementAbstractSyntax }
id-ac-directoryOperationalBindingManagementAC }

Operation Codes for DAP and DSP Packages

ode-read
ode-compare
ode-abandon
ode-list
ode-search
ode-addEntry
ode-removeEntry
ode-modifyEntry
ode-modifyDN

Code
Code
Code
Code
Code
Code
Code
Code
Code

local :
local :
local :
local;:
local
local :
local :
local :
local :

Operation Codes for DISP Packages

ode-updateShadow

ode-requestShadowUpdate

ode-coordinateShadowUpdate

Code
Code
Code

Operation Codes for DOP Packages

CONTEXT.

pryOperationalBindingManagementAC APPLICATION-CONTEXT ::= {

llowing operation codes are used by the operation packages of the. DAP and the DSP:

OCONOOMAIWN -

llowing operation codes.are used by the operation packages of the DISP.

ndingMa

local : 1
local : 2
local : 3

The following operation codes are used by the operation package of the DOP.

id-op-establishOperationalBinding
id-op-modifyOperationalBinding
id-op-terminateOperationalBinding

7.4

7.4.1

Error Codes

Code
Code
Code

Error Codes for DAP and DSP Packages

local : 100
local : 102
local : 101

The following error codes are used by the operation packages of the DAP and the DSP. The code id-errcode-referral is
only used in the DAP. The code id-opcode-dsaReferral is only used in the DSP.

16
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id-errcode-attributeError Code = local:1
id-errcode-nameError Code = local:2
id-errcode-serviceErro Code = local:3
id-errcode-referral Code = local: 4
id-errcode-abandoned Code = local:5
id-errcode-securityError Code = local : 6
id-errcode-abandonFailed Code = local:7
id-errcode-updateError Code = local:8
id-errcode-dsaReferral Code = local:9

7.4.2 Error Codes for DISP Packages

The fqllowing error code is used by the operation packages of the DISP.
id-errcode-shadowError Code = local:1

7.4.3 Error Codes for DOP Packages

The fallowing error codes are used by the operation package of the DOP.

id-errioperationalBindingError Code = local : 100

[7.5.212 Pointer to rules of extensibility: The text referred to by clause 7 of-the 4th edition of ITU-T Rec. X509 |
ISO/IEC 9594-8 has been moved to 12.2.2 in this Directory Specification.]

8 Directory protocol mapping onto OSI services
This cllause defines the mapping of the DAP, DSP, DOP and DISP-onto the used services.

The mapping onto used services of the DAP, DSP and DOR, as well as for the DISP application contexts that orit the
RTSE|is defined in 8.1. The mapping onto used services for the DISP application contexts that use the RTSE is defined
in 8.2

8.1 Application contexts omitting RTSE

This subclause defines the mapping onto used services of the DAP, DSP and DOP application contexts, as well|as the
DISP ppplication contexts that do not<nclude the RTSE.

8.1.1 Mapping onto ACSE

This $ubclause defines ¢thes mapping of the (DirectoryBind, DSABind, DSAShadowBind or DSADOPBIng
(DiredtoryUnbind, DSAUnbind, DSAShadowUnbind or DSADOPUnbind) services onto the services of the ACS
ACSH is defined in ITU-T Rec. X.217 | ISO/IEC 8649.

and

Uur o

8.1.1. Bind ento A-ASSOCIATE

The DjirectoryBind, DSABind, DSAShadowBind or DSADOPBind service is mapped onto the A-ASSOCIATE gervice
of the 2 —The-use-of the-parameters-o L the-A-ASSOCIATEserviee-is-gualified-in-the-followinesubelauses

8.1.1.1.1 Mode

This parameter shall be supplied by the initiator of the association in the A-ASSOCIATE request primitive, and shall
have the value normal mode'.

8.1.1.1.2 Application context name

The initiator of the association shall propose one of the following application contexts:
a) For the DAP, the directoryAccessAC;
b) For the DSP, the directorySystemAC;
¢) For the DOP, the directoryOperationalBindingManagementAC;
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d) For the DISP, one of shadowSupplierinitiatedAC, shadowConsumerlinitiatedAC,
shadowSupplierlnitiatedAsynchronousAC, or shadowConsumerlnitiatedAsynchronousAC.

8.1.1.1.3 User Information

The mapping of the DirectoryBind or DSABind onto the User Information parameters of the A-ASSOCIATE request
primitive is defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

8.1.1.14 Presentation Context Definition List

The initiator of the association shall supply the Presentation Context Definition List in the A-ASSOCIATE request
primitive which shall contain the ACSE abstract-syntax (ld-as-acse) and either the DAP abstract syntax (id-as-

directg
direct]

8.1.1.]

This

oryOperatnonaIBmdmg ManagementAS) or the DISP abstract syntax (|d-as dlrectoryShadowAS)

S Quality of Service

arameter shall be supplied by the initiator of the association in the A-ASSOCIATE request primitive, and

id-as-

by the
I' and
lefault

by the

responpder of the association in the A-ASSOCIATE response primitive. The parameters 'Extended Contro
'Optinjized Dialogue Transfer' shall be set to "feature not desired". The remaining parameters shall be such that
valueq are used.
8.1.1.1.6 Session Requirements
This parameter shall be set by the initiator of the association in the A-ASSOCIATE request primitive, and
resporjder of the association in the A-ASSOCIATE response primitive. Zhe “parameter shall be set to speciffy the
following functional units:

a) Kernel;

b) Duplex.
8.1.1.1.7 Application Entity Title and Presentation Address
These| parameters shall be supplied by the initiator and the responder of the association (Application Entity T

option
Fora

For a

ally supplied).
DUA establishing an association for an.initial request, these parameters are obtained from locally held infornj

DUA (or DSA) establishing an association with a DSA to which it has been referred, these parameters are oY

from the AccessPoint value of a Continuation Reference.

For a
refere

8.1.1.2

DSA establishing an association, this parameter is obtained from its knowledge information, i.e. an e
hce.

Unbind onte. A-RELEASE

The DjrectoryUnbind, DSAUnbind, DSAShadowUnbind or DSADOPUnbind is mapped onto the A-RELEASE s

of the

ACSE. The use of the parameters of the A-RELEASE service is qualified in the following subclause.

8.1.1.2.

itle is

ation.

tained

(ternal

ervice

1 Result

This parameter shall have the value 'affirmative'.

8.1.1.3 Use of A-ABORT and A-P-ABORT Services

The application-process is the user of the A-ABORT and A-P-ABORT services of the ACSE.

8.1.2

Mapping onto ROSE

The Directory ASE services are mapped onto the RO-INVOKE, RO-RESULT, RO-ERROR, RO-REJECT-U and RO-
REJECT-P services of the ROSE. The mapping of the abstract-syntax notation of the Directory ASEs onto the ROSE
services is as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

18
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8.2 Application contexts including RTSE

This subclause defines the mapping onto used services for the DISP application contexts that include the RTSE. Support
for this mapping is conditional on a claim of conformance to these application contexts. The RTSE is defined in ITU-T
Rec. X.218 | ISO/IEC 9066-1.

8.2.1 Mapping onto RT-OPEN and RT-CLOSE

This subclause defines the mapping of the DSAShadowBind and DSAShadowUnbind services onto the RT-OPEN and
RT-CLOSE services of the RTSE.

8.2.1.}—PSAShadowBind-ente- RT-OPEN

The DISAShadowBind is mapped onto the RT-OPEN service of the RTSE. The use of the parameters of thie\RT-OPEN
servicg is qualified in the following subclauses.

8.2.1.1.1 Mode

This parameter shall be supplied by the initiator of the association in the RT-OPEN request primitive, and shall hgve the
value ['normal mode".

8.2.1.1.2 Application context name

The initiator of the association shall propose either the reliableShadowSupplietlnitiatedAC application context|or the
reliableShadowConsumerlnitiatedAC application context in the RT-OPEN requést primitive.

8.2.1.1.3 User-data

The njapping of the bind-operation onto the user-data parameter of the*RT-OPEN request primitive is defined in [TU-T
Rec. X.880 | ISO/IEC 13712-1.

8.2.1.14 Presentation Context Definition List

The initiator of the association shall supply the Presentation Context Definition List in the RT-OPEN request primitive
which| shall contain the ACSE abstract-syntax (id-as=acse) and the DISP abstract-syntax that includes the RTSE (id-as-
directoryReliableShadowAS).

8.2.1.1.5 Initial turn

This parameter shall be supplied by the.initiator of the association in the RT-OPEN request primitive, and shall hgve the
value ['association-initiator".

8.2.1.1.6 Application Entity Title and Presentation Address

These| parameters shall beysupplied by the initiator and the responder of the association in the RT-OPEN request
primitjve (Application Entity Title is optionally supplied).

8.2.1.2 DSAShadowUnbind onto RT-CLOSE
The DSAShadowUnbind is mapped onto the RT-CLOSE service of the RTSE.

8.2.2 — Mapping onto ROSE

The shadowSupplierASE and the shadowConsumerASE services are mapped onto the RO-INVOKE, RO-RESULT,
RO-ERROR, RO-REJECT-U and RO-REJECT-P services of the ROSE. The mapping of the abstract-syntax notation of
these DISP ASEs onto the ROSE services is as defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

ROSE is the user of the RT-TRANSFER, RT-TURN-PLEASE, RT-TURN-GIVE, RT-P-ABORT and RT-U-ABORT
services of the RTSE. The use of the RTSE services by the ROSE is defined in ITU-T Rec. X.882 | ISO/IEC 13712-3.

8.2.2.1 Managing the turn

ITU-T Rec. X.881 | ISO/IEC 13712-2 defines the use by the ROSE of the RT-TURN-PLEASE and RT-TURN-GIVE
services of the RTSE to manage the turn.
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The values of the priority parameter of the RT-TURN-PLEASE service used by the ROSE to request the turn are as
follows:

9

—  Priority zero is the highest priority, and is reserved for the action of releasing the association by the

initiator.

—  Priority one is used by the ROSE to provide the RO-REJECT-U and RO-ERROR services of the ROSE.

—  Priority two is used by the ROSE to provide the RO-RESULT service of the ROSE.
—  Priority three is used by the ROSE to provide the RO-INVOKE service of the ROSE.

IDM protocol

This (
direct]

OSI model. The protocol is deliberately minimal and is designed for simplicity of implementation. It.'i$,conng
orient¢d and is fully asynchronous.
The protocol makes use of a number of protocol data units to transfer bind, request, response and €rror messages.
9.1 IDM-PDUs
The njessages of the Internet Directly Mapped protocol are conveyed over a TCP/IP, connection as protocol dat
called[IDM-PDUs. The ASN.1 definition for an IDM-PDU follows.
IDM-PDU {IDM-PROTOCOL:protocol} ::= CHOICE {
bind [0] Bind{ {protocol} },
bindResult [11 BindResult{ {protocol} },
bindError [2] BindError{ {protocol}},
request [31 Request{{protocol.&Operations} },
result [4] Result{ {protocol.&Operations}},
error [6]1 Error{ {protocol.&Operations}.},
reject [6] Reject,
unbind [71 Unbind,
abort [8] Abort}
Bind {IDM-PROTOCOL:Protocols} ::= SEQUENCE {
protocollD IDM-PROTOCOL.&id ({Protocols}),
callingAETitle [0] GeneralName OPTIONAL,
calledAETitle [11 GeneralName OPTIONAL,
argument [2] ( IDM-PROTOCOL.&bind-operation.&ArgumentType
({Protocols} {@protocollD}) }
BindResult {IDM-PROTOCOL:Protocols} ::= SEQUENCE {
protocollD IDM-PROTOCOL.&id ({Protocols}),
respondingAETitle [0] GeneralName OPTIONAL,
result [11 IDM-PROTOCOL.&bind-operation.&ResultType
({Protocols} {@protocollD}) }
BindHrror,{IDM-PROTOCOL:Protocols} ::= SEQUENCE {
protocollD IDM-PROTOCOL.&id ({Protocols}),

lause defines the Internet Directly Mapped Protocol (IDM), a mapping of request-response service. ‘elg
y onto the Internet TCP/IP protocol, bypassing the ROSE, ACSE, Presentation, Session and Transport(layers

ments
of the
sction-

L units

rrcode IDM-PROTOCOL.&bind-operation.&Errors.8errorCode

({Protocols} {@protocollD}),

respondingAETitle [0] GeneralName OPTIONAL,

aETitleError ENUMERATED {
callingAETitleNotAccepted (0),
calledAETitleNotRecognized (1) } OPTIONAL,

error [11 IDM-PROTOCOL.&bind-operation.&Errors.&ParameterType

({Protocols} {@protocollD, @errcode}) }

Request {OPERATION:Operations} ::= SEQUENCE {

20

invokelD INTEGER,
opcode OPERATION.&operationCode ({Operations}),
argument OPERATION.&ArgumentType ({Operations} {@opcode}) }
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Result {OPERATION:Operations} ::= SEQUENCE {

invokelD INTEGER,
opcode OPERATION.&operationCode ({Operations}),
result OPERATION.&ResultType ({Operations} {@opcode}) }

Error {OPERATION:Operations} ::= SEQUENCE {

invokelD INTEGER,
errcode OPERATION.&Errors.&errorCode ({Operations}),
error OPERATION.&Errors.&ParameterType

({Operations} {@errcode}) }

Reject ::= SEQUENCE {

invokelD—INTEGER;

reason ENUMERATED {
mistypedPDU (0),
duplicatelnvokelDRequest (1),
unsupportedOperationRequest (2),
unknownOperationRequest (3),
mistypedArgumentRequest (4),
resourceLimitationRequest (5),
unknownlinvokelDResult (6),
mistypedResultRequest (7),
unknowninvokelDError (8),
unknownError (9),
mistypedParameterError (10)}}

Unbind ::= NULL

Abort| ::= ENUMERATED {

mistypedPDU (0),
unboundRequest (1),
invalidPDU (2),
resourceLimitation (3),
connectionFailed (4),
invalidProtocol (5),

reasonNotSpecified (6).}

A bind PDU is sent to request a binding between the sender and the responder. protocollD identifies thd IDM-
PROTIOCOL protocol to be used (sée 9.4). argument is a value for the ARGUMENT ficld of the BIND-OPERATION of
the id¢ntified protocol. callingAETitle is the name of the local application entity sending the bind PDU. calledAETitle is
the nane of the remote application entity to which the bind PDU is being sent.

A bindResult PDU is_returned in response to a successful bind request. protocollD is the same value sent [in the
corresponding bind PDU. result is a value for the RESULT field of the BIND-OPERATION of the identified pr¢tocol.
respondingAETitle.is.the name of the remote application entity which sent the bindResulit.

A bindError PRV is returned in response to an unsuccessful bind request. protocollD is the same value sent|in the
corresponding-~bind PDU errcode is the code for one of the errors listed against the ERRORS ﬁeld of the [BIND-
rcode.

a alzhaal= the ] 9 en h a 8 a = set to
caIIlngAETltIeNotAccepted 1f a blnd PDU is recelved and the supphed calllngAETltIe is not acceptable to the called
system. aETitleError is set to calledAETitleNotRecognized if a bind PDU is received and the remote application entity
knows the application entity which is binding, but does not accept the calledAETitle sent in the bind PDU as its own
name.

A request PDU is sent to request an operation. invokelD identifies a particular request and its associated responses, and
is a positive integer chosen to be different to the value sent in any previous request over that TCP/IP connection. opcode
is the code for one of the operations listed against the OPERATIONS field of the chosen protocol. argument is a value
for the ARGUMENT field of the OPERATION identified by opcode.

A result PDU is returned in response to a successful operation request. invokelD and opcode are the same values as sent
in the request PDU to which this PDU is a reply. result is a value for the RESULT field of the OPERATION identified by
opcode.
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An error PDU is returned in response to an unsuccessful operation request. invokelD has the same value as sent in the
request PDU to which this PDU is a reply. errcode is the code for one of the errors listed against the ERRORS field of
the operation in the request PDU. error is a value for the PARAMETER field of the ERROR identified by errcode.

A reject PDU is returned in response to a protocol error detected in a received request, result or error PDU from which
an invoke ID can be recovered. invokelD is the invoke ID of the received PDU that was in error. reason is an integer
code for the error, as described in 9.5.

An unbind PDU is sent to close a binding in an orderly manner, as described in 9.3. It has no parameters.

9.2 Use of OPERATION and ERROR classes

VI protoTo dKTsS USC U c U KTTON—ar OR-fo TtTOTT ObTC -’v'=-' a odutes that
defing an Abstract Service using these information object classes can be used in the protocol without extensive.resriting
of themodule. So that the IDM protocol can be implemented without reference to ROSE, the following définitions of
OPERATION and ERROR are provided to be used in place of the ROSE definitions. The definitions are-equivalent and
compgtible with the ROSE definitions but are self-contained and considerably simpler since other ROSE-functionglity is
not required.

OPERATION ::= CLASS {

&ArgumentType OPTIONAL,

&ResultType OPTIONAL,

&Errors ERROR OPTIONAL,
&operationCode Code UNIQUE OPTIONAL }
WITH[SYNTAX {

IARGUMENT &ArgumentType

RESULT &ResultType
ERRORS &Errors
CODE &operationCode }

ERRQR ::= CLASS {

&ParameterType,

&errorCode Code UNIQUE OPTIONAL }
WITH[SYNTAX {

PARAMETER &ParameterType

CODE &errorCode }

Code|::= CHOICE {
local INTEGER,
global OBJECT IDENTIFIER }

9.3 Sequencing. requirements

9.3.1 Binding

The igitiator‘of the TCP/IP connection shall send the bind PDU to the responder. The responder shall reply by s¢nding
either |atbindResponse or a bindError PDU. Once the bindResponse PDU has been received an association is $aid to
be in place between the mitiator and the responder.

The initiator shall send a bind PDU before sending request PDUs. It may send request PDUs after sending the bind
PDU but before receiving a bindResponse or bindError. The responder shall process and reply to a received bind PDU
before processing and replying to received request PDUs.

If the protocol permits the responder to initiate requests, the responder may initiate such requests as soon as it has sent a
bindResponse PDU. The initiator shall process the bindResponse before replying to received request PDUs.

If a bindError is received, the initiator may choose whether to attempt another bind by sending a new bind PDU or
whether to close the TCP/IP connection.

If both application entities use the AETitle information of the bind PDU, a bindError PDU with aETitleError set to
callingAETitleNotAccepted or calledAETitleNotRecognized can be received as a response to a bind PDU.
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9.3.2 Unbinding

When the DAP protocol is being used, only the initiator of the bind shall send an unbind PDU. For any other protocol,
either the initiator or responder may send an unbind PDU. An unbind is destructive in that the results of any
outstanding operations are lost (undefined). To avoid loss of data the initiator should only unbind when all requests have
been responded to.

Either the initiator or responder may close the underlying TCP/IP connection at any time. Any outstanding requests are
lost.

9.3.3 Requests and responses

A reduest PDU may be sent at any time after sending a bind PDU or bindResult PDU, and requests the recipient| of the
PDU fo perform the indicated operation. The recipient of the request PDU shall reply with a result, error, or |reject
PDU.

Requgsts are asynchronous and the order of the responses is not guaranteed to be the same as that of therequests.

The rdceiver of a response shall use the invoke ID as the primary indicator of the request to which-the response bglongs,
and shall reject the response if the invoke ID is in error.

9.3.4 Rejects

The rgject PDU shall be used to indicate that a problem was encountered in procéssing a request, result, or error PDU.

If any|other protocol error occurs or if the invoke ID cannot be determined,th€ connection shall be closed.

9.4 Protocols

Protodols for use within the IDM protocol are defined through.use of the IDM-PROTOCOL information object class,
defined as follows:

IDM-PAROTOCOL ::= CLASS {

&bind-operation OPERATION,
&Operations OPERATION,
&id OBJECT IDENTIFIER UNIQUE }

WITH|SYNTAX {

BIND-OPERATION &bind=operation
OPERATIONS &Operations

ID &id-}

Each fnstance of an IDM~PROTOCOL class defines the bind operation and request/response operations for use within the
IDM protocol. The HindOperation ficld defines the operation to be used for binding; the ARGUMENT field ¢f this
operatfion is used with' the bind PDU that signals the protocol, the RESULT field is used with the bindResult PD|J, and
one of the errors,given in the ERRORS field of this operation is used with the bindError PDU. The Operation$ field
defines the gperations that may be used within the request, result and error PDUs of the IDM protocol. The id field is
the prptocel identifier. It also implicitly determines the application context for a bind operation. As a consequdnce, a
separgte’ IDM-PROTOCOL is defined for each required application context.

9.5 Reject reasons

A reject PDU is returned in response to various error conditions. The error conditions and the reason code with which
they are signalled are described below:

A mistypedPDU reason is returned if the PDU is invalidly constructed.

A duplicatelnvokelDRequest reason is returned if a request PDU is received and the invokelD has previously been
used since the connection was established.

An unsupportedOperationRequest reason is returned if a request PDU is received and the requested operation is not
supported.
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An unknownOperationRequest reason is returned if a request PDU is received and the requested operation is
unknown.

A mistypedArgumentRequest reason is returned if a request PDU is received and the argument is invalidly
constructed.

A resourceLimitationRequest reason is returned if a request PDU is received and no operations can be performed
because of resource limitations.

An unknownlInvokelDResult reason is returned if a result PDU is received and the invokelD does not match that of an
operation to which a response is expected.

A mistypedResultRequest reason is returned if a result PDU is received and the result is invalidly constructed, or the

opcog

An un

Anu
protod

A migtypedParameterError reason is returned if an error PDU is received and the parameteris invalidly constt

or the

9.6

An Ak
PDUs

A mistypedPDU reason is returned if the PDU received has an invalid.cofistruction.
An unlboundRequest reason is returned if a request PDU request 1$.received before an association has been estab

A invalidPDU reason is returned if a DSA gets a PDU which isno IDM-PDU.

A res|

resourice limitations, e.g. maximum number of connections exceeded.

A connectionFailed reason is returned if the DSA was not able to create the TCP/IP connection in order to send

PDU.

A invalidProtocol reason is returned if a resultBind, a BindResult or a BindError PDU is received and the proty
is unkhown or not supported.

A rea

reasor.

NOTE — An abort may be, generated by the underlying service of the initiator, resulting in protocol that will not flow act

co
sy

9.7
Each

the erlcOding is then partitioned and placed in one or more segments to be sent over the TCP/IP connection

segm

operar]lon to which a response is expected.

le-does-not-match-that-of the-correspondingrequest PDY
HPDU-

knownlnvokelDError reason is returned if an error PDU is received and the invokelD does not match. tha

knownError reason is returned if an error PDU is received and the indicated error does not belong-to the ing
ol or is not permitted as a response to the operation.

opcode does not match that of the corresponding request PDU.

Abort reasons

The error conditions and the reason code with which they are signalledare described below:

urceLimitation reason is returned if a Bind PDJ>is received and no operations can be performed becal

sonNotSpecified reason is(returned if the initiator or the responder wants to close the association for any

nection, e.g. returning-an abort with unboundRequest would be initiated by the underlying service as opposed to thd
tem which cannotbe reached.

Mapping onto TCP/IP

DM(PDU is encoded using the ASN.1 Basic Encoding Rules without restriction. The binary data resulting

of an

icated

tucted,

ort PDU is returned in response to various error conditions which are notCovered by the Reject nor the BinglError

ished.

use of

W Bind

bcollD

other

oss the
target

> from
Each

Nt Nas a seader and Carrics the Next jragment Oor poruon oI the encoded data. 1he division of an 1IDM FD

into

fragments and the size of any fragment are at the choice of the sender and carry no significance. All fragments of an IDM
PDU shall be sent before another IDM PDU is sent.

The format for a segment (header plus fragment of an IDM PDU) is as follows:

version final length data
(1 octet) i (1 octet) (4 octets) (length octets)

ver si on indicates the version of the IDM PDU and its mapping onto TCP/IP. The version described in this Directory
Specification shall be indicated with the value 1. All packets on a connection shall have the same value of ver si on.

N

24

OTE — How the communicating parties negotiate the version number is for further study.
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fi nal indicates whether dat a holds a non-final IDM PDU fragment (value 0), or the whole value or final fragment

(value

).

| engt h is the length of dat a field in octets. It is sent in 'network octet order' with more significant octets preceding
less significant octets. The minimum value of length is 1. For performance reasons, it is recommended that the whole
IDM PDU be contained in one segment if the length can be expressed in the 4 octets of the length field; IDM
fragmentation should only be used if the length of the IDM PDU cannot be expressed in 4 octets.

data holds the next fragment of the IDM PDU being conveyed, or the whole IDM PDU if the whole value is conveyed in
one fragment.

9.8

Addressing

An I
notati

This d
to be
defini
the P-

suppo
addres

The O
string

A DS/
would
stack

contai

M-style communications endpoint is defined by its IP address and its port number, and can be written
n of IETF RFC 1738 as:

idm//host: port

in the

lause defines an equivalent OSI network address format for such an endpoint, in order to_allow the IDM protocol

used with service definitions that make reference to OSI presentation addresses (such“as the Directory §
ions). A presentation address for a system that supports IDM access is structured just asfor OSI access excd)

S-, and T-selectors are ignored if present and the network address is of the fornmispecified below. Systern
't both OSI and IDM stacks can have a single OSI presentation address contdining OSI and IDM ng
ses.

ervice
pt that
hs that
twork

SI network address format for an IDM endpoint follows that described in-IETF RFC 1277. Expressed as ap octet

it consists of 29 binary coded decimal digits and one fill digit, as follows:
—  The AFI (first 2 digits) is '54' (F.69 format, decimal, leading zero significant).
—  The IDI (next 8 digits) is '00728722".
—  The DSP (next 20 digits) is constructed as follows:

e The first 2 digits form the DSP prefix(and have the value '10' for IDM

NOTE 1 — The values 01, 02, 03~and 06 are already assigned in IETF RFC 1277. 03 is the value for
RFC 1006 stack.

e The next 12 digits are the'4=component dotted decimal IP address, with 3 digits per component.

e The next 5 digits are the port number
NOTE 2 — The'pert number is optional in IETF RFC 1277 but mandatory for IDM.

*  The last digit is’a final single hex 'F' to pack out the DSP to a full octet.

A able to communicate-ever two different stacks (such as IDM over TCP/IP or OSI over TCP/IP using RFC
have two network.addresses in its presentation address. For example, if the DSA uses the port 1200 for th
and the default pott 102 for the OSI stack, then the DSA's myAccessPoint would hold a presentation aj
ning:

— <arnetwork address 1 for IDM with the following encoding, (containing as own IP address the lod
address 127.0.0.1 and the port 1200):

the

1006)
t IDM
ddress

pback

'54007287221012700000000101200F'H

10

— anetwork address 2 for OSI over RFC 1006 with the following encoding, (containing as own IP a
again the loopback address 127.0.0.1; the port 102, which is the default for RFC 1006, is no

ddress
more

explicitly in the encoding, which is allowed because the DSP prefix is in this case 03 for RFC 1006 and

no more 10 as for IDM):
'540072872203127000000001'H

Directory protocol mapping onto the IDM protocol

This clause gives definitions for mapping the Directory protocols onto the IDM protocol. The complete
DirectorylIDMProtocols module is given in Annex F. The components are repeated in this clause for clarity.
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10.1 DAP-IP Protocol

The DAP-IP protocol dap-ip (Directory Access Protocol over TCP/IP) is used to invoke operations of the
DirectoryAbstractService abstract service. It is defined as:

DAP-IDM-PDUs ::= IDM-PDU (dap-ip)

dap-ip IDM-PROTOCOL ::={
BIND-OPERATION directoryBind

OPERATIONS { read | compare | abandon | list | search
| addEntry | removeEntry | modifyEntry | modifyDN }
1D id-idm-dap }

The operation and error codes for this protocol are the same as those given in 7.3.1 and 7.4.1.

Only DUAs shall initiate connections using this protocol. Only the initiator of a connection shall request operations of
the protocol.

10.2 | DSP-IP Protocol

The DSP-IP protocol dsp-ip (Directory System Protocol over TCP/IP) is used\to invoke operations ¢f the
DistributedOperations abstract service. It is defined as:

DSP-IPM-PDUs ::= IDM-PDU (dsp-ip)

dsp-ip IDM-PROTOCOL ::= {

BIND-OPERATION directoryBind

OPERATIONS { chainedRead | chainedCompare¢|‘chainedAbandon
| chainedList | chainedSearch
| chainedAddEntry | chainedRemoveEntry
| chainedModifyEntry-} chainedModifyDN }

ID id-idm-dsp }

The operation and error codes for this protocol are-the same as those given in 7.3.1 and 7.4.1.

DSAs|may use this protocol, and both thé¢ initiator and the acceptor of a connection may request operations [of the
protodol.

10.3 | DISP-IP Protocol

The DISP-IP protocol disp-ip-(Pirectory Information Shadowing Protocol over TCP/IP) is used to invoke operations of
the DifectoryShadowAbstractService abstract service. It is defined as:

DISP-|DM-PDUs :;={DM-PDU (disp-ip)

disp-ip IDM-RROTOCOL ::= {
BIND-OPERATION directoryBind

OPERATIONS { requestShadowUpdate
lupdateShadow
| coordinateShadowUpdate }
ID id-idm-disp }

The operation and error codes for this protocol are the same as those given in 7.3.2 and 7.4.2.

DSAs may use this protocol, and both the initiator and the acceptor of a connection may request operations of the
protocol.

10.4 DOP-IP Protocol

The DOP-IP protocol dop-ip (Directory Operational Binding Protocol over TCP/IP) is used to invoke operations of the
OperationalBindingManagement abstract service. It is defined as:
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DM-PDUs ::= IDM-PDU (dop-ip)

dop-ip IDM-PROTOCOL ::= {

BIND-OPERATION directoryBind
OPERATIONS { establishOperationalBinding

| modifyOperationalBinding

| terminateOperationalBinding}
ID id-idm-dop }

The operation and error codes for this protocol are the same as those given in 7.3.3 and 7.4.3.
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may use this protocol, and both the initiator and the acceptor of a connection may request operations
ol.

Protocol stack coexistence

huse 9.8 defined an OSI network address format for an IDM communications endpoint{ This clause recomme
ch for coexistence between DSAs supporting different protocol stacks, such as OSIJDM and LDAP. In o
referrals to contain LDAP access points, this clause also specifies an OSI network address format for an
unications endpoint.

Coexistence between OSI and IDM stacks

b migration to the use of IDM, DSAs may be deployed that support.either only the OSI upper layers protoco
\CSE, Presentation, and Session) or only the IDM protocolt\stack. New DSA products may choose of

entations. Interoperability between such DSAs will be accomplished through the use of referrals.

jaining DSA needs to forward a request to a target-DSA and if the two DSAs do not support a protocol st
on, then the chaining DSA shall return instead -a\referral. That referral will be returned through each DS
d the request. If any one of these DSAs suppotts the target DSA's protocol stack, it may choose to send the 1
y to the target DSA identified in the referrall

e of the chaining DSAs support the target DSA's protocol stack, the referral shall be returned to the DUA
nay be able to send the request directly to the target DSA.
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a) DSAs holdingyknowledge of DSAs that support only one protocol stack should support that protocol

stack; or

b) the DSA'to which the DUA binds should support both protocol stacks.

CoeXistence in the presence of LDAP

sapporting either the OSI upper layer protocol stack or the IDM protocol stack may also choose to support 1

LDAP.

Intero

Trabitity betweem such DSAS Ty beaccompiistied througitr theuse of g or Teferrats,merope

between such DSAs and DUAs may be accomplished through the use of LDAP or DAP.

ability

In order for a DSA to be able to provide useful referrals for DUAs supporting only LDAP, it is necessary to represent the
LDAP access point of a potential target DSA in an OSI presentation address. Subclause 11.3 defines an NSAP format for
LDAP. A DSA getting a referral containing an NSAP of this type can convert it to an LDAP referral and send it back to
the connected LDAP client.

11.3

Defining an NSAP format for LDAP

This clause defines an OSI network address format for an LDAP communication endpoint, in order to allow this NSAP
to be used with service definitions that refer to OSI presentation addresses (such as the Directory service definitions). A
presentation address for a system that supports LDAP access is structured just as for OSI access except that the P-, S-,
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and T-selectors are ignored if present and the network address is of the form specified below. Systems that
simultaneously support OSI, IDM and LDAP stacks can have a single OSI presentation address containing OSI, IDM
and LDAP network addresses.

The OSI network address format for an LDAP endpoint follows that described in IETF RFC 1277. Expressed as an octet
string, it consists of 29 binary coded decimal digits and one fill digit, as follows:

—  The AFI (first 2 digits) is '54' (F.69 format, decimal, leading zero significant).
—  The IDI (next 8 digits) is '00728722".
—  The DSP (next 20 digits) is constructed as follows:

e The first 2 digits form the DSP prefix and have the value '11' for LDAP.

NOTE 1 — The values 01, 02, 03, and 06 are already assigned in IETF RFC 1277. 03 is the valuéxfor the
RFC 1006 stack. The value '10' is the value for the IDM stack.

e The next 12 digits are the 4-component dotted decimal IP address, with 3 digits per<cdmponent.
e The next 5 digits are the port number.
NOTE 2 — The port number is optional in IETF RFC 1277 but mandatory for CDAP.

*  The last digit is a final single hex 'F' to pack out the DSP to a full octet.

A DSA able to communicate over three different stacks (such as IDM over TCP/IP or-©OSI over TCP/IP using RF( 1006
or LDIAP ) would have three network addresses in its presentation address. For examiple, if the DSA uses port 1200 for
the IOM stack, the default port 102 for the OSI stack and port 389 for LDAP( then the DSA's myAccessPoint [would
hold a| presentation address containing:

— anetwork address 1 for IDM with the following encoding, (containing as own IP address the logpback
address 127.0.0.1 and the port 1200):

'54007287221012700000000101200F'H

— anetwork address 2 for OSI over RFC 1006:with the following encoding, (containing as own IP address
again the loopback address 127.0.0.1; theport 102 ,which is the default for RFC 1006, is not explicitly
included in the encoding, which is allowed because the DSP prefix is in this case 03 for RFC 1006 as
opposed to 10 as for IDM):

'540072872203127000000001'H

— anetwork address 3 for LDAP with the following encoding, (containing as own IP address the logpback
address 127.0.0.1 and-the:port 389):

'54007287221112700000000100389F'H

12 | Versions and the rules for extensibility

This ¢lause deseribes version negotiation rules and rules for extensibility for the OSI-mapped protocols defined in
clause 7, and the,JDM-mapped protocols defined in clause 10.

The Dlrectory may be d1str1buted and more than two D1rectory Apphcatlon Ent1t1es may 1nteroperate to service a q quest.
The Dli
service which may or may not be represented by different protocol version numbers. The version number is negotlated to
the highest common version number between two directly binding Directory AEs.

NOTE 1 — There are currently two versions of each Directory protocol. The 1988 edition and the 1993 edition are of version 1.
Most features added in post-1993 editions are also available in version 1. However, some enhanced services and protocols, e.g.
signed errors, require that version 2 has been negotiated among all involved parties.

A DUA may issue a request as specified in the latest edition of the Directory specification to which the DUA was
implemented. Using the rules of extensibility defined below, that request shall be forwarded to the appropriate DSA that
will respond to that request, regardless of the edition of the intervening DSAs. The responding DSA shall function as
defined below.

NOTE 2 — An intermediate DSA only chaining the request may choose to examine selected elements of the Directory APDU that
is needed to perform its function, e.g. name resolution.
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DUA to DSA

Version negotiation

When accepting an association, i.e. binding, utilizing the DAP, the version negotiated shall only affect the point-to-point
aspects of the protocol exchanged between the DUA and the DSA to which it is connected. Subsequent requests or
responses on the association shall not be constrained by the version negotiated.

NOTE - There are no point-to-point aspects of the DAP that are currently indicated by different protocol versions.

12.1.2

Request and response processing

The D
eleme

N({
typ

is lecommended that the extension be marked critical.

When|

When|

12.1.3

When|

When|

UA may initiate requests using the highest edition of the specification of that request it supports. If ofig 0
hts of the request are critical, it shall indicate the extension number(s) in the criticalExtensions parameter.

e and if that type is essential for proper operation in a DSA implemented according to an earlier edition ofithe Specifics

processing a request from a DUA, a DSA shall follow the rules defined in 12.2.2.

processing a response, a DUA shall:
a) ignore all unknown bit name assignments within a bit string; and

b) ignore all unknown named numbers in an ENUMERATED type or-INTEGER type that is being used
enumerated style, provided the number occurs as an optional*element of a SET or SEQUENCE; and

¢) ignore all unknown elements in SETs, at the end of SEQUENCEs, or in CHOICEs where the CHQ
itself an optional element of a SET or SEQUENCE.

particular, some unknown named numbers and unknown CHOICEs in mandatory elements of SETs and
SEQUENCES can be ignored without invalidating the operation. The identification of such elements is for
study.

d) not consider the receipt of unknownudttribute types and attribute values as a protocol violation; and

e) optionally report the unknown attribute types and attribute values to the user.

Extensibility rules for error handling

processing a known error type with unknown indicated problems and parameters, a DUA shall:

shall not-issue a RO-U-REJECT or an IDM-REJECT, as appropriate, or abort the appl
association); and

b) optionally report the additional error information to the user.

processing an unknown error type, a DUA shall:

12.2

12.2.1

b) optionally report the error to the user.

DSA to DSA

Version negotiation

NOTE 2 — Implementations may as a local option/ighore certain additional elements in a Directory PDU. Ih

more

TE 1 — If a value defined by an extension is encoded in a CHOICE, ENUMERATED, or INTEGER (used 45)ENUMERATED)

tion, it

in the

ICE is

urther

a) not consider/the-receipt of unknown indicated problems and parameters as a protocol violation [(i.e. it

cation

a) not consider the receipt of unknown error type as a protocol violation (i.e. it shall not issue a RO-U-

When establishing or accepting an association, i.e. binding, utilizing the DSP, the version negotiated shall only effect the
point-to-point aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the association
shall not be constrained by the version negotiated.

NOTE 1 — There are no point-to-point aspects of the DSP that are currently indicated by different protocol versions.
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When establishing or accepting an association, i.e. binding, utilizing the DISP, the version negotiated shall define all
aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrained by the version negotiated.

NOTE 2 — There is currently only one version of the DISP protocol.
When establishing or accepting an association, i.e. binding, utilizing the DOP, the version negotiated shall define all

aspects of the protocol exchanged between the DSAs. Subsequent requests or responses on the association shall be
constrained by the version negotiated.

NOTE 3 — There is currently only one version of the DOP protocol.

12.2.2  Rules of extensibility for operation processing

If any] DSA performing an operation (after name resolution is completed) detects an element of criticalExtensions
whosg semantic is unknown, it shall return an unavailableCriticalExtension indication as a serviceError ofr in a
Partial OutcomeQualifier.

NOTE 1 — If a criticalExtensions string with one or more zero values is received, this indicates eithencthat the ext¢nsions
corresponding to the values are not present in the operation or are not critical. The presenee-of a zero value in a
criticalExtensions string shall not be inferred as either the presence or absence of the corresponding €Xtension in the APDY.

Otheryise, when processing a Directory PDU a DSA shall:
a) ignore all unknown bit name assignments within a bit string; and

b) ignore all unknown named numbers in an ENUMERATED type or{INTEGER type that is being used| in the
enumerated style, provided the number occurs as an optional element of a SET or SEQUENCE; and

c) ignore all unknown elements in SETs, at the end of SEQUENCEs, or in CHOICEs where the CHOICE is
itself an optional element of a SET or SEQUENCE.

NOTE 2 — Implementations may, as a local option, ignore certain additional elements in a Directory PDU. In particulaf, some
unknown named numbers and unknown CHOICEs in mandatory_elements of SETs and SEQUENCEs can be ignored yithout
invalidating the operation. The identification of such elements is for further study.

12.2.3 Rules of extensibility for chaining

If the PDU is a request, the DSA shall forward.the'request containing the unknown types and values to any addjtional
DSAs|determined by the name resolution process:

If the |PDU is a response, the DSA shall process the unknown types and values as it would process known typgs and
valued (see clause on results merging.in the Directory Specification on Distributed Operations) and forward [to the
initiating DSA or DUA.

12.2.4 Rules of extensibility for error handling

When|processing an know error type with unknown indicated problems and parameters, a DSA:

a) shalbnot consider the receipt of unknown indicated problems and parameters as a protocol violatign (i.e.
it.shall not issue a RO-U-REJECT, or an IDM-REJECT, as appropriate, or abort the application
association); and

b) may attempt to recover as appropriate to its understanding of just the error type, or may just retyrn the

L = S 1 b b I | 1ol | 4 ke 4] e e DA, LA
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When processing an unknown error type, a DSA which is only involved in chaining the request shall:

a) not consider the unknown error type as a protocol violation (i.e. it shall not issue a RO-U-REJECT or an
IDM-REJECT, as appropriate, or abort the application association); and

b) not attempt to correct or recover from the error and its indicated problems and parameters; and

¢) return the unknown error type to the next appropriate DSA or DUA.

When processing an unknown error, a DSA which is correlating multiple responses shall:

a) not consider the unknown error type as a protocol violation (i.e. it shall not issue a RO-U-REJECT or an
IDM-REJECT, as appropriate, or abort the application association); and
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b) not attempt to correct or recover from the error and its indicated problems and parameters; and
¢) put the unknown error in PartialOutcomeQualifier; and

d) continue correlating results as usual.

Rules of extensibility for object classes

Optional user attributes may be added to an existing object class without assigning a new object identifier.

A DSA not supporting an object class extension may reject any operation that attempts to create or modify an entry
resulting in an extension attribute to be present in the entry.

12.4 | Rules of extensibility for user attribute types
A usef attribute type definition may be extended in such a way that its matching characteristics are not,ehanged. This
may ificlude:

—  adding values to ENUMERATED and INTEGER types that is being used in the enumerated style;

— adding bits to a bitstring.

A DSA is not required to handle an attribute value that includes such extensions.

A DUA shall not consider the receipt of an extended attribute value as an error.

13 | Conformance

This cllause defines the requirements for conformance to this Directory.Specification.

13.1 | Conformance by DUAs

A DUA implementation claiming conformance to this Dire¢tory Specification shall satisfy the requirements specified in
13.1.1through 13.1.3.

13.1.1] Statement requirements

The fgllowing shall be stated:

a) the operations of the difectoryAccessAC application-context and/or dap-ip protocol that the DUA is
capable of invoking for, which conformance is claimed,

b) the bind security level(s) for which conformance is claimed (none, simple, strong — and if simplg¢, then
whether without/password, with password or with protected-password); and whether the DUA can
generate signed arguments or validate signed results;

c) the exténsions listed in the table of 7.3.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3, that the DUA is capable
of initiating for which conformance is claimed;

d) _whether conformance is claimed to Rule-based Access Control; and

¢)\ "if conformance is claimed for strong authentication, signed operations, or protected operations,
identification of the Certificate and CRL extensions for which conformance is claimed.

13.1.2  Static requirements
A DUA shall:

a) have the capability of supporting the directoryAccessAC application-context as defined by its abstract

syntax in clause 7; and/or or the dap-ip protocol defined in clause 10;
b) conform to the extensions for which conformance was claimed in 13.1.1 ¢);

¢) if conformance is claimed to Rule-based Access Control, have the capability of supporting security
as identified in 19.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2; and

labels

d) conform to clauses 8 and 15 of ITU-T Rec. X.509 | ISO/IEC 9594-8 for the Certificate and CRL

extensions for which conformance was claimed in 13.1.1 e).
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13.1.3

A DUA shall:

13.2

Dynamic Requirements

a)
b)

shall conform to the mapping onto the used service defined in clause 8 or clause 10 or both; and

shall conform to the rules of extensibility procedures defined in 12.1.

Conformance by DSAs

A DSA implementation claiming conformance to this Directory Specification shall satisfy the requirements specified in

13.2.1

13.2.1

The fq

throngh 132 3

Statement requirements

llowing shall be stated:

a)

b)

d)

e)

The application-contexts and IDM protocols for which conformance is claimed: directoryAccessA
directorySystemAC, directoryOperationalBindingManagementAC, dap-ip,-dsp-ip, dop-ip, or a
combination of these. A DSA that claims conformance to the directoryOperationalBinding

C’

ManagementAC or to the dop-ip in support of hierarchical operational bindings shall also support the

directorySystemAC or dsp-ip. If a DSA is such that knowledge of it-has/been disseminated, causir
knowledge references to the DSA to be held in other DSAs outside of-its own DMD, then it shall cl
conformance to the directorySystemAC or dsp-ip.

g
him

NOTE 1 — An application context shall not be divided except as.Stated herein; in particular, conformance shall

not be claimed to particular operations.

The operational binding types for which conformance is claimed: shadowOperationalBindingID,

specificHierarchicalBindingID, non-specificHierarchicalBindingID, or a combination of these. A
that claims conformance to the shadowOperationalBindinglD shall support one or more
application contexts for shadow suppliers and/or’shadow consumers indicated in 13.3 and 13.4.

Whether or not the DSA is capable of\acting as a first level DSA, as defined in ITU-T Rec. X
ISO/IEC 9594-4.

If conformance is claimed to the-application-context specified by directorySystemAC and/or assg
with the dap-ip protocol, whether or not the chained mode of operation is supported, as defined in
Rec. X.518 | ISO/IEC 9594-4:

If conformance is claimed to the application-context specified by directoryAccessAC and/or assd
with the dap-ip protecol, the bind security level(s) for which conformance is claimed (none, §
strong — and if-simiple, then whether without password, with password, or with protected pass
whether the¢(DSA can perform originator authentication as defined in 22.1 of ITU-T Rec. X
ISO/IEC 9594-4 and if so, whether identity-based or signature-based; and whether the DSA can p
result agthéntication as defined in 22.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

If conformance is claimed to the application-context specified by directorySystemAC and/or assd
with the dsp-ip protocol, the bind security level(s) for which conformance is claimed (none, s
strong — and if simple, then whether without password, with password, or with protected pass
whether the DSA can perform originator authentication as defined in 22.1 of ITU-T Rec. X

L DSA
bf the

518 |

ciated
ITU-T

ciated
imple,
vord);
518 |
erform

ciated
imple,
vord);
S18 |

ISO/IEC 9594-4 and if so, whether identity-based or signature-based; and whether the DSA can p

brform
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2)

h)

)

result authentication as defined in 22.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.
The selected attribute types defined in ITU-T Rec. X.520 | ISO/IEC 9594-6, and any other attribute

types,

for which conformance is claimed and whether for attributes based on the syntax DirectoryString,

conformance is claimed for the UniversalString, BMPString, or UTF8String choices.

The selected object classes defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, and any other object classes,

for which conformance is claimed.

The extensions listed in the table of 7.3.1 of ITU-T Rec. X.511 | ISO/IEC 9594-3, that the DSA is

capable of responding to for which conformance is claimed.

Whether conformance is claimed for collective attributes as defined in 8.9 of ITU-T Rec. X.501 |

ISO/IEC 9594-2 and 7.6, 7.8.2 and 9.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

ITU-T X.519 (02/2001 E)


https://standardsiso.com/api/?name=22833e52ba3cbdc9453ea7e38d0b4da0

ISO/IEC 9594-5:20

01 (E)

k) Whether conformance is claimed for hierarchical attributes as defined in 7.6, 7.8.2 and 9.2.2 of ITU-T
Rec. X.511 | ISO/IEC 9594-3.

1)  The operational attribute types defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 and any other operational
attribute types for which conformance is claimed.

m) Whether conformance is claimed for return of alias names as described in 7.7.1 of ITU-T Rec. X.511 |
ISO/IEC 9594-3.

n) Whether conformance is claimed for indicating that returned entry information is complete, as described
in 7.7.6 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

0) Whether conformance is claimed for modifying the object class attribute to add and/or remove values
identifying auxiliary object classes, as described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.

p) Whether conformance is claimed to Basic Access Control.

q) Whether conformance is claimed to Simplified Access Control.

r)  Whether the DSA is capable of administering the subschema for its portion of the DT, as defiped in
ITU-T Rec. X.501 | ISO/IEC 9594-2.

NOTE 2 — The capability to administer a subschema shall not be divided; specificallys-the)capability to
administer particular subschema definitions shall not be claimed.

s)  The selected name bindings defined in ITU-T Rec. X.521 | ISO/IEC 9594-7<@nd any other name birldings,
for which conformance is claimed.

t)  Whether the DSA is capable of administering collective attribytés,~as defined in ITU-T Rec. ¥.501 |
ISO/IEC 9594-2.

u) The selected context types defined in ITU-T Rec. X.520 | ISO/IEC 9594-6, and any other context|types,
for which conformance is claimed.

v)  Whether conformance is claimed for contexts as defined in 8.7, 8.8 and 11.8 of ITU-T Rec. ¥.501 |
ISO/IEC 9594-2, and 7.3 and 7.6 of ITU-T Rec. X511 | ISO/IEC 9594-3.

w) Whether conformance is claimed for the use of contexts in RDNs, as defined in 8.5 and 9.3
of ITU-T Rec. X.501 | ISO/IEC 9594-2, 77 of ITU-T Rec. X.511 | ISO/IEC 9594-3, and [TU-T
Rec. X.518 | ISO/IEC 9594-4.

x)  Whether conformance is claimed for.the management of the DSA Information Tree, as defined in 7.13 of
ITU-T Rec. X.511 | ISO/IEC 9594-3.

y)  Whether conformance is claimed for the use of systems management for administration of the Dir¢ctory,
as defined in ITU-T Rec, X.530 | ISO/IEC 9594-10.

z) The selected managed* objects and management attribute types defined in ITU-T Rec. X]530 |
ISO/IEC 9594-10,\and any other managed objects and attributes, for which conformance is claimed|

aa) Whether conformance is claimed to Rule-based Access Control.

NOTEG The support of security labels requires the following minimal support of contexts: Context lists ps
per.8.7)of ITU-T Rec. X.501 | ISO/IEC 9594-2 and returnContexts per 7.6 of ITU-T Rec. X.511 |
ISOAEC 9594-3.

bb) Whether conformance is claimed to integrity of Directory operations.

e0)~Whether conformance is claimed to integrity and confidentiality of Directory operations.

dd) Whether conformance is claimed that the DSA can hold and provide access to encrypted and dijitally
signed information.

ee) If conformance is claimed for strong authentication, signed operations, or protected operations,

identification of the Certificate and CRL extensions for which conformance is claimed.

13.2.2  Static requirements

A DSA shall:
a)

b)

have the capability of supporting the application-contexts whose abstract syntaxes are defined in clause 7,

and the IDM protocols defined in clause 10, for which conformance is claimed;

have the capability of supporting the information framework defined by its abstract syntax in ITU-T

Rec. X.501 | ISO/IEC 9594-2;
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¢) conform to the minimal knowledge requirements defined in ITU-T Rec. X.518 | ISO/IEC 9594-4;

d) if conformance is claimed as a first-level DSA, conform to the requirements support of the root context,
as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4;

e) have the capability of supporting the attribute types for which conformance is claimed; as defined by
their abstract syntaxes;

f) have the capability of supporting the object classes for which conformance is claimed, as defined by their
abstract syntaxes;

g) conform to the extensions for which conformance was claimed in 13.2.1 1);

h) if the capability to administer subschema as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 is claimed,
the DSA shall be able to do this administration:

i) if conformance is claimed for collective attributes, have the capability of performing the“felated
procedures defined in 7.6, 7.8.2 and 9.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

j)  if conformance is claimed for hierarchical attributes, have the capability of performirg the felated
procedures defined in 7.6, 7.8.2 and 9.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

k) have the capability of supporting the operational attribute types for which conformance is claimed;

1) if conformance is claimed to Basic Access Control, have the capability,'of holding ACI itenjs that
conform to the definitions of Basic Access Control;

m) if conformance is claimed to Simplified Access Control, have the_Capability of holding ACI items that
conform to the definitions of Simplified Access Control;

n) have the capability of supporting the context types for which{conformance is claimed, as defined by their
abstract syntaxes;

o) if conformance is claimed for contexts, have the capability of performing the related procedures defined
in ITU-T Rec. X.511 | ISO/IEC 9594-3;

p) if conformance is claimed for the use of contexfshin RDNs, have the capability of performing the felated
procedures as defined in 9.3 of ITU-T Ree. X.501 | ISO/IEC 9594-2, 7.7 of ITU-T Rec. X.511 |
ISO/IEC 9594-3, and ITU-T Rec. X.518+ ISO/IEC 9594-4;

q) if conformance is claimed for the management of the DSA Information Tree, have the capability of
performing the related procedures as defined in 7.5 and 7.13 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

r) if conformance is claimed for the support of the families of entries feature, have the capabilifies as
defined in 7.3.2, 7.6.4 and 7.8:3 of ITU-T Rec. X.511 | ISO/IEC 9594-3;

s) if conformance is claimied to the search relaxation feature, have the capabilities as defined in 13)6.2 of
ITU-T Rec. X.5014 ISO/IEC 9594-2 and in 10.2.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3. In pargicular
an implementatien shall specify:

—  whether-iDsupports the inclusion of the RelaxationPolicy construct in a search request;
—  whether it supports mapping-based matching, matching rule substitution, or both; and
— iftis supports mapping-based matching, what mappings are supported.

t) «if‘Conformance is claimed to the hierarchical group feature, have the capabilities as defined in (7.5 of
ITU-T Rec. X.511 | ISO/IEC 9594-3;
in addition, the implementation shall declare:

—  what hierarchy options are supported.
u) if conformance is claimed to basic administration of services, have the capabilities as defined in clause 16

of ITU-T Rec. X.501 | ISO/IEC 9594-2, and the basic checking procedures as defined in clause 13 of
ITU-T Rec. X.511 | ISO/IEC 9594-3. This support includes:

—  support for entry count;

—  support of the service controls options entryCount and performExactly;

—  support of the notification extension defined in 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
in addition, the implementation shall declare whether it supports:

—  service specific administrative points different from autonomous administrative points;
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—  the context feature within search-rules;

—  the families of entries facility within search-rules, which also requires general conformance to that
feature;

—  the search relaxation feature within search-rules detailed as above in s), which also requires that the
implementation claims general conformance to the search relaxation feature;

—  hierarchical groups within search-rules.

v) if conformance is claimed for the use of systems management for administration of the Directory, have
the capability of performing the related procedures as defined in ITU-T Rec. X.530 | ISO/IEC 9594-10
for the managed objects for which conformance is claimed;

w) _if conformance is claimed to Rule-Based Access Control, have the capability of holding ACI items that
conform to the definition of Rule-Based Access Control;

x) if conformance is claimed to integrity of Directory operations, be capable of signing @l-dirfectory
operations supported;

y) if conformance is claimed to integrity and confidentiality of Directory operations, bg'¢apable of signing
and encrypting all directory operations supported;

z) if conformance is claimed to integrity of directory information in storage be capable to supportipg the
attributeValuelntegritylnfoContext to protect directory information;

aa) if conformance is claimed to cryptographic protection of Directory (information in storage be gble to
encrypt attributes for which conformance is claimed; and

bb) conform to clause 8 of ITU-T Rec.X.509 | ISO/IEC 9594-8 for the Certificate and CRL extensiqns for

\ shall:
a)

b)

¢)

d)

e)

)

Dynamic requirements

which conformance was claimed in 13.2.1 ee).

if claiming conformance to any application=contexts defined in 7.2.2, 7.2.3 and 7.2.4, conform |to the
mapping onto used OSI services defined.inclause 8;

conform to the procedures for distributed operation of the Directory related to referrals, as defihed in
ITU-T Rec. X.518 | ISO/IEC 9594-4;

if conformance is claimed to-thie-application-context specified by directoryAccessAC and/or assqciated
with the dap-ip protocol, conferm to the procedures of ITU-T Rec. X.518 | ISO/IEC 9594-4 as they] relate
to the referral mode of the DAP;

if conformance is claimed to the application-context specified by directorySystemAC and/or assdciated
with the dsp-ip_pretocol, conform to the referral mode of interaction, as defined in ITU-T Rec. X.518 |
ISO/IEC 9594-4;

if confortmance is claimed to the chained mode of interaction, conform to the chained mqde of
interacfion, as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4;

NOTE — Only in this case is it necessary for a DSA to be capable of invoking operations |of the
directorySystemAC and/or dsp-ip.

conform to the rules of extensibility procedures defined in 12.2;

if conformance is claimed to Basic Access Control, have the capability of protecting information within

h)

i)

k)

the D>SA 1 accordance with the procedures oI Basic ACCess Lontrol;

if conformance is claimed to Simplified Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Simplified Access Control;

if conformance is claimed for the shadowOperationalBindingID, conform to the procedures of ITU-T
Rec. X.525 | ISO/IEC 9594-9 and ITU-T Rec. X.501 | ISO/IEC 9594-2 as they relate to the DOP;

if conformance is claimed for the specificHierarchicalBindingID, conform to the procedures of ITU-T
Rec. X.518 | ISO/IEC 9594-4 and ITU-T X.501 | ISO/IEC 9594-2 as they relate to specific hierarchical
operational bindings;

if conformance is claimed for the non-specificHierarchicalBindingID, conform to the procedures of
ITU-T Rec. X.518 | ISO/IEC 9594-4 and ITU-T Rec. X.501 | ISO/IEC 9594-2 as they relate to
non-specific hierarchical operational bindings;
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1) if conformance is claimed for the use of contexts in RDNs, conform to name resolution involving
contexts as defined in 9.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2, and 10.3, 10.4, 10.6, 10.9, 10.10 and
15.5.4 of ITU-T Rec. X.518 | ISO/IEC 9594-4;

m) if conformance is claimed to Rule-based Access Control, have the capability of protecting information
within the DSA in accordance with the procedures of Rule-based Access Control,

n) if conformance is claimed to basic administration of services, have the capability of handling the search-
rules as specified in 19.3.2 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

13.3 Conformance by a shadow supplier

A DSA implementation claiming conformance to this Directory Specification in the role of shadow supplier shall satisfy
the requirements specified in 13.3.1 through 13.3.3.

13.3.1 Statement requirements

The fallowing shall be stated:

a) The application context(s) for which conformance is claimed as a shadow suppliet:
shadowSupplierinitiatedAC, shadowConsumerlinitiatedAC,
shadowSupplierlnitiatedAsynchronousAC, shadowConsumerlnitiatedAsynchronousAC,
reliableShadowSupplierlnitiatedAC, reliableShadowConsumerlnitiatedAC, and disp-ip.

A DSA implementation claiming conformance as a shadow supplier and not supporting disp-ip shall, at a
minimum, support either the shadowSupplierlnitiatedAC or the ' shadowConsumerlinitiatedAC. If| the
DSA supports the shadowSupplierlnitiatedAC, it may optionally support one or both of the
shadowSupplierlnitiatedAsynchronousAC or reliableShadowSupplierinitiatedAC. If the DSA
supports the shadowConsumerlnitiatedAC, it may optienally support one or both of the
shadowConsumerlnitiatedAsynchronousAC or reliableShadowConsumerlnitiatedAC. If claiming
conformance to disp-ip, it shall be stated whether'the implementation is capable of invoking the
requestShadowUpdate operation, responding to'a coordinateShadowUpdate, or both.

b) The security-level(s) for which conformanéé is claimed (none, simple, strong).

c¢) To which degree the UnitOfReplication is supported. Specifically, which (if any) of the following
optional features are supported:

— entry filtering on objectClass;

—  selection/Exclusion-of attributes via AttributeSelection;

— the inclusion ‘of’subordinate knowledge in the replicated area;

— the inclasion of extended knowledge in addition to subordinate knowledge;

—  selection/Exclusion of attribute values based on contexts.

13.3.2 Staticaequirements

A DSA shall:

a)have tic capabiiity of SUPPOTNg e appIiCatioN-COMEXTS WITOST aDSIract SYMaxes are detined m ctause 7,
and the IDM protocols defined in clause 10, for which conformance is claimed;

b) provide support for modifyTimestamp and createTimestamp operational attributes.

13.3.3 Dynamic requirements

A DSA shall:

a) if claiming conformance to any application-contexts defined in 7.2.3, conform to the mapping onto used
OSI services defined in clause 8;

b) conform to the procedures of ITU-T Rec. X.525 | ISO/IEC 9594-9 as they relate to the DISP.
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Conformance by a shadow consumer

A DSA implementation claiming conformance to this Directory Specification as a shadow consumer shall satisfy the
requirements specified in 13.4.1 through 13.4.3.

13.4.1

Statement requirements

The following shall be stated:
a)

13.4.2

A DS/

13.4.3

A DS/{

b)
©)

d)

\ shall:
a)

b)

©)

\ shall:
a)

b)

Static requirements

Dynamic requirements

The application context(s) for which conformance is claimed as a shadow consumer:
shadowSupplierinitiatedAC, shadowConsumerinitiatedAC,
shadowSupplierinitiatedAsynchronousAC, shadowConsumerlinitiatedAsynchronousAC,

dl NAdOWOUPP d o dDle d0OWUL O U d O A and g D=1D.

A DSA implementation claiming conformance as a shadow consumer and not supporting dispip sl
a minimum, support either the shadowSupplierinitiatedAC or the shadowConsumerlnitiatedAC.
DSA supports the shadowSupplierlnitiatedAC, it may optionally support one or both ofithe
shadowSupplierlnitiatedAsynchronousAC or reliableShadowSupplierinitiatedAC\If the DSA
supports the shadowConsumerlnitiatedAC it may optionally support one or both®fthe
shadowConsumerlnitiatedAsynchronousAC or reliableShadowConsumerlinitiatedAC. If claimi
conformance to disp-ip, it shall be stated whether the implementation is capable of responding to th
requestShadowUpdate operation, requesting a coordinateShadowUpdate;,or both.

the security-level(s) for which conformance is claimed (none, simplesstrong);

whether the DSA can act as a secondary shadow supplier (i.e. participate in secondary shadowing
intermediate DSA);

whether the DSA supports shadowing of overlapping units‘efreplication.

have the capability of supporting the application-contexts whose abstract syntaxes are defined in cl
and the IDM protocols defined in clause \J;/for which conformance is claimed;

provide support for modifyTimestamp and createTimestamp operational attributes if overlapping
of replication is supported;

provide support for the copyShallDo service control.

if claiming eonfermance to any application-contexts, conform to the mapping onto used OSI sg
defined inrclatise 8;

conform\to the procedures of ITU-T Rec. X.525 | ISO/IEC 9594-9 as they relate to the DISP.

lall, at
[f the

[¢)
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wuse 7,

b units
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Annex A

DAP in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification, in the form of
the ASN.1 module, "DirectoryAccessProtocol".

DirecforyAccessProtocol {joint-iso-itu-t ds(5) module(1) dap(11) 4}

DEFIIiITIONS =

BEGI

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modulés contained
-- withfn the Directory Specifications, and for the use of other applications which will use themi fo access

-- Direictory services. Other applications may use them for their own purposes, but this will\not constrain

-- extansions and modifications needed to maintain or improve the Directory service.

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, protocolObjectldentifiers
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

abandon, addEntry, compare, directoryBind, directoryUnbind, list, modifyDN,
modifyEntry, read, removeEntry, search
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.519 | ISO/IEC9594-5

id-ac-directoryAccessAC, id-as-directoryAccessAS, id-contract-dap,

id-package-dapConngéction, id-package-modify, id-package-read,

id-package-search; id-rosObject-dapDSA, id-rosObject-directory, id-rosObject-dua
FROM ProtocolObjectldentifiers protocolObjectidentifiers

-- from ITU-T Rec/X.880 | ISO/IEC 13712-1

Code, CONNECTION-PACKAGE, CONTRACT, OPERATION, OPERATION-PACKAGE,
ROS-OBJECT-CLASS
FROM Remote-Operations-Information-Objects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

Bind{}, Invokeld, ROS{}, Unbind{}
FROM Remote-Operations-Generic-ROS-PDUs
{joint-iso-itu-t remote-operations(4) generic-ROS-PDUs(6) version1(0)}

-~ from ITU-T Rec. X.881 | ISO/IEC 13712-2
APPLICATION-CONTEXT

FROM Remote-Operations-Information-Objects-extensions {joint-iso-itu-t
remote-operations(4) informationObjects-extensions(8) version1(0)}
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-- from ITU-T Rec. X.882 | ISO/IEC 13712-3

acse, pData
FROM Remote-Operations-Realizations
{joint-iso-itu-t remote-operations(4) realizations(9) version1(0)}

acse-abstract-syntax
FROM Remote-Operations-Abstract-Syntaxes {joint-iso-itu-t remote-operations(4)
remote-operations-abstract-syntaxes(12) version1(0)} ;

-- application contexts --

directpryAccessACAPPLHICATION-=CONTEXT ——<

CONTRACT dapContract
ESTABLISHED BY acse
INFORMATION TRANSFER BY pData
IABSTRACT SYNTAXES { acse-abstract-syntax | directoryAccessAbstractSyntax}
IAPPLICATION CONTEXT NAME id-ac-directoryAccessAC }
-- ROS$ objects --
dua ROS-OBJECT-CLASS ::= {
INITIATES { dapContract }
ID id-rosObject-dua }
directory ROS-OBJECT-CLASS ::= {
RESPONDS { dapContract }
ID id-rosObject-directory }

dap-dsa ROS-OBJECT-CLASS := {

RESPONDS { dapContract }
ID id-rosObject-dapDSA }
-- congracts --

dapContract CONTRACT ::= {

ID

CONNECTION dapConnectionPackage
INITIATOR CONSUMER OF { readPackage | searchPackage | modifyPackage }

id-contract-dap }

-- conmpection package --

dapConnectionPackage CONNECTION-PACKAGE ::= {

BIND directoryBind

UNBIND  directoryUnbind

ID id-package-dapConnection }
-- reaf package~>

readPackage~OPERATION-PACKAGE ::= {

1D

CONSUMER INVOKES { read | compare | abandon }

id-package.read}
L 4

-- search package

searchPackage OPERATION-PACKAGE ::= {

CONSUMER INVOKES {list | search }
ID id-package-search }
-- modify Package --
modifyPackage OPERATION-PACKAGE ::= {
CONSUMER INVOKES { addEntry | removeEntry | modifyEntry | modifyDN }
ID id-package-modify }
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-- abstract syntaxes --

directoryAccessAbstractSyntax ABSTRACT-SYNTAX ::= {
DAP-PDUs
IDENTIFIED BY id-as-directoryAccessAS }

DAP-PDUs ::= CHOICE {
basicRos ROS {{ DAP-InvokelDSet }, { DAP-Invokable }, { DAP-Returnable } },
bind Bind { directoryBind },
unbind Unbind { directoryUnbind } }

DAP-InvokelDSet ::= Invokeld (ALL EXCEPT absent:NULL)

DAP-Invokable " OPERATION—=—{Tead{compare {abamndorm|

list | search |

addEntry | removeEntry | modifyEntry | modifyDN }
DAP-Returnable OPERATION ::= {read | compare | abandon |

list | search |

addEntry | removeEntry | modifyEntry | modifyDN }
-- renjote operation codes --
id-opg¢ode-read Code = local : 1
id-opg¢ode-compare Code =  local: 2
id-opg¢ode-abandon Code = local:3
id-opgode-list Code = local: 4
id-opg¢ode-search Code = local:5
id-op¢ode-addEntry Code = local: 6
id-opg¢ode-removeEntry Code = local:7
id-opg¢ode-modifyEntry Code = local:8
id-op¢ode-modifyDN Code = local:9
-- rempte error codes --
id-err¢ode-attributeError Code = local: 1
id-errcode-nameError Code = local: 2
id-err¢ode-serviceError Code = local:3
id-err¢code-referral Code :=  local : 4
id-errcode-abandoned Code = local:5
id-err¢ode-securityError Code = local: 6
id-errcode-abandonFailed Code = local:7
id-errgode-updateError Code = local:8
-- rempte error code for DSP--
id-errcode-dsaReferral Code = local:9
END - DirectoryyAccessProtocol
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Annex B

DSP in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in this Directory Specification, in the form of
the ASN.1 module, "DirectorySystemProtocol".

DirecforySystemProtocol {joint-iso-itu-t ds(5) module(1) dsp(12) 4}

DEFIriITIONS =

BEGI

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modulés contained
-- withfn the Directory Specifications, and for the use of other applications which will use them 10 access

-- Direictory services. Other applications may use them for their own purposes, but this will\niet constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

- from ITU-T Rec. X.501 | ISO/IEC 9594-2

distributedOperations, protocolObjectldentifiers
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

chainedAbandon, chainedAddEntry, chainedCompare, chainedList, chainedModifyDN,
chainedModifyEntry, chainedRead, chainedRemoveEntry, chainedSearch,
dSABind, dSAUnbind

FROM DistributedOperations'distributedOperations

-- from ITU-T Rec. X.519 | ISO/IEC"9594-5

id-ac-directorySystemAC) id-as-directorySystemAS,

id-contract-dsp, id-package-chainedModify, id-package-chainedRead,

id-package-chainedSearch, id-package-dspConnection, id-rosObject-dspDSA
FROM ProtocolObjectldentifiers protocolObjectldentifiers

-- from ITU-T-Rec! X.880 | ISO/IEC 13712-1

Code, CONNECTION-PACKAGE, CONTRACT, OPERATION, OPERATION-PACKAGE,
ROS-OBJECT-CLASS
FROM Remote-Operations-Information-Objects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

Bind{}, Invokeld, ROS{}, Unbind{}
FROM Remote-Operations-Generic-ROS-PDUs
{joint-iso-itu-t remote-operations(4) generic-ROS-PDUs(6) version1(0)}

-- from ITU-T Rec. X.881 | ISO/IEC 13712-2
APPLICATION-CONTEXT

FROM Remote-Operations-Information-Objects-extensions {joint-iso-itu-t
remote-operations(4) informationObjects-extensions(8) version1(0)}
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-- from ITU-T Rec. X.882 | ISO/IEC 13712-3

acse, pData
FROM Remote-Operations-Realizations
{joint-iso-itu-t remote-operations(4) realizations(9) version1(0)}

acse-abstract-syntax
FROM Remote-Operations-Abstract-Syntaxes {joint-iso-itu-t remote-operations(4)

remote-operations-abstract-syntaxes(12) version1(0)} ;

-- application contexts --

directprySystemAC APPLICATION-CONTEXT ::= {

CONTRACT dspContract

ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

IABSTRACT SYNTAXES { acse-abstract-syntax | directorySystemAbstractSyntax }

IAPPLICATION CONTEXT NAME id-ac-directorySystemAC }
-- ROS$ objects --

dsp-dsa ROS-OBJECT-CLASS ::= {

BOTH { dspContract }
ID id-rosObject-dspDSA }
-- contracts --

dspContract CONTRACT ::= {

CONNECTION dspConnectionPackage
OPERATIONS OF { chainedReadPackage. | chainedSearchPackage | chainedModifyPackage }
ID id-contract-dsp }

-- conpection package --

dspConnectionPackage CONNECTION-PACKAGE ::= {

BIND dSABind
UNBIND dSAUnbind
ID id-package-dspConnection }

-- chdined read package

chainedReadPackage "OPERATION-PACKAGE ::= {

OPERATIONS { chainedRead | chainedCompare | chainedAbandon }
ID id-package-chainedRead }

-- chgined search package --

chainedSearchPackage OPERATION-PACKAGE ::= {
OPERATIONS { chainedList | chainedSearch }
ID id-package-chainedSearch }

-- chained modify package --
chainedModifyPackage OPERATION-PACKAGE ::= {
OPERATIONS { chainedAddEntry | chainedRemoveEntry |

chainedModifyEntry | chainedModifyDN }
ID id-package-chainedModify }
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-- abstract syntaxes --

directorySystemAbstractSyntax ABSTRACT-SYNTAX ::= {
DSP-PDUs
IDENTIFIED BY id-as-directorySystemAS }

DSP-PDUs ::= CHOICE {
basicRos ROS { {DSP-InvokelDSet }, { DSP-Invokable }, { DSP-Returnable } },
bind Bind { dSABind },
unbind Unbind { dSAUnbind } }

DSP-InvokelDSet ::= Invokeld (ALL EXCEPT absent:NULL)

DSP-Ipvokable— OPERATHON—:=—{chainedRead{chainedComparetchainedAbandon
chainedList | chainedSearch |

chainedAddEntry | chainedRemoveEntry | chainedModifyEntry |
chainedModifyDN }

DSP-Returnable OPERATION ::= {chainedRead | chainedCompare | chainedAbandon |
chainedList | chainedSearch |

chainedAddEntry | chainedRemoveEntry | chainedModifyEntry |
chainedModifyDN }

END }- DirectorySystemProtocol
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Annex C

DISP in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the relevant ASN.1 type and value definitions contained in this Directory Specification in the
form of the ASN.1 module, "DirectorylnformationShadowProtocol”

DirecforylnformationShadowProtocol {joint-iso-itu-t ds(5) module(1) disp(16) 4}
DEFIIiITIONS n=

BEGI

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules-contained
-- withfn the Directory Specifications, and for the use of other applications which will use them’to access

-- Directory services. Other applications may use them for their own purposes, but this. will not constrain

-- extgnsions and modifications needed to maintain or improve the Directory service:

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryShadowAbstractService, protocolObjectldentifiers
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

-- from ITU-T Rec. X.519 | ISO/IEC 9594-5

id-ac-shadowConsumerlnitiatedAC, id-ac-shadowConsumerlnitiatedAsynchronousAC,
id-ac-shadowSupplierinitiatedAC, id-ac=shadowSupplierinitiatedAsynchronousAC,
id-ac-reliableShadowConsumerlnitiatedAC, id-ac-reliableShadowSupplierinitiatedAC,
id-as-directoryReliableShadowAS, id-as-directoryShadowAS, id-as-reliableShadowBindingAS,
id-contract-shadowConsumer,)id-contract-shadowSupplier, id-package-dispConnection,
id-package-shadowConsumer, id-package-shadowSupplier, id-rosObject-initiatingConsumerDSA,
id-rosObject-initiatingSupplierDSA, id-rosObject-respondingSupplierDSA,
id-rosObject-respondingConsumerDSA

FROM ProtocolObjectldentifiers protocolObjectldentifiers

-- from ITU-T RecxX.525 | ISO/IEC 9594-9

coordinateShadowUpdate, dSAShadowBind, dSAShadowUnbind, requestShadowUpdate,
updateShadow

L FROM DirectoryShadowAbstractService directoryShadowAbstractService

-~ from ITU-T Rec. X.880 | ISO/IEC 13712-1

Code, CONNECTION-PACKAGE, CONTRACT, OPERATION,
OPERATION-PACKAGE, ROS-OBJECT-CLASS
FROM Remote-Operations-Information-Objects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

Bind{}, Invokeld, ROS{}, Unbind{}

FROM Remote-Operations-Generic-ROS-PDUs
{joint-iso-itu-t remote-operations(4) generic-ROS-PDUs(6) version1(0)}
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-- from ITU-T Rec. X.881 | ISO/IEC 13712-2

APPLICATION-CONTEXT
FROM Remote-Operations-Information-Objects-extensions {joint-iso-itu-t
remote-operations(4) informationObjects-extensions(8) version1(0)}

- from ITU-T Rec. X.882 | ISO/IEC 13712-3

acse, association-by-RTSE, pData, transfer-by-RTSE
FROM Remote-Operations-Realizations
{joint-iso-itu-t remote-operations(4) realizations(9) version1(0)}

acse-abstract-syntax
FROM Remote-Operations-Abstract-Syntaxes {joint-iso-itu-t remote-operations(4)
remote-operations-abstract-syntaxes(12) version1(0)}

-- from ITU-T Rec. X.218 | ISO/IEC 9066-1

RTSE-apdus
FROM Reliable-Transfer-APDUs {joint-iso-itu-t reliable-transfer(3) apdus(0)} ;

-- application contexts --

shadgqwSupplierinitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT shadowSupplierContract

ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

IABSTRACT SYNTAXES { acse-abstract-syntax | directoryShadowAbstractSyntax }

IAPPLICATION CONTEXT NAME id-ac-shadowSupplierinitiatedAC }

shadgwSupplierinitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

CONTRACT shadowSupplierContract
ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

ABSTRACT SYNTAXES {acse-abstract-syntax |

directoryShadowAbstractSyntax }
IAPPLICATION CONTEXT NAME id-ac-shadowSupplierlnitiatedAsynchronousAC }

shadgwConsumerlnitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT shadowConsumerContract

ESTABLISHED BY acse

INFORMATION TRANSFER BY pData

IABSTRACT SYNTAXES { acse-abstract-syntax | directoryShadowAbstractSyntax }

IAPPLICATION,CONTEXT NAME id-ac-shadowConsumerlnitiatedAC }

shadgwConsunierinitiatedAsynchronousAC APPLICATION-CONTEXT ::= {

CONTRACT shadowConsumerContract
ESTABLISHED BY acse

INEORMATION TRANSFER BY pData

ABSTRACT SYNTAXES {acse-abstract-syntax |

directoryShadowAbstractSyntax }
APPLICATION CONTEXT NAME id-ac-shadowConsumerlnitiatedAsynchronousAC }

reliableShadowSupplierlnitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT shadowSupplierContract
ESTABLISHED BY association-by-RTSE
INFORMATION TRANSFER BY transfer-by-RTSE
ABSTRACT SYNTAXES { acse-abstract-syntax |

reliableShadowBindingAbstractSyntax |
directoryReliableShadowAbstractSyntax }
APPLICATION CONTEXT NAME id-ac-reliableShadowSupplierlnitiatedAC }
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reliableShadowConsumerlnitiatedAC APPLICATION-CONTEXT ::= {

CONTRACT shadowConsumerContract
ESTABLISHED BY association-by-RTSE
INFORMATION TRANSFER BY transfer-by-RTSE
ABSTRACT SYNTAXES { acse-abstract-syntax |

reliableShadowBindingAbstractSyntax |
directoryReliableShadowAbstractSyntax }
APPLICATION CONTEXT NAME id-ac-reliableShadowConsumerinitiatedAC }

-- ROS objects --
initiating-consumer-dsa ROS-OBJECT-CLASS ::= {
INITIATES { shadowConsumerContract }
ID id-rosObject-initiatingConsumerDSA }
respohding-supplier-dsa ROS-OBJECT-CLASS ::= {
RESPONDS { shadowConsumerContract }
ID id-rosObject-respondingSupplierDSA }
initiating-supplier-dsa ROS-OBJECT-CLASS ::= {
INITIATES { shadowSupplierContract }
ID id-rosObject-initiatingSupplierDSA }
responding-consumer-dsa ROS-OBJECT-CLASS ::= {
RESPONDS { shadowSupplierContract }
ID id-rosObject-respondingConsumerDSA }
-- congracts --

shadgwConsumerContract CONTRACT ::= {

CONNECTION dispConnectionPackage
INITIATOR CONSUMER OF { shadowConsumerPackage }
ID id-contract-shadowConsumer }

shadgqwSupplierContract CONTRACT ::= {

CONNECTION dispConnectionPackage
RESPONDER CONSUMER OF { shadowSupplierPackage }
ID id-contract-shadowSupplier }

-- confection package --

dispConnectionPackage CONNECTION-PACKAGE ::= {

BIND dSAShadowBind

UNBIND dSAShadowUnbind

ID id-package-dispConnection }
-- packages --

shadgwConsumerPackage OPERATION-PACKAGE ::= {
CONSUMER INVOKES { requestShadowUpdate }
SUPPLIER INVOKES { updateShadow }

ID id-package-shadowConsumer }

shadowSupplierPackage OPERATION-PACKAGE ::= {
SUPPLIER INVOKES { coordinateShadowUpdate |
updateShadow }
ID id-package-shadowSupplier }

-- abstract syntaxes --
directoryShadowAbstractSyntax ABSTRACT-SYNTAX ::= {

DISP-PDUs
IDENTIFIED BY id-as-directoryShadowAS }
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