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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
Internationd
In the field
Draft Intern

Publication

Attention is
patent right

Internations
technology,
collaboratioj

This third e
revision.

ISO/IEC 95
Interconned

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:

Part 6:

SO and 1EC, alSo [ake part in the Work.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives;/Part
of information technology, 1ISO and IEC have established a joint technical committee, |
ational Standards adopted by the joint technical committee are circulated. to\hational bog

as an International Standard requires approval by at least 75 % of the national bodies cag

drawn to the possibility that some of the elements of this part of JSO/IEC 9594 may be
5. 1ISO and IEC shall not be held responsible for identifying any or-all'such patent rights.

| Standard ISO/IEC 9594-2 was prepared by Joint Technical Committee ISO/IEC JTC
Subcommittee SC 6, Telecommunications and inférmation exchange between
n with ITU-T. The identical text is published as ITU-T ,Récommendation X.501.

dition cancels and replaces the second edition (ISO/IEC 9594-2:1995), of which it cons

D4 consists of the following parts, understhe general title Information technology — (
tion — The Directory :

Overview of concepts, models andyservices
Models

Abstract service definition

Procedures for distributed operation
Protocol specifications

Selected attribute types

3.

SO/IEC JTC 1.
ies for voting.
ting a vote.
the subject of

1, Information
systems, in

itutes a minor

Dpen Systems

Part 7:

Selected nhjnrf classes

Part 8:

Part 9:

Authentication framework

Replication

Part 10: Use of systems management for administration of the Directory

Annexes A to F and P form a normative part of this part of ISO/IEC 9594. Annexes G to O and Q are for

information

only.
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viii

| ntroduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminas
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:
from-differentmantfactarers:
- under different managements;
— of different levels of complexity; and
- of different ages.
This Recdmmendation | International Standard provides a number of different models for the Direg

for the other Recommendations in the ITU-T X.500 series | parts of ISO/IEC 9594. The mod

(functiona
and Admi

Framewor

The gene

Directory entries for those objects and how that information proyidés names for objects.

The geng

distributio

This Reca

support D

This third
Internatiof
second e
implemen

This third

The first g
designed
the protod
ITU-T Req
will not fur

Implemen
Internation

) model; the administrative authority model, generic Directory Infofmation Models provid
histrative User views on Directory information, generic DSA andyDSA information modg
k and a security model.

fic Directory Information Models describe, for example, how information about objects

ric DSA and DSA information models and the ‘©perational Framework provide suy

=

mmendation | International Standard provides a specialization of the generic Directory In
rectory Schema administration.

edition technically revises and enhances, but does not replace, the second edition of tk

Jition will not be supported«(i.e. reported defects will no longer be resolved). It is
ations conform to this third.edition as soon as possible.

edition specifies version 1 and version 2 of the Directory protocols.

nd second editions )also specified version 1. Most of the services and protocols specifi
o function under.version 1. When version 1 has been negotiated, differences between th

. X.519 (1997) | ISO/IEC 9594-5:1998. However some enhanced services and protoco
ction unless all Directory entities involved in the operation have negotiated version 2.

ors should note that a defect resolution process exists and that corrections may be app,
alvStandard in the form of technical corrigenda. The identical corrections will

tory as a framework
els are the overall
ng Directory User
Is, an Operational

is grouped to form

port for Directory

formation Models to

is Recommendation |

al Standard. Implementations may still claim conformance to the second edition. However, at some point, the

recommended that

ed in this edition are
P services and betweel

ols defined_in\the three editions are accommodated using the rules of extensibility defiped in this edition of

s, e.g. signed errors,

ied to this part of this
applied to this

Recommendation in the form of Corrigenda and/or an Implementor’s Guide. A list of approved technical corrigenda for
this part of this International Standard can be obtained from the subcommittee secretariat. Published technical corrigenda
are available from your national standards organization. The ITU-T Corrigenda and Implementor's Guides may be
obtained from the ITU Web site.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiers in the ITU-T X.500-series Recommendations | parts of ISO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

© ISO/IEC 1998 — All rights reserved


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2:1998(E)

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with DSA operational attribute types.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with operational binding management operations.

Annex G, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex H, which is not an integral part of this Recommendation | International Standard, describes some criteria that can
be considered in designing names.

Annex |, which is not an integral part of this Recommendation | International Standard, provides somé-gxamples of
various aspects of Schema.

Annex J, which is not an integral part of this Recommendation | International Standard, provides-an overyiew of the
semantics associated with Basic Access Control permissions.

Annex K, Which is not an integral part of this Recommendation | International Standard, provides an extended example
of the use gf Basic Access Contral.

Annex L, which is not an integral part of this Recommendation | International Standard, describes some DEA-specific
entry comiinations.

Annex M, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modelling of knowledge.

Annex N, which is not an integral part of this Recommendation |(Ihternational Standard, lists aphabetically the terms
defined in this Recommendation | Internationa Standard.

Annex O, Which is not an integral part of this Recommendation | International Standard, describes criteria op whether a
name can e an alternative distinguished name or the prithary distinguished name, whether it can contain| aternative
values, and whether it can include context information.

Annex P, which is an integral part of this Recommendation | International Standard, provides the ASN.1 mgdule which
contains al the definitions associated with enhafced security.

Annex Q, which is not an integral part of.this Recommendation | International Standard, lists the amendments$ and defect
reports thal have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 1998 — All rights reserved iX
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

THE DIRECTORY: MODELS

SECTION 1 — GENERAL

1

The mode|s defined in this Recommendation | International Standard provide a conceptual”and ter
framework|for the other ITU-T X.500-series Recommendations | parts of | SO/IEC 9594 whick/define variou
the Directayy.

The functipnal and administrative authority models define ways in which the Directory can be distri
functionally and administratively. Generic DSA and DSA information models and\an Operational Framew(
provided tq support Directory distribution.

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —

Scope

minological
5 aspects of

puted, both
irk are also

The generif Directory Information Models describe the logical structure of the DIB from the perspective gf Directory

and Adminjstrative Users. In these models, the fact that the Directory isdistributed, rather than centralized, is

This Reconmendation | International Standard provides a specialiZation of the generic Directory Informatior
support Dittectory Schema administration.

The other |

The security model establishes a framework for the specification of access control mechanisms. It provides a
for identifyling the-access control scheme in effect in a particular portion of the DIT, and it defines three flexi

the concepts of the information:ffamework: this allows the service provided to be somewhat in
of the physical distribution of.the DIB,;

b) thedistributed operationof\the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4)
provide that service, and therefore maintain that logical information structure, given that the DI
highly distributed;

c) replication capabitities offered by the component parts of the Directory to improve overall Dirg
performanceare specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

not visible.

Models to

TU-T Recommendations in the X.500 series | pants of 1SO/IEC 9594 make use of the concepts deflined in this
Recommeridation | International Standard to define specializations of the generic information and DSA
provide specific information, DSA and operational model s supporting particular directory capabilities (e.g. R

lication)
a) theservice provided by the Directory, is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in TZrms of

models to

Hependent

SO as to
Bisinfact

ctory

access control,schemes which are suitable for a wide variety of applications and styles of use. The security

provides a

encryption an g
| SO/IEC 9594-8 as well asgenenc upper layers security tools defined in ITU-T Rec. X.830 | ISO/IEC 11586 1

mechanism

le, specific
model also

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specificaly:

a) the Directory functional model describes how the Directory is manifested as a set of one or more

components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and

entry-copies may be distributed among DSAS;

c) theDSA information model describes the structure of the Directory user and operational information held

inaDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSASs to achieve particular objectives (e.g. shadowing) is structured.

ITU-T Rec. X.501 (1997 E)
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2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

21 I dentical Recommendations | International Standards

ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:198fbrmation technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (1997) | ISO/TEC 9594-1:198®rmation technology ~ Ppen Systems

Interconnection — The Directory: Overview of concepts, models and services

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:198frmation technalogy — Qpen Systems
Interconnection — The Directory: Authentication framework

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:198frmation. technology — Open Systems
Interconnection — The Directory: Abstract service definition

ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:198f&rmation technology — Qpen Systems
Interconnection — The Directory: Procedures for distributed operation

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:198frmation technology — Qpen Systems
Interconnection — The Directory: Protocol specifications

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:198frmation technology — Qpen Systems
Interconnection — The Directory: Selected attribute types

ITU-T Recommendation X.521 (1997) | ISOAEC 9594-7:198rmation technology — Qpen Systems
Interconnection — The Directory: Selected object classes

ITU-T Recommendation X.525 (1997)\|"SO/IEC 9594-8:198frmation technology — @pen Systems
Interconnection — The Directory: Replication

ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:19%8yrmation technology ©pen Systems
Interconnection- The Directory: Use of systems management for administration of the Directqry.

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:198f8rmation technology — Qpen Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: Genergl procedures

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:19%%9@rmation technology — Alpstract Syntax
Notation One (ASN:1): Specification of basic notation

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:19%%98rmation technology — Alpstract Syntax
Notation One(ASN.1): Information object specification

ITU-T_Recommendation X.682 (1997) | ISO/IEC 8824-3:19%@rmation technology — Alystract Syntax
Notation One (ASN.1): Constraint specification

ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:198@rmation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications

ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:19afrmation technology — Open Systems
Interconnection — Upper layers security model

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:19%6rmation technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:19%6rmation technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:19%drmation technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework

ITU-T Recommendation X.830 (1995) | ISO/IEC 11586-1:198f6rmation technology — Open Systems
Interconnection — Generic upper layers security: Overview, models and notation

ITU-T Recommendation X.833 (1995) | ISO/IEC 11586-4:198f6r mation technology — Open Systems
Interconnection — Generic upper layers security: Protecting transfer syntax specification

ITU-T Rec. X.501 (1997 E)
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22 Paired Recommendations| I nternational Standards equivalent in technical content

CCITT Recommendation X.800 (19913ecurity architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989|nformation processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 OSl Reference Model Definitions

The follow
a
b
o
3.2 B
Thefollow
a
b
C
d
€
f
3.3 O
Thefollow
a
b
o
d
€
3.4 H

ng terms are defined in ITU-T Rec. X.200 | ISO/IEC 7498-1.
application-context;
application-entity;

application-process.

asic directory definitions

ng terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1.
Directory;
Directory Access Protocol;
Directory Information Base;
Directory Operational Binding Management Protocol;
Directory System Protocaol;

(Directory) user.

istributed operation definitions
ng terms are defined in ITU-T Ree. X.518 | ISO/IEC 9594-4:

access point;

hierarchical operational binding;

name resolution;

non-specific.hierarchical operational binding;

relevantthierarchical operational binding

eplication definitions

The followi

a)

ng terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:

cache-copy;

b) consumer reference;

0)

entry-copy;

d) master DSA,;

e)

f)

primary shadowing;

replicated area;

g) replication;

h) secondary shadowing;

i)

shadow consumer;

ITU-T Rec. X.501 (1997 E) 3
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i) shadow supplier;

k) Shadowed DSA-Specific Entry;
I)  shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of thesetermsis provided in Annex N for easy reference.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.

ACDE Access Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA atribute value assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
OIsP Directory Information Shadowing Pratecol
oIT Directory Information Tree
OMD Directory Management Domain
oMo Domain Management Organhization
OoP Directory Operational*Binding Management Protocol
OSA Directory System. Agent
OSE DSA-Specific Entry
osP DirectorySystem Protocol
DUA Directory User Agent
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSR Non-Specific Subordinate Reference
ARDMD Private Directary Management Domain
RHOB Relevant Hierarchical Operational Binding (i.e. either aHOB or NHOB, as appropriate)
RDN Relative Distinguished Name
SDSE Shadowed DSE
5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
I SO/IEC common text" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1997.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
I|SO/IEC 9594-2. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations | parts
of ISO/IEC 9594.

4 ITU-T Rec. X.501 (1997 E)
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This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as " 1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

SECTIO

2 — OVERVIEW OF THE DIRECTORY MODELS

6.1 O
For the pur

6.1.1 a
of Directo
Administrg

6.1.2 al
Administrg

NOTE -
telecom

6.1.3 d
and operati

6.1.4 O

6.1.5 d
single orgd

6.1.6 d
6.1.7 d

6.1.8 d

Directory Models

efinitions

poses of this Directory Specification, the following definitions apply:

dministrative authority: An agent of the Domain Management Organization concerned with vari
[y administration. The term administrative authority (in lower ‘€ase) refers to the power v

tive Authority by the Domain Management Organization to exe€ute policy.

dministration directory management domain (ADDMD): A DMD which is manag
tion.

L The term Administration denotes a public telecommunications administration or other organiz
munications services.

onal purposes.
IT domain: That part of the global DIT held by the DSAs forming aDMD.

irectory management domain (DMD): A set of one or more DSAs and zero or more DUAS mg
hization.

lomain management-or ganization: An organization that manages a DMD (and the associated DI T
irectory usen infor mation: Information of interest to users and their applications.

ir ectory-system agent (DSA): An OSl application process which is part of the Directory.

us aspects
ed in an

ed by an

ation offering public

irectory administrative and oper ationaklinfor mation: Information used by the Directory for adinistrative

inaged by a

Domain).

619

Hireetory) user: The end user of the Directory, i.e. the entity or person which accesses the Directoty.

6.1.10 directory user agent (DUA): An OSl application process which represents a user in accessing the Directory.

NOTE — DUAs may also provide a range of local facilities to assist users compose queries and interpret the responses.

6.1.11 privatedirectory management domain (PRDMD): A DMD which is managed by an organization other than
an Administration.

6.2 The Directory and its Users

The Directory is a repository of information. This repository is known as the Directory Information Base (DIB).
Directory services provided to users are concerned with various kinds of access to thisinformation.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

ITU-T Rec. X.501 (1997 E)
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A Directory user (e.g. a person or an application-process) obtains Directory services by accessing the Directory. More
precisaly, a Directory User Agent (DUA) actually accesses the Directory and interacts with it to obtain the service on
behalf of a particular user. The Directory provides one or more access points at which such accesses can take place.
These concepts areillustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS),

each of which provides one or more of the access points. For a more detailed description of DSAS, see 19.2.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUASs visible within the OSI Environment as application-entities.

NOTE 3 — ADUA may exhibit local behaviour and structure which is outside the scope of envisaged Directory Specifications.
For example, a DUA WRICh represents a human directory User may provide a range o local Tacilities 1o assist its useeto compos
queries|and interpret the responses.

Access Point,

The Directo

TIS03220-94/d01

Figure 1 —Access to the Directory

6.3 Directory and DSA Information'M odels
6.3.1 Generic Models

Directory ipformation may be classified as either:

— user information,/ placed in the Directory by, or on behalf of, users; and subsequently|administered by, or
on behalf of, ‘users. Section 3 provides a model of this information; or

- administrative and operational information, held by the Directory to meet various administrative and
operational requirements. Section 5 provides a model of this information. Also provided in Section 5 is a
spécification of the relationship between the user, administrative and operational inforfation models.

These maqdels; presenting views of the DIB from different perspectives, are referred to as the generic Directory
InformatiomModets:

Directory information models describe how the Directory as a whole represents information. The composition of the
Directory as a set of potentially cooperating DSAs is abstracted from the model. The DSA information model, on the
other hand, is especially concerned with DSAs and the information that must be held by DSAs in order that the set of
DSAs comprising the Directory may together realize the Directory information model. The DSA Information Model is
provided in clauses 20 through 21.

The DSA information model is a generic model describing the information held by DSAs and the relationship between
this information and the DIB and DIT.

Some, but not all, of the information represented by the DSA information model is accessible via the Directory abstract
service. Therefore, administration of all of the information described in these Directory Specifications is not possible via
the Directory abstract service. It is envisioned that administration of DSA information will initially be a local matter, but
that eventually some generic system management service will be employed to provide access to all of the information
described in the DSA information model.

6 ITU-T Rec. X.501 (1997 E)
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6.3.2 Specific Information Models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardisation of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish a framework for the following specific information models:
— an access control information model;
— asubschema information model;
— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:
— amodel for a DSA’s distribution knowledge;

A aandal for o MO A'e ranlinatian Lenavuladan
TCTTOUCT O T DOo7 v o T pPitatror T Irovwwic oyt

6.4 Directory Administrative Authority Model

A Directoiy Management Domain (DMD) is a set of one or more DSAs and zero or morelDUAs managed by a single
organizatipn.

That part pf the global DIT held by (the DSAs forming) a DMD is referred to2§ d&0main. There is p one to one
correspondence between DMDs and DIT Domains. The term DMD is used when referring to thel management of the
functional|components of the Directory. The term DIT Domain is used whenreferring to the management of Directory
Informatiop. Two important points regarding this terminology are:

-{ A DIT Domain consists of one or more disjoint subtrees of the DIT (see 10.5). A DIT| Domain shall not
contain the root of the global DIT.

- The term DMD may also be used as a generald4érm when both aspects of management are considered
together.

An organization that manages a DMD (and the assocéiated DIT Domain) is referred tDoasmia Management

Organizatipn (DMO).
NOTE 1 — A DMO may be an Administration (i.e. a public telecommunications administration or other grganization offering
public telecommunications services) in which case*the managed DMD is said to be an Administration DMD (ADDMD);
otherwige, it is a Private DMD (PRDMD). It should’be recognized that the provision of support for private [directory systems by
ITU-T members falls within the framework of national regulations. Thus, the technical possibilities described may or may not be
offeredrlby an Administration which provides directory services. The internal operation and configuration of private DMDs is not
within the scope of envisaged Directory Specifications.

Figure 2 illustrates the relationship between a DMO, DMD and DIT Domain.

[ Domain Management Organization j

I I

Manages Manages

/Q DIT Domain DMD

i R

- @’@
<D

TISO3230-94/d02

Figure 2 — Directory Management
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Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g. maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to

govern any

interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority by
aDMO to execute policy.

NOTE 2

SECTIO

7.1 O

For the pur

711 a
object or al

712 d

7.13 d
and whicli
Directory.

7.14 d
Directory ¢

NOTE

715

. : :

— A Directory Administrative Authority Model is specified in Section 4.

N 3 — MODEL OF DIRECTORY USER INFORMATION

efinitions
poses of this Directory Specification, the following definitions apply:

ias entry: An entry of the class "alias' containing information used to provide’an alternative n
ias entry.

irect superclass. Relative to a subclass — an object class from whichthe subclass is direct

irectory information base (DIB): The complete set of information to which the Directory
includes all of the pieces of information which can be-fead or manipulated using th

irectory information tree (DIT): The DIB considered’as a tree, whose vertices (other tha
entries.

ame for an
y derived.
brovides access,

e operations of the

h the root) are the

The term DIT is used instead of DIB only in contexts'where the tree structure of the information is elevant.

jirectory) entry: A named collection of information within the DIB. The DIB is composed of entr

7.16 i

intended), the immediately superior entry or object.

mediate superior (noun): Relative to-aparticular entry or object (it shall be clear from the contg

es.

ixt which is

717 immediately superior

7.1.8 (entry): Relative to a particular entry — an entry which is at the initial vertex of an arc in the DIT whose final
vertex is that of the particular entry:

7.1.9 (pbject): Relativetora particular object — an object wholgiect entry is the immediate superiof ary of the

entries (obpject or alias) for the second object.

7.1.10 opject (ofinterest): Anything in some ‘world', generally the world of telecommunications |and information
processing or seme part thereof, which is identifiable (can be named), and which it is of interest to| hold information on
in the DIB

7.1.11 jcCt class—Antdentified fcun;:y of ubjcuto (UI coneetvrabte ubjcuta) whteh-share-certatr-eharacteristics.

7.1.12 object entry: An entry which is the primary collection of information in the DIB about an object, and which

can therefore be said to represent that object in the DIB.

7.1.13

of the members of those superclasses.

7.1.14 subordinate: The converse of superior.

7.1.15

superclass (recursively).

7.1.16

(recursively).

ITU-T Rec. X.501 (1997 E)
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7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist

in some’w!

orld’. An object can be anything in that world which isidentifiable (can be named).

NOTE 1 — The ‘world' is generally that of telecommunications and information processing or some part thereof.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things in the world. Foraxample,
real-world person may be regarded as two different objects, a business person and a residential person, as far as tise Directory
concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers dfotlye Direc

in the context of their applications.

An object class is an identified family of objects, or conceivable objects, which share certain characteristics. Every
object belongs to at least one class. An object class may be a subclass of other object classes, in which case the members
of the former class, the subclass, are also considered to be members of the latter classes, the superclasses. There may be

subclasses

7.3 [
TheDIB iS

There aret|

A user vie
Each entry

Some obj
administrg
object ent

7.4 T

In order tq
be unamb
relationsh
which is
Directory |
NOTE -

The compg

of subclasses, etc., to an arbitrary depth.

irectory Entries
composed of (Directory) entries. An entry is a named collection of information.

hree kinds of entries:

Object entries: Representing the primary collection of information (nsthe DIB about a
For any particular object there is precisely one object entry..Jhe object entry is s3
object.

Alias entries; Used to provide alternative names for object entries.

operational requirements of the Directory. Subentfies are discussed in Section 5.
W of the structure of directory entries is depicted in*Figure 3 and described in 8.2.
contains an indication of the object classes,@and their superclasses, to which the entry b

bct entries are specially designated fer*the purpose of Directory administration. Thes

ies.

he Directory Informatien;Free (DIT)

satisfy requirements‘for the distribution and management of a very large DIB, and to e
iguously named and‘rapidly found, a flat structure is not likely to be feasible. Accordin
p commonly found among objects (e.g. a person works for a department, which belong
eadquarterediin a country) can be exploited, by the arrangement of the entries into
nformation‘tree (DIT).

An intreduction to the concepts and terminology of tree structures can be found in Annex G.

nent parts of the DIT have the following interpretations:

particular object.
lid to represent the

Subentries: Representing a collection of information in the DIB used to meet agministrative and

elongs.

e entries are termed

tive entries. The Directory user is not\normally aware of this, and views these entries in the same way as other

sure that entries can
yly, the hierarchical

s to an organization,
h tree, known as the

a)

b)

always leaf vertices. The root is not an entry as such, but can, where convenient to do so
definitions of b) and c) below], be viewed as a null object entry [see d) below];

the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias entries are

[e.g. in the

the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B

means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its

superiors (recursively). The subordinate entries (subordinates) of a particular entry are its
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see cl

its subordinates;

d) theroot represents the highest level of naming authority for the DIB.
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A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (see 12.3).
The Directory maintains, in addition to information concerning Directory entries, additional information regarding

collections of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structure). See clause 11.

8 Directory Entries

8.1.1 tribute: Information of a particular type. Entries are composed of attributes.

8.1.2 attribute: An attribute representing user information.

8.1.3 tribute hierarchy: The aspect of an attribute that permits a user attributé type to be derived fjom a more
generic usgr attribute type. The relationship of the two attribute type definitions.(which mandates certain bghaviour of
attributes cprresponding to these attribute types) is thus hierarchical.

8.14 tribute subtype (subtype): An attribute type A is related ta_another attribute type B by the fact that either A

has been dgrived from B, in which case A is a direct subtype of B, of\A)has been derived from an attribute type which is
asubtype df B, in which case A isan indirect subtype of B.

8.1.5 tribute supertype (supertype): An attribute type'B is related to another attribute type A by the fact that
either A hgs been derived from B, in which case B is adirect supertype of A, or A has been derived from pn attribute
type which|is a subtype of B, in which case B is an indirect supertype of A.

8.1.6 tribute type: That component of an attribute which indicates the class of information given by that attribute.
8.1.7 tribute value: A particular instance of the class of information indicated by an attribute type.
8.1.8 tribute value assertion: A_proposition, which may be true, false, or undefined, according to the specified

matching rples for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.9 xiliary object class”An object class which is descriptive of entries or classes of entries and is njot used for
the structunal specificationwof .the DIT.

8.1.10 cpllectiveattribute: A user attribute whose values are the same for each member of an entry collection.

8.1.11 cpntext:)A property that can be associated with a user attribute value to specify information that cap be used to
determine fhe'applicability of the value.

8.1.12  context assertion: A proposition, which may be true or false, regarding a context type and particular context
values for that type, that determines the applicability of an attribute value.

8.1.13  context type: That component of a context which indicates its type or purpose.
8.1.14 context list: The set of contexts associated with an attribute value.
8.1.15 context value: A particular instance of the property indicated by a context type.

8.1.16 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.17 distinguished value: An attribute value in an entry which may appear in the relative distinguished name of the
entry.

10 ITU-T Rec. X.501 (1997 E)
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8.1.18 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT.

8.1.19 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of a supertype of their attribute type.

8.1.20 matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular statement (a matching rule assertion) concerning their attribute values.

8.1.21 matching ruleassertion: A proposition, which may be true, false or undefined, concerning the presence in an
entry of attribute values meeting the criteria defined by the matching rule.

8.1.22 operational attribute: An attribute representing operational and/or administrative information.

8 1 23 et al ot oot ol oca: A s ol oot ol ace Liondl £for thha obe ot e ol 1iieatian-af-tha DT
L. TOCtOT A OO et UiaSS 7T U0 CCr CiaSS OSCUTU TN Strattarar SPCo i TCatron O tic oT T,

O

8.1.24  dructural object class of an entry: With respect to a particular entry, the single structural OQ% class used to
determine the DIT Content Rule and DIT Structure Rule applying to the entry. This object cl i's indicpted by the
structuralbjectClass operational attribute. This object class is the most subordinaﬁe‘, ject clpss of the entry’s
structural pbject class superclass chain. ({)Q)
%)

8.2 Qverall Structure Q/C)
O\\

As depictad in Figure 3, an entry consists of a settobutes.

o
ENTRY QQQ
[ Aunbup || Awiue |- [ uiue | D
One érTLELElélrE entry \$®® ENTRY
< | . =

D

ATTRIBUTE VALUE(S) N\
One or more per attribute C)\

ATTRIBUTE

Attribute Attribute
Type Value(s)

Distingyished Attribute- (| Attribute
Attrijute Valuet) Value

______________ eX Context(s)

ATTRIBUTE VALUE(S)

Duiut?ggﬁged Attribute Attribute
Value Value value

TISO8900-99/d03

Context Context Fallback
Value(S) _

Figure 3 — Structure of an entry
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Each attribute provides a piece of information about, or describes a particular characteristic of, the object to which the
entry corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object’s personal
name, and addressing information, such as its telephone number.

An attribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corresponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
value may have zero, one, or more contexts associated with it in its context list. Operational attribute values shall not
have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.7 respectively. Operationahitributes
described in clause 11.

Attribute ::= SEQUENCE {

type ATTRIBUTE.&id ({ SupportedAttributes }),

values SET SIZE (0 ... MAX) OF ATTRIBUTE.&TYPE ({ SupportedAttributesl{@type}),
valugsWithContext SET SIZE (1 .. MAX) OF SEQUENCE {

valuge ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

contextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }

An attribute may be designated as single-valued or multi-valued. The Directory shall ensure that single-valugd attributes
have only a single value. This value may have a context list to associate properties with the attribute value. Attributes in
storage shdll have at least one value, but may at times appear to have zero values when transferred to or fiom storage
(e.g. because values are hidden by access control).

8.3 Object Classes

Object clagses are used in the Directory for anumber of purposes:

-{ describing and categorizing objects and the entriesthat correspond to these objects;
- where appropriate, controlling the operation of the Directory;

-{ regulating, in conjunction with DIT structure.rule specifications, the position of entries in the DIT,;

- regulating, in conjunction with DIT content-tule specifications, the attributes that are cqntained in entries;

-{ identifying classes of entry that are to be associated with a particular policy hy the appropriate
administrative authority.

Some object classes will be internationally~standardized. Others will be defined by national admipistrative authorities
and/or priyate organizations. This implies-that a number of separate authorities will be responsiblg for defining object
classes aphd unambiguously identifyifig” them. This is accomplished by identifying each object glass with an object
identifier when the object class is defined. A notation for this purpose is provided in 12.3.3.

NOTE + An administrative authority may use object classes other than the useful object classes defined and registered in the

Directolly Specifications. An administrative authority may itself specify and register object classes, for example to supplement
those dgfined in the Directony Specifications

An object ¢lass (a subelass) may be derived from an object class (its direct superclass) which is itself deriied from an
even moregeneric object class. For structural object classes, this process stops at the most generic object clgss, top. An
ordered setfof superéelasses up to the most superior object class of an object classisits superclass chain.

An object [class’may be derived from two or more direct superclasses (superclasses not part of the samg superclass
chain). ThiSfeatureof subclassmy TS termed muttipremeritance.

The specification of an object class identifies whether an attribute is mandatory or optional; this specification aso
applies to its subclasses. The subclass may be said to inherit the mandatory and optiona attribute specification of its
superclass. The specification of a subclass may indicate that an optional attribute of the superclass is mandatory in the
subclass.

There are three kinds of object class:
— Abstract Object Classes;
—  Structural Object Classes; and

— Auxiliary Object Classes.

Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
within the Directory. The definition of each object class must specify what kind of object that it is.
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shall be a member of the object classtop and at |east one other object class.

831 Abstract Object Classes

An abstract object class is used to derive other object classes, providing the common characteristics of such object
classes. An entry shall not belong only to abstract object classes.

top isan abstract object class used as a superclass of all structural object classes.

8.3.2 Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural
object classes are used in the definition of the structure of the names of the objects for compliant entries.

An object g
structural
object clasp

Structural @bject classes are related to associated entries:

The struct

8.3.3 A

Specific a|
used in th
class MH
handling 4
Person.

In certain
a particulg

This requ
maintaine

This requ
registratio

Auxiliary @

: ich has a single
bject class as the most subordl nate object class ThIS structural object class is referred to asthe structural
5 of the entry.

an entry conforming to a structural object class shall represent the real*world objec{ constrained by the
object class;

DIT structure rules only refer to structural object classes; the structdral object class of an entry is used to
specify the position of the entry in the DIT;

the structural object class of an entry is used, along with~an associated DIT conten{ rule, to control the
content of an entry.

ural object class of an entry shall not be changed.
uxiliary Object Classes

bplications using the Directory will frequentlydind it useful to specifsuailiary object class which may be

e construction of entries of several types.\For example, message handling systems make use of the auxiliary

b User (see ITU-T Rec. X.402 | ISO/IE€ 10021-2) to specify a package of mandatory and optional message
ttributes for entry types whose structural object class is variable, e.g. Organizational Rerson or Residential

environments, there is a needsto be able to add to or remove from the list of attributes pgrmitted in an entry of
r, perhaps standardized, (class (or classes).

rement may be met-py the definition and use of an auxiliary object class having semantics, known and
[ within a local community, which change from time to time as needed.

rement maysalso be met using the facilities of DIT content rule definitions to dynamically (i.e. without
n) allow theaddition or exclusion of attributes from entries at particular points in the DIT (§ee 12.3.3).

bjectclasses are descriptive of entries or classes of entries.

Therefore]
auxiliary o

An entry’s

NOTE —

| hesides being a member of the structural object class_an entry may he optionally a mémber of one or more

bject classes.

auxiliary object classes may change over time.

The unregistered object class facility, available in the 1988 edition of these Directory Specifications to support the

requirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34 Object Class Definition and the 1988 Edition of this Directory Specification

Object classes defined using the terminology of the 1988 edition of this Directory Specification will not be classified as
one of structural, auxiliary or abstract.

Alias object classes specified using the terminology of the 1988 edition of this Directory Specification may be

considered

to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema

accordingly.
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84 Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 12.4.6, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id

All attributes in an entry shall be of distinct attribute types.

There are anumber of attribute types which the Directory knows about and uses for its own purposes. They include:

a) objectClass — An attribute of this type appears in every entry, and indicates the object classes and
superclasses to which the object belongs
) aliasedEntryName — An attribute of this type appears in every alias entry, and holdsythg name (see 8.5) of
the entry which the alias entry references.
These attributes are defined in 12.4.6.

The typeq

applying {
attributes

Some Dir{
called opd
Operation

8.5 A

Defining 3
shall conf
is defined

AttributeV

An attribu
relative di
context, a

8.6 A

When def
the basis
from whic

Attribute h
componer]

of user attributes which shall or which may appear within an object of~alias entry ar
o the indicated object classes as well as by the DIT content rule for-that entry (see
(vhich may appear in a subentry are governed by the rules of the system schema.

pctory entries may contain special attributes not normally visibleto the Directory User.
rational attributes and are used to meet the administrative~and operational requirems
bl attributes are discussed in more detail in Section 5.

ttribute Values

n attribute also involves specifying the syntax,~and hence data type, to which every val
brm. Using the notation of tA& TRIBUTE information object class defined in clause 12.4.6, 3
as:

blue ::= ATTRIBUTE.&Type

e value may be designated adiginguished value, in which case the attribute value can f
stinguished name of the entry(s€e 9.3). It is possible to have multiple distinguished val
5 described in 9.3.

ttribute Type Hierarchies

ning an attributé type, the characteristics of some more generic attribute type may optio
pf the definition.*The new attribute type diract subtype of the more generic attribute type,
N it is derived:

ierarchies allow access to the DIB with varying degrees of granularity. This is achieved b
ts.of-attributes to be accessed by using either their specific attribute type identifier (a d

attribute) @rby the identifier of a more generic attribute type identifier (an indirect reference).

b governed by rules
12.7). The types of

These attributes are
nts of the Directory.

ue in such attributes
n attribute value

brm part of the
Lies differentiated by

hally be employed as
thepertype,

y allowing the value
rect reference to the

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed

subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting the
more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
guoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned
available. Where the more general types are selected to be returned as part of a search result both the general and th
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type must be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable

to that ent

14

ry permits it.
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All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of
administration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or aias entry is of precisely one attribute type. The type is indicated when
the valueis originally added to the entry.

8.7 Contexts

The information model may be refined by associating with attribute values properties called contexts. Associated with
any user attribute value may be alist of contexts which provide additional information that can be used to determine the
applicability of the attribute value.

NOTE 1 — For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each context consists of atype field, avalue field whose syntax is determined by the type, and afallback flag. Using the
notation of [the CONTEXT information object class defined in 12.8, a Context is defined as:

Context ::F SEQUENCE {
contextType CONTEXT.&id ({SupportedContexts}),
contpxtValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContextsl{@cantextType})
fallbpck BOOLEAN DEFAULT FALSE }

contextType is an OBJECT IDENTIFIER, and is specified using the CONTEXT jinformation object clpss defined
in 12.8. It gpecifies the particular property represented by the Context.

contextValues is the set of one or more values of the property specified by contextType that are associatpd with the
particular attribute value.

fallback isjused to designate one or more attribute values for specific behaviour in relation to a context type.|In addition
to having any specific contextValues of that context type associated with it, an attribute value for which|fallback is
TRUE for g4 given contextType is:

- considered as being associated with any value of the giveaxtType for which no other palues of the
same attribute are otherwise associated.(Thus a context assertion of this context type that fails to match
any values of the attribute based on the rules for matching:xtvalues shall match with fany attribute
value for whichfallback is TRUE for this context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particulgr language shall yield
those values witliallback set toTRUE if none of the attribute values is otherwise associated with the chosen
language.

- considered as a value-to-preserve during an operation which resets attribute values| for a given attribute
type. A Modify (reset-value) removes all values of a chosen attribute type which have an associated
context for which_théallback is set FALSE.

NOTE 3= Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9594-3.
An attributge value without.Contexts, or one whose context list does not contain a context of a specific type, i§considered
to be appli¢able under alt-context values of that specific type.

NOTE 4 — Forexample, a selection based on the French context value of a language context shall sele¢t an attribute value that
does ngt have jany language context specifically associated with it (as well as those attribute values havipg the Freach languag
contextjassogiated with them specifically).

All contexts in an attribute value’s context list shall be of distinct context types.

Context information associated with attribute values may be retrieved along with the attribute values (e.g. to differentiate
between those attribute values). A user of the Directory may also make use of contexts to refine selection and retrieval of
information during Directory operations.

8.8 Matching Rules

8.8.1 Overview

Of paramount importance to the Directory is the ability to be able to select a set of entries from the DIB based on
assertions concerning attribute values held by these entries.

A matching rule allows entries to be selected by making a particular assertion concerning their attribute values.
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The most primitive type of assertion is the attribute value assertion. More complex assertions may be supported using
matching rule assertions. A matching rule assertion is a proposition, which may be true, false or undefined, concerning
the presence in an entry of attribute values meeting the criteria defined by the matching rule.

An attribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A matching rule is defined through the specification of:

— the range of attribute syntaxes supported by the rule;

— the specific types of matches supported by the rule;

— the syntax required to express an assertion of each specific type of match;

— rules for deriving a value of the assertion syntax from a value of the attribute syntax, if

required.

NOTE — No restrictions are placed on the matching rules that may be defined to support a particular application.
However, rules deflned to support one partlcular appllcatlon may not be W|dely supported by DUAs and DSAs.

the speC|f|cat|0n of new ones.

e used in preference to

Sometimeq there will be a one to one correspondence between a matching rule and the types of matehes sugported. For

example, tihe Directory Abstract Service supports a presence matching rule to detect the presence)of an att

entry.

ibute in an

Sometimeq there will be a many to many correspondence between a rule and the typesof” matches supported. For

example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equa and
equal typeg of matches.

8.8.2

An attribut
matching rpiles for the type, concerning the presence in an entry of an attribute value of a particular type. It

attribute ty|

Attribute Value Assertions

ess than or

e value assertion (AVA) is a proposition, which may be true, falise, or undefined, according to the specified

nvolves an

pe}),

be, an asserted attribute value, and optionally an assertion about contexts associated with the attribiite value:
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
asseqrtion ATTRIBUTE.&equality-mateh.&AssertionType ({SupportedAttributes}{ @ty
assdrtedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET OF ContextAssertion } OPTIONAL }
ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id(fSupportedContexts}),
contextValues SET SIZE (@;:-MAX) OF

The syntax|

8.8.2.1 Hvaluation of annAVA
AnAVA s

CONTEXT.&Assertion({SupportedContexts}{@contextType})}

a undefined, if any of the following holds:
1)~ the attribute type is unknown;

of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and nmiay be different fromrthie syntax of the attribute itself.

2)_the attribute type has no equality maiching rare,

3) the value does not conform to the data type indicated by the syntax of the assertion of the attribute’s

equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situati
DSA has not been configured with support for that particular attribute type).

on (e.g. a particular

b) true, if the entry contains an attribute of that type, and the attribute contains a value of that value, and the

value contains a context that matches the assertedContexts as described in 8.8.2.2;
c) false otherwise.

8.8.2.2 Useof assertedContexts or context assertion defaults

The inclusion of assertedContexts within an AttributeValueAssertion is optiona. If assertedContexts is specified,
then the assertion shall be evaluated only against those values of the attribute for which the assertedContexts is true,
asdefinedin 8.8.2.3.

16
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If assertedContexts is not provided within an AttributeValueAssertion, then a default context assertion may be applied
in the same manner; that is, the assertion shall be evaluated only against those values of the attribute for which, as
defined in 8.8.2.3, the default context assertion is true. There are three potential sources for a default context assertion:
that specified for the operation as a whole, that available within subentries in the DIT, and that available localy in the
DSA. They are applied asfollows:

1) If assertedContexts is not provided within an AttributeValueAssertion, then any context assertion for
the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts asdescribed in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

2) If the user has not provided assertedContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied, as described in 13.7.

3) If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-defined
default context asserfion for the given attribufe fype. Such a default shall typicaly- réflect local
parameters, such as the language or location of the place of deployment of the DSA, or the'curfent time of
day, but may betailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion,'shall bg evaluated
against all values of the attribute.

8.8.2.3 Hvaluation of assertedContexts

assertedCpntexts istrueif:

a) allContexts is specified (this permits a context assertion to ovefride any default context agsertion that
might otherwise be applied if assertedContexts were omitted fram the AttributeValueAssertion); or

b) each ContextAssertion in selectedContexts istrue as desctibed in 8.8.2.4.

assertedCpntexts isfalse otherwise.

8.8.2.4 Hvaluation of a ContextAssertion

A ContextfAssertion istrue for a particular attribute value if¢

g the attribute value has a context of the same contextType of the ContextAssertion and any of the stored
contextValues of that context matcheswith any of the asserted contextValues according to the definition
of how amatch is determined for that’contextType; or

) theattribute value contains no centexts of the asserted contextType; or

c) none of the other attribute \alues for the attribute satisfies the ContextAssertion according|to 1) or 2)
in 8.8.2.2 above, but the attribute value does contain a context of the asserted contextType with the
fallback set to TRUE.

A ContextfAssertion is false otherwise.

8.8.3 Built-in Matching‘Rule Assertions

A number of categoriesof related matching rules, whose semantics are generally understood and applicable {o values of
many diffefent types.of attributes, are understood by the Directory:

— <{present;

———equality;

—  substrings;

— ordering;

— approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;

— anequality syntax for equality rules;

— greaterOrEqual andlessOrEqual syntaxes for ordering rules;
— initial, any andfinal syntaxes for substrings rules;

— anapproximateMatch syntax for approximate matching rules.
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The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is alocal matter to aDSA.

8.8.4 Matching Rule Requirements

In order for the Directory to behave in a consistent and well-defined manner, it is necessary that certain restrictions be
placed upon the matching rules that shall be used in conjunction with the syntax that has been built into the Directory
Abstract Service.

For an egquality matching rule in which the syntax of the assertion is different from the attribute syntax/’tg which the
matching rile applies, rules for deriving a value of the syntax of the assertion from a value of the attribute $yntax shall
be supplied.

Equality matching rules for attributes used for naming shall be transitive, commutative and.have an asseftion syntax
identical tgthe attribute syntax.

A transitive matching rule is characterized by the fact that if a value a matches a valu€ b; and if that value Iy matches a
third valuelc; then value a must necessarily match value c using therule.

A commutgtive matching rule is characterized by the fact that if a value a matehes a value b then that value b must
necessarily| match the value a. The attribute presentationAddress is an example of an attribute supporting pn attribute
syntax whqgse matching rule is not commutative.

With respect to a specific attribute type, the equality and ordering-fules (if both present) must aways be related in at
least the following respect: two values are equal using the equality relation if and only if they are equg using the
ordering rdation. In addition, the ordering relation must be well-ordered; that is, for al x, y and z for which X precedes y
and y precgdes z according to the relation, then x must precede z.

NOTE - These requirements imply that when orderingis-defined, it also defines equality.

With respect to a specific attribute type, the equality’/and substrings rule (if both present) must always be related in at
least the fgllowing respect: for al x and y that match according to the equality relation, then for all valyes z of the
substring relation, the result of evaluating the-assertion against the value x must equal the result of evaluating the
assertion against the value y. That is, twe'walues that are indistinguishable using the equality relation must aso be
i ndi stingui $habl e using the substrings rel ation.

8.85 Qbject Identifier and Distinguished Name equality matching rules

There are & number of equality-matching rules used to evaluate attribute value assertions which the Diregory knows
about and yses for its own ‘purposes. They include:

objectidentifierMatch: This rule is used to match attributes withjectidentifier syntax.

distinguishedNameMatch: This rule is used to match attributes witistinguishedName syrjtax.

8.9 ntry-Cottections
89.1  Overview

A collection of object and alias entries may have certain common characteristics (e.g. certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an entry collection.

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.9.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they arecti#hentide attributes.
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It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases the entry’s collective attribute has multiple values. Collective attributes shall, therefore, always be
specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e. modified) via the entries in
which they appear but must be administered via their associated subentries.

NOTE — The independent sources of these values is not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the
collectiveBXcTusions atribute, described 1n I1.7 and delined in 13.6.

9 Nlames

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 dias, alias name: An alternative name for an object, provided by theluse of alias entries.
9.1.2 (alias) dereferencing: The process of converting an object’s ‘alias name to its distinguished name.

9.1.3 distinguished name (of an entry): Every object entry,@lias entry, and subentry has at least|one distinguished
name. If gny RDN for the entry or any superior entry includes an attribute for which there exist miiltiple distinguished
values differentiated by context (as described in 9.3);”then the entry shall have multiple distinguished names
differentiafed by context. Thprimary distinguished namevis that distinguished name in which each RDN has the
primary distinguished value of each contributing attribuite as the main value in the RDN construct.

9.14 (directory) name: A construct that singles out a particular object from all other objects.|A name shall be
unambigupus (that is, denote just one object), however it need not be unique (that is, be the only name which
unambigupusly denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 pur ported name: A censtruct which is syntactically a name, but which has not (yet) been shown to be a valid
name.

9.1.7 naming authority: An authority responsible for the allocation of names in some region of the¢ DIT.

9.1.8 relative distinguished name (RDN): A set of one or more attribute type and value pairs| each of which
matches g distinct distinguished attribute value of the entry.

9.2 Namesin General

A (directory) name is a construct that identifies a particular object from among the set of all objects. A name shall be
unambiguous, that is, denotes just one object. However, a name need not be unique, that is, be the only name that
unambiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
represents the object or an alias entry which contains information that helps the Directory to locate the entry that
represents the object.

NOTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the distinguished
names of the object.

An object can be assigned a distinguished name without being represented by an entry in the Directory, but this nameis
then the name its object entry would have had were it represented in the Directory.

Syntactically, each name for an abject or entry is an ordered sequence of relative distinguished names (see 9.3).
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Name ::= CHOICE { -- only one possibility for now --rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.

Each initial subsequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative Distinguished Names

Each object and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry| consists of
a set of attfibute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any attribyte contributing to an RDN may have more than one distinguished value, diffefentiated by [context, as
described Below. This provides alternative RDNSs for the same object. Within an attributels set of distinguighed values
ed by context), precisely one of them is designated the primary distinguished-value. The primary relative
name of an object comprises the set of primary distinguished values from the set of attributes that comprise
hen conveyed in protocol, each attribute in an RDN signals the primary, distinguished value (if it is present)
tionally include a context for the value and additional alternative attribute values with context. In this case,
each attribyite value with its context matches a distinct distinguished attribute ' value of the entry for the atfribute type
according o the applicable equality matching rule and context matching rules.

NOTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equplity matching rule are the same. Similarly, for contexts that'fmay be used to differentiate distinguished valmeésgn a na
attributg, the context syntax and the context assertion syntax are the same.

The RDNg of al of the entries with a particular immediate superior are distinct irrespective of any associgted context
lists. It is fhe responsibility of the relevant naming authority for an entry to ensure that this is so by appropriately
assigning distinguished attribute values. Allocation oftRDNSs is considered an administrative undertaking fhat may or
may not refjuire some negotiation between involved'organizations or administrations. This Directory Specifigcation does
not provide such a negotiation mechanism, and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE(1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue-::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
valug ATTRIBUTE.& Type({SupportedAttributes}{ @type}),
primiaryDistinguished™ ' BOOLEAN DEFAULT TRUE,
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
distingAttryalue ATTRIBUTE.&Type ({SupportedAttributes{ @type}) OPTIONAL,
contextktist SET SIZE (1 .. MAX) OF Context } OPTIONAL }

The set thet farms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attripute which
contains digtihguished values in the entry; that is, a given attribute type cannot appear twice in the same RDN

An attribute value that has been designated to appear in an RDN is called a distinguished value. There may be other
values of the same attribute that are not distinguished values and thus may not be used in an RDN. An attribute may
have multiple distinguished values only if they are differentiated by associated context. This allows an object to have
alternative names differentiated by contexts. This is the only case where an attribute may have more than one
distinguished value. In that case, the distinguished value shall have context lists containing the same context type(s), the
context values of which shall provide that only one of the distinguished valuesis applicable given any specific context.

An RDN for agiven entry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNs, each formed by using one of the possible combinations in which one distinguished value is chosen for
each attribute type forming the RDN.
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Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to do
s0. It is aso used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
Each distingAttrvalue is accompanied by its contextList. The distingAttrvalue is only omitted for the distinguished
value that appearsin value; thisis how the context list for that value is made present in the RDN.

One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shal be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8 and
9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each attribute in
the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN. Context and
aternative  distinguished values may appear in the valuesWithContext component of each
AttributeTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of @ll-gontributing
attributes.

NOTE ? — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of objects
(e.g. in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautioysly.

NOTE 3 — Changing the RDN of a non-leaf entry automatically changes the name of subordinate entries.

NOTE 4 — The context in which a particular attribute type and value forming part6f an RDN is applicable|is independent of the
context$ associated with any other part of that RDN or other RDNSs in a distinguishied name.

NOTE b — For example, a valid distinguished name for an entry can hé~formed by combining an RIDN designated as the
Languape= French variant of that entry's RDN with the Languadenglish DN ofits superior entry).

9.4 Name Matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that cofresponding
RDNs be matched. The general approach to name matching'is described here; specific approaches for particylar uses for
name matches are described where appropriate.

A purported RDN is said to match a target RDN.if ‘€ach AttributeTypeAndDistinguishedValue in the purgorted RDN
matches with the AttributeTypeAndDistinguisiiedValue for the same attribute type in the target RDN. Therg is a match
if the purpprted value or any distingAttrvalue of the purported AttributeTypeAndDistinguishedValue mafches either
the target vialue or any distingAttrValuein-the target AttributeTypeAndDistinguishedValue. primaryDistinguished, if
present in gither the purported or target AttributeTypeAndDistinguishedValue, isignored for matching.

NOTE 1 — The equality matching*rule can be used because for naming attributes, the attribute syntax and the assertion syntax of
the equplity matching rule ate the same.

NOTE P — Note that there is no guarantee that every distinguished value for a given naming attriqute is present in the
AttributgTypeAndDistinguishedValue for that attribute type in a given RDN. Two RDNs for the same objeqgt could be formed
using djfferent distinguished values (differentiated by context) for the same attribute type. If there is no joverlap snothe set
distinguished values for a given attribute that each uses, then they will fail to match, even though th¢ purported RDN and
target DN are alternative RDNs for the same object. How this could occur, and the impact of this, depgnds on the reason for
name njatching (e.g. name resolution, access control, filtering).

If matching attribute values are not found as a result of the above, then the RDNs do not match. If matching attribute
values are found, then there shall also be a match between associated contexts for those values, if present, before the
attribute type and value pairs are considered to match. Each context in the purported attribute value's context list is
considered a context assertion against the matching target attribute value's context list, and shall evaluate to true as
described in 8.8.2.4 in order for the contexts to be considered a match. fallback in the purported contexts is ignored
when forming the context assertions.

NOTE 3 — The purported contexts can be used as context assertions in this way because the context assertion syntaasis the same
the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.8.2.2. The exception to thisis
for the case of name matching during name resolution during a Directory operation; in that case, ho context assertions
are applied if noneisavailablein valueswithContext.
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95 Namesreturned during operations

Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for
multiple entries, it shall return the primary distinguished name for each entry and may return in addition aternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).

9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g. an dlias pointer), there is always the question of whether the name held can be an alternative distinguished name or
must be the primary distinguished name, whether it can contain aternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
Specifications.

NOTE — Annex O includes suggestions for improving interoperability with pre-1997 edition systems and ensuring predictable

behavidur in regards to using contexts with names.

9.7 Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNs of the
entry which represents the object and those of all of its superior entries (in descending ordef)-yBecause of thg one to one
correspondence between objects and object entries, the distinguished name of an object-isthe distinguished name of the
object entry.

NOTE 1 - It is preferable that the distinguished names of objects which humans-have to deal with be user-fiendly.

NOTE 2 — ISO/IEC 7498-3 defines the concept of a primitive name. A distinguished name can be used as 4 primitive name for the

object if identifies.

NOTE 3 — Because only the object entry and its superiors are involved; distinguished names of objects gan never involve alias

entries.

Alias entri¢s also have distinguished names; however, this name cannot be the distinguished name of an oljject. When
this distinction needs to be made, the complete term "distinguished name of an alias entry” is used. The dijstinguished
name of ar} alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNSs of the
alias entry pnd those of all of its superior entries (in descengding order).

It also proyes convenient to define the 'distinguished name' of the root, although this can never be the difstinguished
name of anfobject. The distinguished name of the root is defined to be an empty sequence.

If any attripute contributing to an RDN within the distinguished name for an object has multiple distinguished values
differentiatled by contexts, then that object-has multiple distinguished names. Each unambiguously identifieg the object.
The primary distinguished name is that-di stinguished name for which every RDN is a primary RDN. When gonveyed in
protocol, the primary distinguishied ‘name is formed by using the primary distinguished value as vdlue in the
AttributeTypeAndDistinguishgdValue for each attribute in each RDN forming the name. Alternative distinguished
names are formed by using alternative distinguished values for attributes in one or more RDNSs. In some uses(for a name,
the primary distinguished ‘hame shall be used. In other cases, aternative distinguished names may be used. Since the
AttributeTypeAndDistinguishedValue in RDNs may include alternate distinguished values in the valuesWithContext
component} any distinguished name may include aternative values within its RDNs.

NOTE 4 — The,distinguished name is said to include alternative names when an RDN includes multiple d|stinguished
any cortributing attribute.

Context information may be included with a distinguished name in the valuesWithContext component within any RDN.
Wherever names are used throughout these Directory Specifications, it is specified if the name shall be the primary
distinguished name, if the name may include alternative values, and if context information may be included. Where there
is no explicit statement, aternative distinguished names may be used, and the name may include alternative values
and/or context information.

values for

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need not

be reflected to the end user.

An example which illustrates the concepts of RDN and distinguished name appearsin Figure 4.

9.8 Alias Names

An alias, or an alias name, for an object is a an alternative name for an object or object entry which is provided by the
use of alias entries.
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RDN Distinguished Name

ROOT

A\ {1}

Countries
ﬁ* \il C=GB {C=GB}

Organizations

\f’ * E’ O =Telecom| {C =GB, O = Telecom}

Organizational Units
‘—_4’ l—_l—l (OU = Sales, | {C =GB, O = Telecom,
L = Ipswich) | (OU = Sales, L = Ipswich)}

People

} {C = GB, o= TC:Cuulll,
1 1 EE| cne=smith | (OU = Sales, L = Ipswich),
CN = Smith}

TISO3250-94/d04

Figure 4 — Determination of distiguished names

Each alias pntry contains, within the aliasedEntryName attribute, a name of some-object. The distinguished
alias entry |sthus also a name for this object.
NOTE 13— The name within thaliasedEntryName is said to be pointed to-by the alias. It does not have to b
name of any entry.

NOTE 2 — TheAliasedEntryName attribute value may be the primary distinguished name or any alternative
if such éxist. Consistency and interworking with pre-1997 DSAs'may be affected if the primary distinguished

The conversion of an alias name to an object name is_tesmed (alias) dereferencing and comprises the
replacement of alias names, where found within a purported name, by the value of the corresponding aliased

attribute. T|

Any partic

he process may require the examination of more than one alias entry.

Ular entry in the DIT may have zero or-more alias names. It therefore follows that several alias

point to the same entry. An alias entry may poifit-to an entry that is not a leaf entry and may point to another g

An dias entry shall have no subordinates;so'that an alias entry is always aleaf entry.

Every aliag entry shall belong to the alias object class which is defined in 12.3.3.

SECTIO

10

| |

N 4 — DIRECTORY ADMINISTRATIVE MODEL

ir ectory Administrative Authority model

hame of the

e the distinguished

distinguished name
name is not used.

systematic
EntryName

bntries may
ias entry.

10.1 Definitions

For the pur

poses of this Directory Specification, the following definitions apply:

10.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.

10.1.2 administrative entry: An entry located at an administrative point.

10.1.3 administrative point: Theroot vertex of an administrative area.

10.1.4 administrative user: A representative of an Administrative Authority. The full definition of the administrative
user concept is outside the scope of this Directory Specification.

10.1.5 autonomous administrative area: A subtree of the DIT whose entries are all administered by the same
Administrative Authority. Autonomous administrative areas are non-overlapping.
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10.1.6 DIT domain administrative authority: An Administrative Authority in its role as the entity having
responsibility for the administration of a part of the DIT.

10.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for aDIT Domain.

10.1.8 DMD administrative authority: An Administrative Authority in its role as the entity responsible for the
administration of aDMD.

10.1.9 DMD palicy: A policy governing the operation of the DSAsinaDMD.
10.1.10 DMO policy: A policy defined by aDMO, expressed in terms of DMD and DIT Domain policies.

10.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the scope
of another specific administrative area of the same type.

10.1.12 policy: An expression by an Administrative Authority of general goals and acceptable procedures.

10.1.13 licy attribute: A generic term for any Directory operational attribute which expresses policy.
10.1.14 licy object: An entity with which a policy is concerned.

10.1.15 licy procedure: A rule defining how a set of policy objects should be considered and“what act|ons should
be taken agaresult of this consideration.

10.1.16 licy parameter: A policy procedure is characterized by certain policy parameters which are subject to
configuratipn (i.e. choice) by an Administrative Authority.

10.1.17 ecific administrative area: A subset (in the form of a subtree). of)an autonomous adminisjrative area
defined fo a particular aspect of administration: access control, subschema.orentry collection administrgion. When
defined, spgcific administrative areas of a particular kind partition an autonemous administrative area.

10.1.18 specific administrative point: The root vertex of a specificadministrative area.

10.2 Qverview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities fesponsible
for that adrinistration and the means by which their @uthority is exercised.

The concept of policy, defined in 10.3, providesthe mechanism by which Administrative Authorities exercise control of
the Directory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Adminigtrative and
Operationd Information (see clause-11). This is to alow the modelling of information required for the rggulation of
Directory yser information and far.other administrative purposes.

Other aspgcts of the Directory Administrative Model require support for the distribution of adminigrative and
operational information ameng the component parts of the Directory, i.e. DSAs. Clauses 20 through 22 describe a DSA
Information Model to support these requirements.

A policy is-a i ) i j i G ent—of—the-BDMO—of—general goals and
acceptable procedur% A pollcy is deflned in terms of rulesthat are to be enforced (by the Dlrectory, if approprlate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific
responsibilities.
An Administrative Authority expresses DMO policy in terms of:

—  DIT Domain Policy;

— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 10.6.

NOTE — Clause 13 defines the system schema necessary to support the administration of collective attributes. Clausa 14 defines
framework for supporting subschema administration policies. Clause 16 defines a framework supporting access control policies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are described
in 10.7 which defines amodel for DSA administration.
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Finally, there are policies which relate to externa matters (such as bilateral agreements between DMOs) and are

therefore n

ot further described here.

A policy object is an entity with which apolicy is concerned (e.g. a subschema administrative areais a policy object).

A policy procedure is arule defining how a set of policy objects should be considered and what actions should be taken

(and under

what circumstances) as a result of this consideration (e.g. clause 14 defines subschema administration policy

procedures).

A policy p

rocedure is characterized by certain policy parameters which are subject to configuration (i.e. choice) by an

Administrative Authority.

Operationa attributes are used to represent policy parameters. The values of such an attribute form an expression of

some or al

of the policy parameter it represents.

The administration of a DIT Domain involves the execution of four functions related to different |aspects of

o I P L " "
104 j’/cblllb AUttt aAtrve aultlTiuritres

administration:

A specific

specific agpects of DIT Domain policy.

The term
allocation
implemen

naming administration;
subschema administration;
security administration;

collective attribute administration.

Administrative Authority is an Administrative Authority in its role-as the entity responsible|for one of these

Naming Authority (see clause 9) identifies the role of¢the” Administrative Authority as it pertains to the
of names and administration of the structure of these names. A role of the Subschema Authority is to
these naming structures in the subschema.

The term$ubschema Authority identifies the role of the Administrative Authority as it pertains to the establishment,
administrdtion and execution of the subschema policy‘controlling the naming and content of entrigs in a DIT Domain.

Clause 14{ describes Directory support of Subschema“Administration.

The termSecurity Authority (see ITU-T Rec. X.509] ISO/IEC 9594-8) identifies the role of the Adminigtrative Authority
as it pertgins to the establishment, administration and execution of a security policy governing the behaviour of the

Directory

The term

establishnpent and administration of-collective attributes (see 11.7) in a DIT Domain.

105 A
1051 A

Each entr
An autond
Administrd

vith respect to entries in a DIT Damain.

Collective Attribute Authority~identifies the role of the Administrative Authority as it pertains to the

dministrative areas and administrative points

utonomous administrative areas

in the DITis administered by precisely one Administrative Authority (which may operatg in different roles).
mous-administrative area is a subtree of the DIT whose entries are all administered by the same
itive ‘Authority.

The DIT Domainm may be partitioned Iito one or more Non-overiapping autonomous administrative areas.

The set o

f one or more autonomous administrative areas for which a DMO has administrative authority is its DIT

Domain. This is represented in Figure 5.

105.2  Specific administrative areas

In the same way that an Administrative Authority may operate in a specific role, entries in an administrative area may be
considered in terms of a specific administrative function. When viewed in this context, an administrative area is termed a
specific administrative area. There are four kinds of specific administrative area:

— subschema administrative areas;

— access control administrative areas;

— collective-attribute administrative areas;

— context default administrative areas.
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Autonomous
Area (AA)
Y

DIT

Dormaim

TISO3260-94/d05

Figure 5 — A DIT Domain

An autonomous administrative area may be considered as implicitly defining a single specific administrative area for
each specific aspect of administration. In this case, there is a precise correspondence between each such specific
administrafive area and the autonomous administrative area.

Alternativdly, for each specific aspect of administration, the autonomous administrative area may be partitioned into
non-overlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of the-autonomous administrative area is contained
in one and pnly one specific administrative area of that aspect.

A specific Administrative Authority is responsible for each specific administrative area. If, for a particular adninistrative
aspect, an putonomous administrative area is not partitioned, @specific Administrative Authority is responsiple for that
administrative aspect for the entire autonomous administrative area.

10.5.3 Ihner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within thepe kinds of
specific administrative areas may be defined:

a) torepresent alimited form af delegation; or

b) for administrative or operational convenience (e.g. where the administrative point of a subtree [sin aDSA
other than the one helding the entries within the subtree, that subtree may be designated as af inner area
to alow administration viathe local DSA).

An inner agiministrative area may be nested within another inner administrative area.

Inner areag represent.ar€as of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authoritieg of the\specific administrative areas within which they are contained, and aso by the Administrative
Authoritieq of the inner areas within which they are contained. The former authorities have overall control of fhe policies
regulating these entries while the latter authorities have (limited) control over those aspects of policy delegged to them
by the formes

The rules for nested inner areas, should they be permitted, must be defined as part of the definition of the specific
administrative aspect within which they are contained.

1054 Administrative points

The specification of the extent of an autonomous administrative area is implicit and consists of the identification of a

point in the DIT (the root of the autonomous administrative area’s subtrea)t@omous administrative point, from

which the administrative area proceeds downwards until another autonomous administrative point is encountered, at
which another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an autonomous administrative area is not partitioned for a specific aspect of administration, then the
administrative area for that aspect coincides with the autonomous administrative area. In this case, the autonomous
administrative point is also the specific administrative point for this aspect of administration.
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Where an autonomous administrative area is partitioned for a specific aspect of administration, then the specification of

the extent of each specific administrative area consists of the identification of the root of the specific administrative

area’s subtree, gpecific administrative point, from which the specific administrative area proceeds downwards until
another specific administrative point (of the same administrative aspect) is encountered, at which another specific
administrative area begins.

Specific administrative areas are always bounded by the autonomous administrative area they partition.

A particular administrative point may be the root of an autonomous administrative area and may be the root of one or
more specific administrative areas.

The specification of the extent of an inner administrative area (within a specific administrative area) consists of the
identification of the root of the inner administrative area’s subtregnenadministrative point. An inner administrative
area is bounded by the specific administrative area within which it is defined.

An administrative point corresponding to the root of an autonomous administrative area represents a DIT Domain
(and DSA) boundary. That is, its immediate superior in the DIT must be under the adminisjrative authority of
another DMD.

NOTE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areas.

An adminigtrative point is represented in the Directory information model by an entry holding. an“adminis}rativeRole
attribute. The values of this attribute identify the type of administrative point. This attribute is'defined in 13.3

Clauses 20[through 22 describe how administrative areas are mapped onto DSAs and the DSA information mpdel.

Figure 6 depicts an autonomous administrative area which has been partitioned into:twe specific administratiye areas for
a specific gspect of administration (e.g. access control). In one specific administrétiye area, a nested inner adiinistrative
area has bgen created (e.g. because the subtree is to be held in a different BSA from the remainder of the specific
administrafive area).

Figure 6 uges the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Poifpt) and IAP
(Inner Administrative point).

1055 Administrative entries

An entry located at an administrative point is an administrative entry. Administrative entries may have spetial entries,
called subgntries, as immediate subordinates. The administrative entry and its associated subentries are useql to control
the entries pncompassed by the associated administrative area.

Where inngr administrative areas are used, the secopes of these areas may overlap.

Therefore, ffor each specific aspect of admihistrative authority, a definition is required of the method of combination of
administratjve information when it is pessible for entries to be included in more than one subtree or subtreg refinement
associated With an inner area defined for-that aspect.

NOTE + It is not necessary for.an administrative point to represent each specific aspect of administrative authority. [Epr examp
there might be an administrative point, subordinate to the root of the autonomous administrative area, which is used for access

control purposes only.
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Figure 6 — Administrative Points and Areas
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10.6 DIT Domain policies

A DIT Domain policy has the following components: DIT policy objects, DIT policy procedures, and DIT policy
parameters.

An operational attribute that represents a DIT policy parameter is termed a DIT policy attribute (e.g. subschema
administration operational attributes defined in clause 13 are DIT Domain policy attributes).

For a particular DSA, the possible values of a policy parameter may not correspond to distinct, realisable courses of
action for that component. This may be the case, for example, when the DSA lacks the technical capability to perform al
aspects of the policy procedure (e.g. implement a particular access control scheme). To be well-defined, a policy
procedure must take such circumstances into account as part of its definition.

Specific DIT Domain policy objects and attributes are defined in clause 14 to support subschema administration.

10.7 DMD policies

A DMD palicy is a policy that pertains to the operation of one or more of the DSAs in the DMD. A"DMD [policy may
apply eitheg to al the DSAsin the DMD in a uniform manner, to a subset of the DSAs in the DMD,, or it may apply to
one specifig DSA.

One sort of DMD policy is to restrict or otherwise control the Directory and DSA abstract service providedl by one or
more DSAS.

Examples ¢f such restrictions are;

a Limiting the basic service provided to Directory (i.e. non-administrative) users to interrogatior) operations
only, in accordance with CCITT Recommendation F.500.,

k) Limiting the service provided to users accessing the DSA indirectly, via chaining, including fistinctions
based on whether the user request traversed a trusted‘path.

¢) Limitations on requests accepted from users acecessing the DSA directly when chaining is |required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous poin.

SECTION 5 — MODEL OF DIRECTORY ADMINISTRATIVE AND OPERATIONAL
INFORMATION

11 N odel of Directory Administrative and Operational I nformation

111 Definitions
For the purposes of thisDirectory Specification, the following definitions apply:

11.1.2 base (The root vertex of the subtree or subtree refinement produced by the evaluation off a subtree
specificatign.

11.1.3 chop: A set of assertions concerning the names of the subordinates of a base.

11.1.4 directory operational attribute: An operationa attribute defined and visible in the Directory Administrative
and Operational information model.

11.1.5 directory system schema: The set of rules and constraints concerning operational attributes and subentries.

11.1.6 entry: A Directory entry or extended Directory entry, depending on the context (either users and their
applications or administration and operation of the Directory) in which the term is used.

11.1.7 subentry: A specia sort of entry, known by the Directory, used to hold information associated with a subtree
or subtree refinement.

11.1.8 subtree: A collection of object and alias entries situated at the vertices of atree. The prefix "sub" emphasizes
that the base (or root) vertex of thistreeis usually subordinate to the root of the DIT.
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11.1.9 subtreerefinement: An explicitly specified subset of the entries in a subtree, where the entries are not located
at the vertices of asingle subtree.

11.1.10 subtree specification: The explicit specification of a subtree or subtree refinement. A subtree specification
consists of zero or more of the specification elements base, chop and specification filter. The definition is termed explicit
(in contrast to that of an administrative area) because the portion of the DIT subordinate to the base that is included in
the subtree or subtree refinement is explicitly specified.

11.2 Overview

From an administrative perspective, user information held in the DIB is supplemented by administrative and operational
information represented by:

— __ operational attributes, which represent information used to control the operation of the Directory (e.g.
access control information) or used by the Directory to represent some aspect of its |operation (e.g. time
stamp information); and

- subentries, which associate the values of a set of attributes (e.g. collective attributes) |with entries within
the scope of the subentry. The scope of a subentry is a subtree or subtreeyefinement.

This information, illustrated in Figure 7, may be placed in the Directory by administrative authorities|or by DSAs, and is
used by the Directory in the course of its operation.

Two mechanisms in the Directory abstract service that relate to this view of-Directory information arg:

- EntryinformationSelection has been extended to permit the.selection of operational attfibutes in an entry;
and

-{ thesubentries service control has been added to‘permit the list and search operations to apply either to
object and alias entries or to subentries.

Access to|operational information, as for user information,*may be limited by an access control mechanism.
Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that

ultimately hold them are not. The DSA information model, described in clauses 21 through 24, expregsses the mapping of
these entrjes onto the information repositories-of DSAs.
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Figure 7 — Model of Directory Administrative and Operational Information
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11.3 Subtrees

11.3.1 Overview

A subtree is a collection of object and alias entries situated at the vertices of a tree. Subtrees do not contain subentries.
The prefix "sub", in subtree, emphasizes that the base (or root) vertex of this tree is usualy subordinate to the root of
the DIT.

A subtree begins at some vertex and extends to some identifiable lower boundary, possibly extending to leaves. A
subtree is always defined within a context which implicitly bounds the subtree. For example, the vertex and lower
boundaries of a subtree defining a replicated area are bounded by a naming context. Similarly, the scope of a subtree
defining a specific administrative areais limited to the context of an enclosing autonomous administrative area.

11.3.2  Subtree specification

Subtree specification is the definition of a subset of the entries below a specified vertex which forms the base of the
subtree or subtree refinement.

The vertex|and/or the lower boundary of the subtree may be implicitly specified, in which case they-are determined by
the contextwithin which the subtree is used.

The vertex| and/or the lower boundary may be explicitly specified using the mechanism(specified in this glause. This
mechani s may also be used to specify subtree refinements which are not true tree structures.

NOTE + The topological concept of a (sub)tree is useful in considering such_specifications, although a particular specification
may defermine a collection of entries that aoe located at the vertices of a single (sub)tree. The sebtree fefinement is
preferrdd when the entries of the collection are not so located.

Specificatipn of a subtree consists of three optional elements of specification which identify the base of the subtree, and
then reduce the collection of subordinate entries. These elements of specification are:

a Base — The root vertex of the subtree or subtree refinement produced by the evalpation of a subtree
specification;

k) Chop — A set of assertions concerning the‘hames of the subordinate entries; and

c) Specification filter — A proper subset-0f‘ithe assertive capability of a filter applied to the subordinates.

©

The specification of a subtree or subtree refineément may be represented by the following ASN.1 type:

SubtreeSpjecification ::= SEQUENCE {

base [0] LecalName DEFAULT{},
COMPONENTS OF ChopSpecification,
spedificationFilter [4]%. Refinement OPTIONAL }

-- enjpty sequence specifies whole administrative area
The three|components_of.this sequence correspond to the three specification elements identified abpve.

Where a palue oBubtreeSpecification identifies a collection of entries that are located at the veiltices of a single
subtree, the collection is termed a subtree, otherwise the collection is termed a subtree refinement.

The SubtrgeSpecification type provides a general purpose mechanism for the specification of subtrees and subtree
refinements. Any particular use of this mechanism delines the specilic semantics of precisely what is specified and may
impose limitations or constraints on the componeng&ubtreeSpecification.

When each of the componentsSafbtreeSpecification is absent (i.e. a value of tygabtreeSpecification which is an
empty sequence{}), the subtree so specified is implicitty determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 8, for the case where subtrees are deployed within the context of administrative
areas.

11.33 Base
Thebase component oBubtreeSpecification represents the root vertex of the subtree or subtree refinement. This may

be an entry which is subordinate to the root vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).
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Figure 8 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas
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pecification component consists of a sat*of assertions concerning the names of the subordinates
a value of type ChopSpecifications

fication ::= SEQUENCE {
ificExclusions [1] SET OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName} OPTIONAL,
mum [2] BaseDistance DEFAULT 0,
mum [3] BaseDistance OPTIONAL }

s intended\to permit the specification of a tree structure (or subset thereof) starting at the b
pecific.excltsions and base distance.

a value of

b s omitted

bf a base. It

hse by two

Where any

attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated

by context,

the primary distingurshed value shall be Used as the value inthe RDN 1n LocalName.

11.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in
combination.

The chopBefore component defines alist of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to

the base.
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11.3.4.2 Minimum and Maximum

These components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below the base
as well as entries which are subordinate to entries that are maximum RDN arcs below the base. These distances are
expressed by values of the type BaseDistance:

BaseDistance ::= INTEGER (0 .. MAX)

A vaue of minimum equal to zero (the default), corresponds to the base. An absent maximum component indicates that
no lower limit should be imposed on the subtree or subtree refinement.

11.35  Specification Filter

The specificationFilter component consists of a proper subset of the assertive capability of a filter (see ITU-T
Rec X 511 LicONEC OEQA N ananliad o tha ol diuaat. af abaca Ol cntrioc far ol tha Frliar ol it -to true are
. . A |IWIII—\J\J\J\J_|' \J} le.lr.lllw LU SUVUTUTNTITALCO UT UL VOO, \Jllly CIMUITCO TUDN VIOl Uurne Tt UV UcaiTy

included inthe resulting subtree refinement. It consists of avalue of type Refinement:

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement}

A Refinemlent evaluates to TRUE asiif it were afilter making an equality assertionregarding values of the aftribute type
objectClags only.

114  Qperational attributes

There are three varieties of operational attribute: Directory operatianal“attributes, DSA-shared operational attfibutes, and
DSA-specific operational attributes.

Directory ¢perational attributes occur in the Directory infolmation model and are used to represent control {nformation
(e.g. access control information) or other information provided by the Directory (e.g. an indication of whethef an entry is
aleaf or ndn-leaf entry).

DSA-shared operational attributes occur only_imthe DSA Information Model, and are not visible at al in the Directory
Information Models.

DSA-specific operational attributes ocCur only in the DSA Information Model, and are not visible at al in the Directory
Information Models.

NOTE + These are described in clauses 19 through 20.

The definition and use.of.-each operationa attribute is a matter for specification in the appropriate Directory
Specificatipn.

11.5 Bntries

11.5.1 Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes
required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 13) applicable to the entry.

11.5.2 Accessto operational attributes
Although not normally visible, the directory operational attributes within entries may be made visible to authorized

(e.g. administrative) users of the directory abstract service. Certain operational attributes (e.g. entryACl, or
modify Timestamp) might also be available to ordinary users.
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11.6 Subentries

11.6.1 Overview

A subentry is a specia kind of entry immediately subordinate to an administrative point. It contains attributes that
pertain to a subtree (or subtree refinement) associated with its administrative point. The subentries and their
administrative point are part of the same naming context (see clause 17).

A single subentry may serve al or several aspects of administrative authority. Alternatively, a specific aspect of
administrative authority may be handled through one or more of its own subentries. At most one subentry is permitted
for a subschema administrative authority. Access control and collective attribute authorities may have several subentries.

A subentry is not considered in list and search operations unless the subentries service control is included in the
request.

A subentry[shall not have subordinates.
The structyre of a subentry corresponding to an administrative point is depicted in Figure 9.

A subentry|consists of:

-{ acommonName attribute, specified in ITU-T Rec. X.520 | ISO/IEC 9594-6 which contains the RDN of
the subentry;

- asubtreeSpecification attribute, specified in clause 13;

- anobjectClass attribute, specified in clause 12, which indicates the purpose(s) of the subentry in the
operation of the Directory;

- other attributes, depending on the values obtijectClass(attribute.

Subentrie$ may also contain operational attributes with appropriate semantics (see 11.6.4).

11.6.2 Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subgntries that may be
defined a§ immediate subordinates of a specific administrative entry.

NOTE - The value of this attribute might be selected to serve as a mnemonic to representatives of the Adninistrative Authority.

The commpnName attribute for a subentry may-not contain multiple distinguished values differentiated by context; only
asingle didtinguished value is permitted.
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Figure 9 — Structure of a Subentry
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Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the subtree
is concerned.

11.64 Useof the Object Classattribute

The content of a subentry is regulated by the values of the subenitjgtsClass attribute.

The objectClass attribute of all subentries shall contain the valubentry. Thesubentry object class is a structural
object class, defined in clause 13, used to includedhenonName, subtreeSpecification andobjectClass attributes

in all sube

ntries.

In order to regulate the remaining attributes, the other values afbihetClass attribute, representing the auxiliary
object classes allowed for the subentry, shall be used.
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bncompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute administration may be further
divided into nested inner areas for the same purposeadrhinistrativeRole attribute of the administrative entries for
each such inner administrative area shall indicate this by the presence of thd-aale@lectiveAttributelnnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a

subentry,

termed a collective attribute subentry, whose objectClass attribute has

the value

id-sc-collectiveAttributeSubentry, as defined in clause 13. A subentry of this class may be the immediate

subordinate of

an administrative entry whosadministrativeRole  attribute  contains

id-ar-collectiveAttributeSpecificAreaor id-ar-collectiveAttributelnnerArea.

the value

Where there are different entry collections within a given collective attribute area, each must have its own subentry.

The entry collection itself is defined by the value of¢hbtreeSpecification operational attribute of the subentry. This
value defines thescope of the collective attribute subentry. The user attributes of the subentry are the collective
attributes of the entry collection.
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NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object lemtries can
done in a manner that naturally extends the schema for these entries. For exampiganthationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the orgayittegion
creation of a subentry whose associated subtree is refined to includergeiyzationalPerson entries and which contains the
organization’s set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined to allo
collective attributes to become visible in the entries.

Collective attribute types and non-collective attribute types differ semantically. An attribute type capable of expressing

collective semantics must be designated as a collective attribute type at the time of its definition.
NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective attributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute defined in clause 13.

11.8 I hformation model for context defaults

An autonogmous administrative area may be designated as a context default specific administrative ar¢a in order
to deploy | and administer context defaults. This shal be indicated by the presence of |the value
id-ar-contgxtDefaultSpecificArea in the associated administrative entrgtiministrativeRole|attribute (i addition to
the presence of the valiear-autonomousArea, and possibly other values).

Such an gutonomous administrative area may be partitioned in order to depldyj and administer cpntext defaults in the
specific partitions. In this case, the administrative entries for each of the contéext default specific afeas are indicated by
the presence of the valiszar-contextDefaultSpecificArea in these entriesidministrativeRole attribute.

If an autopomous administrative area is not partitioned, there is a single specific administrative arep for context defaults
encompagsing the entire autonomous administrative area.

Context defaults are represented in the Directory Informatiomymodel by a subentry, tesomsektadefault subentry,
whoseobjgctClass attribute has the valud-sc-contextAssertionSubentry as defined in 13.7. A subentfy of this class
may be the immediate subordinate of an administrative entry wdubrsiistrativeRole attribute contains the value
id-ar-contg@xtDefaultSpecificArea.

The conteixt default subentry defines a set of context assertions, any one of which is applied wheneyer there is no context
assertion ppplicable to a given attribute type specified by the user when accessing the portion of t“\e DIT defined by the
subtreeSpgcification operational attribute of “the subentry. Application of default context asserfions is described

in 8.8.2.2,/and in 7.6.1 of ITU-T Rec. X.511.11ISO/IEC 9594-3.

SECTION 6 — THE DIRECTORY SCHEMA

12

|

ir ectory Sehema

12.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

12.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

12.1.2 directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is
manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrative area (or a
subschema specific partition thereof). The Directory schemais concerned only with Directory User Information.

12.1.3  (directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, object classes
and attribute types, syntaxes and matching rules which characterize the DIB entries within an autonomous administrative
area (or a subschema specific partition thereof).

12.1.4 DIT content rule: A rule governing the content of entries of a particular structural object class. It specifies the
auxiliary object classes and additional attribute types permitted to appear, or excluded from appearing, in entries of the
indicated structural object class.
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1215

12.1.6

12.1.7

12.1.8

DIT context use: A rule governing the context types that may be associated with attribute values of particular
attribute types. It specifies the permitted and the mandatory context types for the attribute type.

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to
subordinate entry relationship. A structure rule relates a name form, and therefore a structural object class, to superior
structure rules. This permits entries of the structural object class identified by the name form to exist in the DIT as
subordinates to entries governed by the indicated superior structure rules.

governing structure rule (of an entry): With respect to a particular entry, the single DIT structure rule that
appliesto the entry. Thisruleisindicated by the governingStructureRule operationa attribute.

n

ame form: A name form specifies a permissible RDN for entries of a particular structural object class. A

name form identifies a named object class and one or more attribute types to be used for naming (i.e. for the RDN).
Name forms are primitive pieces of specification used in the definition of DIT structure rules.

NOTE — Name forms are registered and have global scope. DIT structure rules are not registered and have the scope of the

administrative-areawitihrwitch ﬂlcy are-assocrated:
12.1.9 dhperior structure rule; With respect to a particular entry, the DIT structure rule ,geverning the entry’s
superior.
12.2 Qverview
The Directory Schema is a set of definitions and constraints concerning the structure of the DIT, the possible ways

entries arg
organizati
attributes

NOTE 1

Formally, t

a
b

e named, the information that can be held in an entry, the attributesused to represent that information and their
bn into hierarchies to facilitate search and retrieval of the information and the ways |in which values of
may be matched in attribute value and matching rule assertions!

— The schema enables the Directory system to, for example:
prevent the creation of subordinate entries of the wrong obje¢tclass (e.g. a country as a subordjnate of a person);

prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g. a serial number to a person’s
entry);

prevent the addition of an attribute value of a syntax not matching that defined for the attributettype (e.g. a printable
string to a bit string).

he Directory Schema comprises a set of:
Name Form definitions that define primitive naming relations for structural object classes;

DIT Sructure Rule definitions that define the names that entries may have and the ways in) which the
entries may be related to one another in the DIT;

DIT Content Rule definitionsthat extend the specification of allowable attributes for entries bgyond those
indicated by the structural object classes of the entries;

d Object Class definitions that define the basic set of mandatory and optional attributes that shall| be present,

and may be present, respectively, in an entry of a given class, and which indicate the kind of pbject class
that is being defined (see 7.3);

AttributeyType definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it isj collective
attribute, whether it is permitted to have multiple values and whether or not it is derived frpm another
atribute type;

f

Matching Rule definitions that define matching rules;

g

) DIT Context Use definitions that govern the context types that may be associated with attribute values of
any particular attribute type.

Figure 10 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory
entries, attributes, and attribute values on the other.

Figure 10 isinterpreted as follows:

36

— the items listed vertically on the left represent elements of schema,;

— the items listed vertically on the right represent instances of corresponding schema items, instantiated

according to the rules defined by these schema items;

— the relationship between items of schema is illustrated by the "uses" relationship;

— the relationship between instances of different aspects of schema is illustrated using the "belong to"

relationship.
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Figure 10 — Overview of Directoy

The Directpry Schema is distributed, like the DIB itsalf. It is manifested as'a set of non-overlapping subschemas each
governing [entries of an autonomous administrative area (or a subschema specific partition thereof). A [subschema
administrative authority establishes the rules and constraints constituting the subschema.

The subschema administrative authority may elect to use individual elements of the Directory Schema haying global

scope whi
rules). It

are defined in these Directory Specifications: name forms, object classes and attributes (types arjd matching
ay also choose to define aternatives to these.glements more appropriate to its own environment or it may
choose sonfe intermediate approach, using both standardised and proprietary schema elements.

The subschema administrative authority defines those schema elements whose scope is limited to the subsghema: DIT
structure riles, DIT content rules, and DIT context use. In addition, the subschema administrative authority may also
specify which matching rules are applicableto which attribute types.

The Directpry Schema is concerned only with directory user information. Although some support for the spegification of
operational| information is provided in the notation defined in this clause, the regulation of Directory Adminigtrative and
Operationd Information is the concern of the Directory System Schema.

NOTE 2 — The Directory 8ystem Schema is described in clause 13.

123  bject classdefinition

The definitjon of-an object class involves:

a) \.dndicating which classes this object classisto be a subclass of;

b) indicating what kind of object class is being defined;

¢) listing the mandatory attribute types that an entry of the object class shall contain in addition to the
mandatory attribute types of all its superclasses,

d) listing the optional attribute types that an entry of the object class may contain in addition to the optional
attributes of all its superclasses,

€) assigning an object identifier for the object class.

NOTE — Collective attributes shall not appear in the attribute types of an object class definition.

12.3.1 Subclassing

There are restrictions on subclassing, namely:

— only abstract object classes shall be superclasses of other abstract object classes.
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There is one special object class, of which every structural object class is a subclass. This object classis called top. top
is an abstract object class.

12.3.2 Theobject class attribute

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses to which the
entry belongs. The definition of this attribute is givenin 12.4.6. This attribute is multi-valued.

There shall be one value of the objectClass attribute for the entry’s structural object class and a value for each of its
superclassesop may be omitted.

An entry’s structural object classes shall not be changed. The initial valuesobjdbeClass attribute are provided by
the user when the entry is created.

Where auxiliary object classes are used, an entry may contain valuesbfetfi€lass attribute for the auxiliary object
classes and their superclasses allowed by a DIT content rule If 3 value for an allowed auxiliary object class is present,
then valugs for the superclasses of the auxiliary object class shall also be present.

Where theobjectClass attribute contains an object identifier value for an auxiliary object class, then the entry shall
contain the mandatory attributes indicated by that object class.

NOTE 1 - The requirement that tbéjectClass attribute be present in every entry is reflected.in the definitidq of

NOTE 2 — Because an object class is considered to belong to all its superclasses, each.member of the chain of superclasses up t
top is rgpresented by a value in thigectClass attribute (and any value in the chain may be matched by a filter).

NOTE 3 — Access Control restrictions may be placed on modification ebijeetClass attribute.

In conjunction with the applicable DIT content rules, the Directory enforces the defined object class for evéry entry in
the DIB. Any attempt to modify an entry that would violate the entry’s_object class definition that is not explicitly
allowed by the entry’s DIT content rule shall fail.

NOTE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry’s structural objett class definition and not permitted by the entry’s DIT content
rule being added to an entry of that object class;

b) an entry being created with one or more absent mandatory attribute types for an object class of the entry;
c) amandatory attribute type for the object class of the entry being deleted.

12.3.3  OQbject class specification

Object clagses may be defined as values of the @BJECT-CLASS information object class:

OBJECT-LASS ::= CLASS{
&Superclasses OBJECT-ELASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MahdatoryAttributes AJTTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {

[ SUBCLASS OF, &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAlY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClassKind ::= ENUMERATED {
abstract 0),
structural (1),
auxiliary  (2)}

For an object class which is defined using this information object class:
a) &Superclasses isthe set of object classes which are its direct superclasses,
b) &kind isitskind;
C¢) &MandatoryAttributes isthe set of attributes which entries of that class must contain;

d) &OptionalAttributes is the set of attributes which entries of that class may contain, except that if an
attribute appears in both the mandatory and optional sets, it shall be considered mandatory;

€) &id istheobject identifier assigned toit.
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The object classes previously mentioned (top and alias) are defined below:

top OBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN {objectClass }
ID id-oc-top }
alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }

NOTE — The object classlias does not specify appropriate attribute types for the RDN of an alias entry. Administrative

Authorities may specify subclasses of the ckgs which specify useful attribute types for RDNs of alias entrie

S.

124 Attributetype definition
The definitjon of an attribute type involves:

a) optionaly indicating that the attribute type is a subtype of a previously defined attribute typg, its direct

supertype;

b) specifying the attribute syntax for the attribute type;

c¢) optionaly indicating the equality, ordering and/or substring matching rule(s) for the attribute type;

d indicating whether an attribute of this type shall have only one or may-have more than one valye;

g) indicating whether the attribute type is operational or user;

f])  optionally indicating that a user attribute typeis collective;

optionally indicating that an operational attribute is notusér modifiable;

:j; for operational attributes, indicating the application;

i] assigning an object identifier to the attribute type:
1241  Qperational attributes
Some opgrational attributes are under direct user control. In other cases the operational attribute’q values are controlled
by the Dirgctory. In the latter case, the definition of the operational attribute shall indicate that no yser modifications to
the attribute values are permitted.
The specification of an operational atttibute type shall indicate its application, which shall be one of the following:

- Directory operational attribute (e.g. access control attributes);

- DSA-shared operational attribute (e.g. a master-access-point attribute);

- DSA-specificroperational attribute (e.g. a copy-status attribute).
12.4.2  Attribute higkar chies
An attribute hierarchy shall contain either user attributes or operational attributes but not both. If follows that a user
322?::&;?31" not be derived from an operational attribute and that an operational attribute shall not be derived from a

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1

data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct, supertype

the indicated syntax must be compatible with the supertype’s syntax, i.e. every possible value sat
syntax must also satisfy the supertype’s syntax.

isfying the attribute’s

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to

the subtype, unless extended or modified in the definition of the subtype. A matching rule defined
not be removed when defining a subtype.
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12.4.3 Collective attributes

An operational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries of

an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

12.4.4  Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax

isused for every value of this attribute type.

1245 Matchingrules

Equality, ardering and substrings matching rules may be indicated in the attribute type definition. The sane matching
rule may be used for one or more of these types of matches if the semantics of the rule allows for more-than gne of these

different types of matches.
NOTE 1 — This fact must be reflected in the definition of the indicated matching rule.

If no equality matching ruleisindicated, the Directory:

conform with the data type or any other rule indicated for the attribute;

) doesnot permit the attribute to be used for naming;

c) doesnot allow individual values of multi-valued attributes to e added or removed,;
d doesnot perform comparisons of values of the attribute;

¢) will not attempt to evaluate AVAs using values of such an attribute type.

If an equality matching rule isindicated, the Directory:
that of the attribute from which the attribute is derived);

concerning the attribute;

c) will only match a presentedivalue of a suitable data type as specified in the attribute ty}

NOTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion g
syntax ¢f the attribute type.

If no orderjng matching rule igiRdicated, the Directory shall treat any assertion of an ordering match using
provided by the Directory Abstract Service as undefined.

If no substrings matching rule is indicated, the Directory shall treat any assertion of a substring match using
provided by the DireCtory Abstract Service as undefined.

An attribute type)shall only specify matching rules whose definition apply to the attribute’s attribute s

a treats values of this attribute as having type ANY, i.e. the Directory may not check that those values

a) treatsvalues of this attribute as having theitype defined in the & Type field in the attribute’s glefinition (or

B) will use the indicated equality matching rule for the purpose of evaluating attribute value assertions

pe definition.
yntax diffeeent from th

the syntax

the syntax

yntax.

12.4.6 Attrtbutedefimition
Attributes may be defined as values of MI@RIBUTE information object class:

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type ]
[ EQUALITY MATCHING RULE &equality-match ]
[ ORDERING MATCHING RULE &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]

ID &id }

AttributeUsage ::= ENUMERATED {
userApplications 0),
directoryOperation 2),

A

i ihutadO t1 (2
distributedOperation

dSApperation 3)}

For an attripute which is defined using this information object class:

a

o

- Q@ Q O

=Q

j

The attribyte types defined in the 1988 editioh)of this Directory Specification which are known to and U
Directory fpr its own purposes are defined asfollows:

objectClags ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

NOTE

The mnfr‘hing rules referred-toin these definitions-are themselves defined in 12 5.2

\=/

&derivation isthe attribute, if any, of which it is a subtype;
&Type isits attribute syntax. This shall be an ASN.1 type, but not a type that ¢entains an Embg
&equality-match isits equality matching rule (if any);

&ordering-match isits ordering matching rule (if any);

&substrings-match isits substrings matching rule (if any);

&single-valued is TRUE if it issingle valued, and fal se otherwise;

&collective isTRUE if it is a collective attribute, and false otherwise;

&no-user-modification is TRUE if it isan operational attribute which cannot be modified by t

&usage indicates the operational usage of thetattribute. userApplications means it is a us
directoryOperation, distributedOperation,.‘@d dSAOperation mean it is a directory, dis
DSA-operational attribute respectively;

&id isthe object identifier assigned tolit.

eddedPDV;

e user;

br attribute,
ributed, or

sed by the

The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for Directory
operations and semantically should be defined as operational. This is because these attributes were defined as user
attributes before the operational attribute concept and must remain as user attributes to facilitate interworking between
systems implementing different editions of this Directory Specification.

125 Matching rule definition

125.1 Overview

The definition of amatching rule involves:

a)
b)

defining the syntax of an assertion of the matching rule;

specifying the different types of matches supported by the rule;
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¢) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

d) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e. the assertion component of the attribute value
assertion) is the matching rule’s assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntax to which the matching rule may apply. A definition of a matching rule for use with attributes with different
ASN.1 syntaxes shall specify how matches shall be performed.

The appligability of defined matching rules to the attributes contained in a subschema specification (over and above the
matching [rules used in the definition of these attribute types) is indicated through the “subschema specification
operationgl attributenatchingRuleUse, defined in 14.7.7.

125.2 Matchingruledefinition
Matching fules may be defined as values ofMldd CHING-RULE information object class:

MATCHING-RULE ::= CLASS {
&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {

[ SYNTAX &AssertionType ]

ID &id }

For a matg¢hing rule which is defined using this informatian.object class:

d) &AssertionType is the syntax for an assertion using this matching rule; if it is omitfed, the assertion
syntax is the same syntax as that of the attribute the rule is applied to;

b) &id is the object identifier assigned to it.
Theobject|dentifierMatch matching rule is dé&fined as follows:

objectldentifierMatch MATCHING-RULE ::= {
SYN[TAX  OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A presented value of typeobject identifier matches a target value of type object identifier if and only if they both have
the same| number of sintegral components and each integral component of the first is equal §o the corresponding
componerjt of the-~second. This matching rule is inherent in the definition of the ASN.1 typg¢ object identifier.
objectldentifierMatch”is an equality matching rule.

ThedistinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX  DistinguishedName
ID id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are
true:

a) the number of RDNs in each is the same;
b) corresponding RDNs have the same numbeattiofbuteTypeAndValue;

c) correspondingittributeTypeAndValue (i.e. those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distinguishedNameMatch is an equality matching rule.
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12.6 DIT structure definition

12.6.1 Overview

A fundamental aspect of the Directory schema is the specification of where an entry of a particular class may be placed
in the DIT and how it should be named, considering:

— the hierarchical relationship of entries in the DIT (DIT structure rules);

— the attribute or attributes used to form the RDN of the entry (name forms).

12.6.2 Nameform definition

The definition of a name form involves:

a) specifying the named object class;

) indicating the mandatory attributes to be used for the RDNs for entries of this object class where this
name form applies;

c¢) indicating the optional attributes if any that may be used for the RDNs for_entries ¢f this object class
where this name form applies;

d) assigning an object identifier for the name form.

If different] sets of naming attributes are required for entries of a given structurat-object class, then g nhame form must be
specified for each distinct set of attributes to be used for naming.

Only strugtural object classes are used in name forms.

For entries of a particular structural object class to exist in a portion:of the DIB, at least one namg form for that object
class shal| be contained in the applicable part of the schema. The’schema contains additional namg forms as required.

The RDN fattribute (or attributes) need not be chosen from thelist of permitted attributes of the structural object class as
specified in its structural or alias object class definition.

NOTE + Naming attributes are governed by DIT content rulés'and DIT context use in the same way as othefr attributes.
A name fgrm is only a primitive element of the full specification required to constrain the form of the PIT to that

required by the administrative and naming authoritiesthat determine the naming policies of a given region pf the DIT.
The remair)ing aspects of the specification of DIT striacture are discussed in 12.6.5.

12.6.3 Nameform specification
Name forms may be defined as values of the NAME-FORM information object class:

NAME-FORM ::= CLASS {
&namedObjectClass ,OBJECT-CLASS,
&MahdatoryAttributes” ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {
NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes
[ ANP.OPTIONALLY &OptionalAttributes ]

ID i)

For aname form which is defined using this information object class:
a) &namedObjectClass isthe structural object classit names;
b) &MandatoryAttributes isthe set of attributes which must be present in the RDN of the entry it governs;
Cc) &OptionalAttributes isthe set of attributes which may be present in the RDN of the entry it governs;
d) &id istheobjectidentifier assigned toit.
All attribute types in the mandatory and optional lists shall be different.

12.6.4 Thestructural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural object
class superclass chain represented in the subschema.
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Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entiytectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

12.6.5 DIT structureruledefinition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure
rules permitting several types of entries within the subtree.

A DIT str

ture-rle-definition-includes:

3
b

C

The set o
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an integer identifier which is unique within the scope of the subschema;
an indication of the name form for entries governed by the DIT structure rule;

the set of allowed superior structure rules, if required.

f DIT structure rules for a subschema specify the forms of distinguished/names for ent
a.
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until a subschema subentry has been added.

If an entry is converted to a new subschema administrative point, then the governing structure rule of all entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

12.6.6 DIT structurerule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
-- must be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules SET OF Ruleldentifier OPTIONAL }
Ruleldentifier ::= INTEGER
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The correspondence between the parts of the definition, as listed in 12.6.5, and the various components of the ASN.1
type defined above, is asfollows:

a) theruleldentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed by the
DIT structurerule;
¢) thesuperiorStructureRules component identifies permitted superior structure rules for entries governed

by the rule. If this component is omitted, then the DIT structure rule applies to a
administrative point.

subschema

The STRUCTURE-RULE information object classis provided to facilitate the documentation of DIT structure rules:

STRUCTURE-RULE ::= CLASS{
&nameForm NAME-FORM,

&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,

&id
WITH SYN
NAM
[SU
ID

12.7 O

1271

A DIT con
of an optio
included in

A DIT con
a
b

C

For any vé

Every enti
of the entr

If no DIT
permitted

d optionaly, an indication of the aptional attributes, over and above those called for by the st

Ruleldentifier }
TAX {
E FORM &nameForm
PERIOR RULES &SuperiorStructureRules ]
&id }
IT content ruledefinition
verview
ent rule specifies the permissible content of entries of a particular structural object class viatheid
hal set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attribu

DIT Content rulesif they are to be permitted in an entry.

ent rule definition includes:

an indication of the structural object class to which-it applies;

auxiliary object classes, required for.entries governed by the DIT content rule;

auxiliary object classes, permitted for entries governed by the DIT content rule;

optionally, an indication-of*optional attribute(s) from the entry’s structural and auxiliary
which are precluded.from appearing in entries governed by the rule.

llid subschema specification, there is at most one DIT content rule for each structural objg

y'sstructuralObjectClass attribute.

contentrule is present for a structural object class, then entries of that class shall conta|
by the structural object class definition.

The DIT ¢

optionally, an indication of the auxiliary object’classes allowed for entries governed by the rulg;

entification
tes shall be

optionally, an indication of the mandatory, attributes, over and above those called for by the stijuctural and

uctural and

object classes

ct class.

y in the DIT is\governed by at most one DIT content rule. This rule may be identified by ¢xamining the value

in only the attributes

bntent rules of superclasses of the striictural ohject class for an entry do nat apply ta that

entry.

As a DIT content rule is associated with a structural object class, it follows that all entries of the same structural object
class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry’'sobjectClass attribute.

An entry’s content must be consistent with the object classes indicatetbjeitsClass attribute in the following way:

mandatory attributes of object classes indicated bylfeetClass attribute shalblways be p
entry;

resent in the

optional attributes (not indicated as additional optional or mandatory in the DIT content rule) of auxiliary
object classes indicated by the DIT content rule may only be presentlfjtheClass attribute indicates

these auxiliary object classes.
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Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in aDIT

content rule.

12.7.2

DIT content rule specification

The abstract syntax of aDIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET OF OBJECT-CLASS.&id OPTIONAL,

mandatory [1] SET OF ATTRIBUTE.&id OPTIONAL,

optional [2] SET OF ATTRIBUTE.&id OPTIONAL,

precluded [3] SET OF ATTRIBUTE.&id OPTIONAL }
The correspondence between the parts of the definition, as listed in 12.7.1, and the various components of the ASN.1
type defingd above, is asfollows:

a thestructuralObjectClass component identifies the structural object class to which the DIT ¢ontent rule
applies;

b) the auxiliaries component identifies the auxiliary object classes allowed for an\entry to which the DIT
content rule applies;

c¢) the mandatory component specifies user attribute types which an entry to which the DIT ¢ontent rule
applies shall contain in addition to those which it shall contain accerding to its structural and auxiliary
object classes;

d theoptional components specify user attribute types which an exitry to which the DIT content fule applies
may contain in addition to those which it may contain according to its structural and auxifiary object
classes;

g) the precluded component specifies a subset of th& optional user attribute types of the strlictural and
auxiliary object classes which are precluded from‘an entry to which the DIT content rule appligs.

The CONTENT-RULE information object classis provideditofacilitate the documentation of DIT content rules:
CONTENT{RULE ::= CLASS {

&strlicturalClass OBJECT-CLASS.&id  UNIQUE,

&Aukiliaries OBJECT-CLASS OPTIONAL,

&Mahdatory ATTRIBUTE OPTIONAL,

&Optional ATTRIBUTE OPTIONAL,

&Prgcluded ATTRIBUTE OPTIONAL }
WITH SYN[TAX {

12.8

STRUCTURAL OBJECT-CLASS &structuralClass
[ AUKILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAlY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

Context type definition

The definition of a context type involves:

1281

a)
b)
<)
d)

e)

specifying the syntax of the context;
specifying the syntax of a context assertion;
defining the semantics of the context;
specifying how matches are done; and

assigning an object identifier to the context type.

Context Value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.
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12.8.2 Context definition

Contexts are defined using the CONTEXT information object class:

CONTEXT ::= CLASS {
&Type,
&Assertion OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX  &Type
[ ASSERTED AS &Assertion ]

ID

&id }

If the &Assertion is omitted, the context assertion syntax isthe same as & Type.

When a copte

is evaluateql.

ITU-T Regl X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

12.9 DIT Context Usedefinition

129.1 Qverview

A DIT Context Use is a specification provided by the subschema administrativve)authority to specify the permissible
context types that may be stored with an attribute, and the mandatory context types that shall be stored with an attribute.

A DIT Corftext Use definition includes:

a

b

an indication of the attribute type to which it applies;

optionally, an indication of the mandatory coentext types that shall be associated with vdues of the
attribute type whenever the attribute is stored;

optionally, an indication of the optional context types that may be associated with values of the attribute
type whenever the attribute is stored.

If no DIT Context Use definition is present for@,given attribute type, then values of attributes of that type shall contain
no context [lists. For a given subschema administrative area, there can be only one DIT Context Use for a givien attribute
type. A DI Context Use may be defined to apply to al attribute types, in which case it shall be the only OIT Context

Use in the gubschema.
129.2 DIT Context Use specification
The abstragt syntax of a DLT ‘€ontext Use is expressed by the following ASN.1 type:

DITContextUse ::=,SEQUENCE {

attriputeType ATTRIBUTE.&id,
mangatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optignalContexts [2] SET OF CONTEXT.&id OPTIONAL }

The correspondence between the parts of the definition, as listed in 12.9.1, and the various components of the ASN.1
type defined above, is asfollows:

a)

b)

0)

the attributeType component identifies the attribute type to which the DIT Context Use applies, or any
attribute type (id-oa-allAttributeTypes);

the mandatoryContexts component specifies context types that shall be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist
without context lists;

the optionalContexts component specifies context types that may be associated with an attribute value of
the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present, then
al attribute values shall appear with the mandatory context types and no others. If this is omitted and
mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute type;
that is, attribute values of the given attribute type shall not have associated context lists.
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The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context

Userules:

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]

[ OPTIONAL CONTEXTS &Optional 1}

13 Directory System Schema

131 q

The Direct
needs to K
attributes.

NOTE

Formally,

a

The comp

Dverview

bry System Schema is a set of definitions and constraints concerning the information that 'the Dir¢
now in order to operate correctly. This information is specified in terms of subentries and

The system schema enables the directory system to, for example:

prevent the association of subentries of the wrong type with administrative)entries (e.g. the cr
subentry subordinate to an administrative entry defined only as a security,administrative entry);

prevent the addition of inappropriate operational attributes to an\entry or subentry (e.g. a §
attribute toa person’s entry).

he Directory System Schema comprises a set of:

Object class definitions that define the attributes\that shall or may be present in a
class;

Operational Attribute Type definitions that specify the characteristics of operational at
used by the Directory.

ete definition of an operational attributelincludes a specification of the way in which the D,

appropria

) provides or manages, the attributenii’ the course of its operation.

pctory itself
operational

pation of a subschema

Lbschema operational

subentry of a given

ributes known and

rectory uses and (if

The Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of

the syste

The Directory System Schema defined in this Directory Specification is an integral part of the Dire
Each DSA participating in a directory system requires a full knowledge of the system schem
Administrative Authority. Theysystem schema for an Administrative Area may be defined by

Authority

The Direc
defined, a

Certain ag

schema that will apply for those portions of the DIB administered by the authority.

sing the notation defined in this clause.

ory SystemySchema is not regulated by DIT structure or content rules. When an elemen
specification of how it is used and where it appears in the DIT is provided.

pects of the directory system schema are specified in the following subclauses.

ctory System itself.
h established by its
he Administrative

[ of system schema is

The direc

v System schema required to support directory distribution is specified in clauses 21 thr

ugh 24.

13.2 System schema supporting the administrative and oper ational infor mation model

Although subentry andsubentryNameForm are specified using the notation of clause 12, subentries are not regulated
by DIT structure or DIT content rules.

13.21 The Subentry object class

Thesubentry object class is a structural object class and is defined as follows:

subentry OBJECT-CLASS ::={

SUB

CLASSOF {top}

KIND structural
MUST CONTAIN {commonName | subtreeSpecification }

ID

48

id-sc-subentry }
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13.22 The Subentry nameform

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute;

subentryNameForm NAME-FORM ::= {
NAMES subentry
WITH ATTRIBUTES { commonName }

ID

id-nf-subentryNameForm }

No other name form shall be used for subentries.

13.2.3 The Subtree Specification operational attribute

The subtre

subtreeSp
WITH
SING
USA
ID

bcification ATTRIBUTE ::= {

H SYNTAX  SubtreeSpecification

LE VALUE TRUE

GE directoryOperation
id-oa-subtreeSpecification }

This attribute is present in all subentries.

133

[da)

The Admi
attribute to

The admin

administrg
WITH
EQU
USA
ID

The values

id-ar-autor
id-ar-acceg
id-ar-acces
id-ar-subs
id-ar-colle
id-ar-colle
id-ar-conte

lystem schema supporting the administrative model

nistrative Model defined in clause 10 requires that administrative entries contain an adminis
indicate that the associated administrative areais concefed with one or more administrative roles

strativeRole operational attribute is specified as follows:

tiveRole ATTRIBUTE ::= {

H SYNTAX OBJECT-CLASS.&id
ALITY MATCHING RULE objectidentifierMatch
GE directoryOperation

id-oa-administrativeRole }
of this attribute defined by thi's Directory Specification are:

omousArea
sControlSpecificArea
sControlinnerArea
chemaAdminSpecificArea
tiveAttributeSpecificArea
CtiveAttributelnnerArea
xtDefaultSpecificArea

trativeRole

The semantics of these values are defined in clause 11.

The administrativeRole operational attribute is also used to regulate the subentries permitted to be subordinate to an
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordinate to
the administrative entry.

134 System schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (i.e. are not
held within an entry), but may be thought of as 'virtual’ attributes, representing information which is derivable (e.g. from
existing operational attributes, their values, and other information). Such virtual attributes are valid for all entries within
an administrative area. This has the effect that these subschema operational attributes appear to be present in every entry.
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1341 Timestamps

Thecreate

Timestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }

The modifyTimeStamp indicates the time that an entry was last modified:

ated or last

ec. X.520 |

entry:

modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modify Timestamp }
The subschemaTimestamp indicates the time that the subschema subentry for’the entry (see 14.3) was crg
modified. If isavailable in every entry:
subschempTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per41.3 b) or c¢) of ITU-T Rec. X.680.] ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO WSER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }
The generplizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T R
| SO/IEC 9594-6.
13.4.2 Hntry Modifier operational attributes
The creatofrsName operationalattribute indicates the distinguished name of the Directory user that created an
creatorsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY. MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO YSER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the

entry:

modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

These operational attributes shall use the primary distinguished name.

50
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13.4.3 Subentry identification operational attributes

The subschemaSubentry operational attribute identifies the subschema subentry that governs the entry. It is available
in every entry:

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

The accessControlSubentry operational attribute identifies all access control subentries that affect the entry. It is
available in every entry.

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO YSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

The collectiveAttributeSubentry operational attribute identifies all collective attribute subentries that affect the entry. It
isavailablgin every entry:

collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO YSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

Tlhe contextDefaultSubentry operational-attribute identifies all context default subentries that affegt the entry.
Itisavailablein every entry:

contextDefaultSubentryList ATTRIBUTE i:= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO YSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

13.4.4 Has Subordinates operational attribute

The hasSubafdinates operat|onal attribute mdlcates whether any subord| nate entrles eX|st below the entry
attribute. A hat no gihardinates exist.

If this attri bute is absent, no mformatlon is provided about the eX|stence of subordinate entries. The attribute WI||
ordinarily disclose the existence of subordinates even if the immediate subordinates are hidden by access controls —

prevent disclosure of the existence of subordinates the operational attribute itself must be protected by access controls.

NOTE — A value ofTRUE may be returned when no subordinates exist if all possible subordinates are available only through a
non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries.

hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

ITU-T Rec. X.501 (1997 E) 51


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

135 System schema supporting access contr ol

13.5.1 Accesscontrol subentries

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of atype consistent with the value of
theid-sc-accessControlScheme attribute of the corresponding access control specific point.

13.6 System schema supporting the collective attribute model

Subentriessupporting collective attribute specific or inner administrative areas are defined as follows:

collectiveAttributeSubentry OBJECT-CLASS ::= {
KINI auxiliary
ID id-sc-collectiveAttributeSubentry }

A subentry|of this object class shall contain at least one collective attribute.

Collective fattributes contained within a subentry of this object class are conceptually available for interrggation and
filtering at| every entry within the scope of the subenteyibtreeSpecification attribute, but are administered via the
subentry.

ThecollectiveExclusions operational attribute allows particular collectiveattributes to be excluded fram an entry:

collectivefixclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The OBJECT IDENTIFIER valueid-oa-excludeAllCallectiveAttributes may be used, by its presence as a value of the
collectiveHxclusions attribute, to exclude all collective attributes from an entry.

13.7 Jystem schema supporting-context assertion defaults
Subentrie$ providing default values for context assertions are defined as follows:

contextAssertionSubentry OBJECT-CLASS ::= {

KINO auxiliary
MUST CONTAIN {eontextAssertionDefaults}
ID idtsc-contextAssertionSubentry }

A subentry of this\object class shall contaitoatextAssertionDefaults attribute:

contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being
accessed, as described in 8.8.2.2.

NOTE - TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |
ISO/IEC 9594-3.
13.8 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.
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The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole attribute, that the attributes within the subentry are consistent with the values of the subentry’s
objectClass attribute.

The value of theadministrativeRole attribute may be modified to permit classes of subentries to be subordinate to the
administrative entry that are not yet present. The value cfdiinénistrativeRole attribute shall not be modified so as to
cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are
correct.

139 System schema for first-level subordinates

The Direcfory enforces the following rules and constraints on entries created immediately subordinate to the DIT root:

All such entries shall be created as administrative point entries.

The object class and naming attributes of such entries shall be as ‘specified in QCITT Rec. X.660 |
ISO/IEC 9834-1.

14

| |

ir ectory schema administration

14.1 Qverview

The overdll administration of the directory schema of the global DIT is realized through independgnt administration of
the subschemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

Coordinatfon of the administration of the directory_ schema at boundaries between DIT Domains is @ subject for bilateral
agreemenit between DMOs and is beyond the seope of this Directory Specification.

The subsghema administrative capabilities. defined in this clause for the purpose of managing a DIT|domain include:
1) creation, deletion and modification of subschema subentries;

2) support of the publication mechanism for the purpose of permitting DSAs to include dchema information
in operational binding protocol exchanges and DUASs to retrieve subschema information via DAP;

3) subschema regdlation for the purpose of ensuring that any modify operations wi|l be performed in
accordance . with the applicable subschema specification.

14.2

-

olicy objects

A subschania’policy object may be one of the following:

— asubschema administrative area;
— an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.

An autonomous administrative area may be designated as a subschema specific administrative area in order to administel
the subschema. This shall be indicated by the presence of theidalaesubschemaAdminSpecificArea in the
associated administrative entry’administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the valdeoa-subschemaAdminSpecificArea in these entriesadministrativeRole

attributes.
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4.3 Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

— aDIT structure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their governing
DIT structure rule. This parameter is represented bylitf@ructureRules andnameForms operational
attributes;

— aDIT content parameter: used to define the type of content of object and alias entries contained within the
subschema administrative area and to store information about obsolete DIT content rules which the
Directory may have used in determining the content of some entries. This parameter is represented by the
dITContentRules, objectClasses, attributeTypes, contextTypes, and dITContextUse operational
attributes;

- amatching capability parameter: used to define the matching capabilities supported,by matching rules as
applied to the attributes types defined in a subschema administrative area. This/parameter is represented
by thematchingRules andmatchingRuleUse operational attributes.

A single subschema subentry is used by the subschema authority to administer @he" subschema for the subschemsa
administrdtive area. For this purpose, the subschema subentry contains the operational attributes fepresenting the policy
parametells used to express subschema policiessuliteeeSpecification attribute of‘a subschema [subentry shall

specify thé whole subschema administrative area, i.e. it shall be an empty seguence.

The subsghema subentry is specified as follows:

subschemp OBJECT-CLASS ::= {

KINI auxiliary

MAY| CONTAIN  {
dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse }
ID id-soc-subschema‘}

The opergtional attributes of the subschema subentry are defined in 14.7.

14.4 Rolicy procedures

There are|two policyprocedures associated with subschema administration:

a subschema modification procedure;

an entry modification procedure.

145 Subschema modification procedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A subschema authority may also create new subschema areas, or remove existing subschema areas by creating o
removing subschema subentries, respectively.

Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information shall
be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types and
matching rules that are referenced (directly or indirectly) bylIEStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.
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The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e. assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules creating
inconsistencies in the DIB, otherwise the appropriate active rule may be modified directly. The Directory permits
deletion of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete schema can
be identified and repaired before the obsolete subschema operational attribute is deleted.

It is the respenrsHH i HAFSERE H# HAte i es-with the active
subschemd| by means of the Directory abstract service, or by other Iocal means. Th|s may be done at the-conyenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistententries should be
done. Howpver, deletion of obsolete rules prior to the location and repair of inconsistent entries will ./make thils task more
difficult.

146  Hntry addition and modification procedures

The Directpry executes entry addition and modification procedures whenever a new/entry is added to thg DIT or an
existing entry is modified. The Directory must determine whether the proposed operation would violate a|subschema

policy.

In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active D|T structure
and DIT cgntent rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

The Directpry enforces active rules when requested to modify the DIB. If an entry is inconsistent with its agtive rule, a
request to [modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce a new
inconsistericy. A request which introduces a new inconsistency shall fail.

For any vdid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory detgrmines this
most suboridinate structural object class from the objectClass attribute values provided and permanently gssociates it
with the entry via the entry'structuralOpjectClass attribute.

When an|entry is created, values of titgectClass attribute shall be provided so that the contenf of the entry is
consisteny with the DIT content rule governing the entry. In particular, where a value afj#leeClags attribute

identifies @ particular object.class having superclasses othetofnatien values for all of these superclasses must also
be provided. Otherwise:the Directory operation creating the entry shall fail.

Directory bisers may-subsequently add or delete values objbetClass attribute for the auxiliary objeci classes of an

entry. The content of an entry shall remain consistent with the DIT content rule governing the entry following a change
to the valles.of thebJectCIass attrlbute In partlcular where a value of thgectCIass attribute identifie$ a particular

object clad : eldsses must also be
added or deleted except Where such superclasses are also present in the superclass chains associated with other valu
not being added or deleted respectively.

14.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

— present in the subschema subentry. The values of these attributes are administered via Directory modify
operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.

The ASN.1 parameterized ty@érectoryString { ub-schema }, used in the following definitions, is defined in ITU-T
Rec. X.520 | ISO/IEC 9594-6.
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TheintegerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also defined
in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human readable name components and a description component are optionally
allowed as components of a number of the subschema policy operational attributes defined in the following subclauses.

A number of subschema policy operational attributes defined in the following clauses contain an obsolete component.
This component is used to indicate whether the definition is active or obsolete in the subschema administrative area.

14.71 DIT Structure Rules operational attribute

The dITStructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription

EQUALITY MATCHING RULE integerkirstComponentMatch

USAGE directoryOperation

ID id-soa-dITStructureRule }
DITStructureRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

namg [1]  SET OF DirectoryString { ub-schema } OPTIONAL,

desdription DirectoryString { ub-schema } OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE }

The dITStrpctureRules operational attribute is multi-valued; each value defines one'DIT structure rule.

The compg

1472 O

The dITCoptentRules operationa attribute defines the DIT content rules which are in force within a subscl

IT Content Rules operational attribute

nents of dITStructureRule have the same semantics as the corresponding ASN.1 definitionin 12.6.

hema. Each

value of th¢ operational attribute is tagged by the object identifigr’of the structural object class to which it perfains:

dITContenfRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id<sea-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

namg [4]«. SET OF DirectoryString { ub-schema } OPTIONAL,

desdription DirectoryString { ub-schema }OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE }
The dITCoptentRules operational attribute is multi-valued; each value defines one DIT content rule.

The compd

1473 N

| atching Rules operational attribute

nents of \diFContentRule have the same semantics as the corresponding ASN.1 definitionin 12.7.2.

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRules }
MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,

description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DirectoryString { ub-schema}}

56
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Theidentifier component of avalue of the matchingRules attribute is the object identifier identifying the matching rule.

The description component contains a hatural language description of the algorithms associated with the rule.

Theinform

ation component contains the ASN.1 definition of the assertion syntax of the rule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the ASN.1
types defined in the Directory modules, then the last UserDefinedConstraintParameter of the constraint shall be an actual
parameter whose governing type is SyntaxConstraint and whose value is the object identifier assigned to the constraint.

SyntaxConstraint ::= OBJECT IDENTIFIER

NOTE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X680
UserDefinedConstraintParameter is defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.

NOTE 3

The match

1474 A

The attribu

attributeTy

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectldentifierFitstComponentMatch

USAGE directoryOpetration

ID id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

namg SET OF DirectoryString { ub-schema} OPTIONAL,

desgription DirectoryString { ub-schema} OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypelnformation }

Theidentifier component of @value of the attributeTypes attribute is the object identifier identifying the attri

— A typical ASN.1 definition is simply a Type name.

ngRules operational attribute is multi-valued; each value describes one matching rule.
ttribute Types operational attribute

teTypes operational attribute specifies the attribute types used within a subschema:

pes ATTRIBUTE ::= {

The attribyteTypes operational attribute is multi-valued; each value describes one attribute type:
AttributeTypelnformation ::= SEQUENCE {
deriyation [0] ATTRIBUTE.&id OPTIONAL,
equatityivateh fFH—MATEHING-RULE ST OPHONAL;
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema} OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

| ISO/IEC 8824-1.

bute type.

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute’s syntax. Such an
ASN.1 definition shall be given as specified for theormation component of the Matching Rules operational attribute.

ITU-T Rec. X.501 (1997 E)

57


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

14.75 Object Classes operational attribute
The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassinformation }

The identnlier component of avalue of the objectClasses attribute is the object identifier identifying thelobj¢

The objectClasses operational attribute is multi-valued; each value describes one object class:

ObjectClagsinformation ::= SEQUENCE {

subglassOf SET OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural;
manfatories [3] SET OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET OF ATTRIBUTE.&id OPTIONAL }

ict class.

The subclassOf, kind, mandatories and optionals components have the samé-semantics as the corresponding pieces of

notation infroduced by the corresponding information object class.

14.7.6  Name Formsoperational attribute
The nameForms operational attribute specifies the name forms used'within a subschema.

nameForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDgscription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directorygOperation

ID id-soaxnameForms }

NameFormDescription ::= SEQUENCE {

identifier NAME-FORM.&id,

namg SET OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,
obsqlete BOOLEAN DEFAULT FALSE,

infofmation [0] _(NameForminformation }

Theidentifier component of. a value of the nameForms attribute is the object identifier identifying the object

The nameForms opérational attribute is multi-valued; each value describes one name form:

NameFormInfotmation ::= SEQUENCE {
subgrdinate OBJECT-CLASS.&id,

SET O ATTEDINLITE ol

class.

DA pu | & H
nammrgivrarrcrarortes ST O AT TRIDUTE o0t

namingOptionals SET OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics

as the corresponding pieces of notation introduced by the corresponding information object class.

14.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule appliesin a

subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }
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MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

The identifier component of avalue of the matchingRulesUse attribute is the object identifier identifying the matching
rule.

Theinformation component of avalue identifies the set of attribute types to which the matching rule applies.

14.7.8  Structural Object Class operational attribute

Every entry in the DIT has a structuralObjectClass operational attribute which indicates the structural object class of
the entry:

structural®bjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO YSER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

1479 Governing Structure Rule operational attribute

Every entry in the DIT, with the exception of administrative point entries that have no subschema subgntry, has a
governingBtructureRule operational attribute which indicates the govetning structure rule of the entry:

governingptructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soasgoverningStructureRule }

14.7.10 GQontextTypes operational attribute
The contextTypes operational attribute specifies the context types used within a subschema.

contextTypes ATTRIBUTE ::=_§

WITH SYNTAX ContextDescription

EQUALITY MATCHING.RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

namg SET OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }

The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:
Contextinformation ::= SEQUENCE ({
syntax DirectoryString { ub-schema},

assertionSyntax DirectoryString { ub-schema } OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.
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The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shal be an actual parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NOTE 1 —UserDefinedConstraintParameter and the ASN.1 productions Imports, Assignment, and Type are defined in ITU-T
Rec. X.680 | ISO/IEC 8824-$yntaxConstraint is defined in 14.7.3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

14.7.11 DIT Context Use operational attribute

The dITCohtextUse operationa attribute 1s used to indicate the contexts which shall or may be used with an attribute:

dITContexjiUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITContextUse }
DITContextUseDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

namg SET OF DirectoryString { ub-schema } OPTIONAL,

desdription DirectoryString { ub-schema} ORTHONAL,

obsqlete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }

The identifier component of a value of the diTContextUse operational attribute is the object identifier of the attribute
type to whilch it applies. The value id-oa-allAttributeTypes indicateSthat it appliesto all attribute types.

The information component of a value identifies the mandatory and optional context types associated with the attribute
type identified by identifier:

DITContextUselnformation ::= SEQUENCE ({
mangatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optignalContexts [2] SET OF CONTEXT.&id OPTIONAL }

SECTION 7 — SECURITY

15 Security model

15.1 Definitions

This Directory ,Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO 7498-2:

——__access contror,
— authentication;
—  security policy;
— confidentiality;
— integrity.
The following terms are defined in this Directory Specification:

15.1.1  access control scheme: The means by which access to Directory information and potentially to access rights
themselves may be controlled.

15.1.2 protected item: An element of Directory information to which access can be separately controlled. The
protected items of the Directory are entries, attributes, attribute values and names.
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15.2 Security policies

The Directory exists in an environment where various administrative authorities control access to their portion of the
DIB. Such access is generally in conformance with some administration controlled security policy (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

Two aspects or components of the security policy which effect access to the Directory are the authentication procedures
and the access control scheme.

NOTE - Clause 16 defines two access control schemes known as Basic Access Control and Simplified Access Control, and clause
17 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls; however,
since local administrative policy has no standardized representation, it cannot be communicated in shadowed information.

15.21  Authentication proceduresand mechanisms

Authentication procedures and mechanisms in the context of the Directory include the methods to verify angl propagate
where necgssary:

the identity of DSAs and Directory users;

the identity of the origin of information received at an access point.

NOTE 1 — The administrative authority may stipulate different provisions for the\authentication of|ladministrative users
as compared to provisions for the authentication of non-administrative users.

General-use authentication procedures are defined in ITU-T Rec. X.509 | ISO/MEC 9594-8 and can be used in
conjunctiof with the access control schemes defined in this Directory Specificationto enforce security policy
NOTE 2 - Future editions of the Directory Specifications may define otheraccess control schemes.

NOTE B-Local administrative policy may stipulate that authentieation taking place in certain other OSAs (e.g. DSAs in
other DMDs) is to be disregarded.

In general, [there will be a mapping function from the authenticated identity (e.g. human user identity as authenticated by
an authentifcation exchange) to the access control identity {e.g. the distinguished name of an entry, together with an
optiona unique identifier, representing the user). A particular security policy may state that the authenticatied identity
and the acdess control identity are the same.

For names|n the access control identity, primary_distinguished names shall be used. Similarly, where access ¢ontrol uses
names in itp specification of grants and denial,"primary distinguished names shall be used.

15.2.2  Access control scheme

The definitjon of an access contral.secheme in the context of the Directory includes methods to:

specify access)control information (ACI);

enforce access rights defined by that access control information;

maintain access control information.

The enforcement of access rights applies to controlling access to:

— Directory information related to names;
—  Directory user information;

— Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g. operational attributes)
irrespective of access controls which may otherwise apply.
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The Directory provides a means for the access control schemein force in a particular portion of the DIB to be identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme is defined by an Access
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility of the corresponding
Security Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point. Only
administrative entries for Access Control Specific Points are allowed to contain an accessControlScheme attribute.

NOTE 2 - If this operational attribute is missing with respect to access to a given entry, then the DSA shall behavé®&& for a 1
edition DSA (i.e. it is a local matter to determine an access control mechanism and its effect on operations, resulé3.and error

accessControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }

Any subentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted antL consistent
with the vgue of the accessControlScheme attribute of the corresponding ACSA.

153 Hrotection of Directory operations

15.3.1 Hrotection and Security Transformations

The directpry operations (arguments, results and errors) can be protected-using the PROTECTION, $ECURITY-
TRANSFORMATION and PROTECTION-MAPPING notation based upon.the Generic Upper Layeis Security
specificatigns (as defined in ITU-T Rec. X.830 | ISO/IEC 11586-1).

Depending|on the protection requirements, a system may support ore or more of the following:

a The signed PROTECTION-MAPPING as definedin (ITU-T Rec. X.830 | ISO/IEC 11586-1)( to provide
integrity and data origin authentication using digital signature techniques. This map$ onto the
dirSignedTransformation which results*in encoding identical to the same data type usgd with the
SIGNED ASN.1 construct (as defined indTTU-T Rec. X.509 | ISO/IEC 9594-8);

) The encrypted PROTECTION-MAPPING to provide confidentiality (and under some algorithms and key
management schemes, integrity and data origin authentication) using encryption techniques. This uses the
following definitions:

genEncrypgtedTransform {KEY-INFORMATION: SupportedKIClasses } SECURITY-TRANSFORMATION {:=

{
IDENTIFIER { enhancedSecurity gen-encrypted(2) }

INITIAL-ENCODING-RULES {joint-iso-itu-t asn1(1) ber(1) }

-- This default for initial encoding rules may be overridden
-- using a static protected parameter (initEncRules).

XFORMED-DATA-TYPE SEQUENCE {

initEncRules OBJECT IDENTIFIER DEFAULT { joint-iso-itu-t asn1(1) ber(1)},
encAlgorithm Algorithmlidentifier OPTIONAL, -- Identifies the encryption algorithm,
keyInformation SEQUENCE {
kiClass KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
keylInfo KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})
} OPTIONAL,

-- Key information may assume various formats, governed by supported members
-- of the KEY-INFORMATION information object class (defined in ITU-T
-- Rec. X.830 [ ISO/IEC 11586-1)

encData  BIT STRING ( CONSTRAINED BY {

-- the encData value must be generated following
-- the procedure specified below -- })
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Other details

Encoding process: Theinput datais encrypted.

Encoding process local inputs: Identifier of encryption algorithm, (optional) algorithm parameters, key identifier.
Decoding process: The datais decrypted.

Decoding process local inputs:

Algorithm and key identifier if they are not conveyed as protected parameters.

Decoding process outputs: Decrypted data.
Parameters: Optional static protected parameters are: initial encoding rules, identifier of
encryption algorithm, parameters of encryption algorithm, key information.
Transformation qualifiers: Key identifier.
Errors: An error condition occursiif the encryption or decryption process fails;
Security Sgrvices: Confidentiality.
encrypted |PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {genEncryptedTransform} }
c¢) The signedAndEncrypt PROTECTION-MAPPING to provide a combination,of the protectiop described
above.
signedAndEncrypt PROTECTION-MAPPING ::= {
SECURITY-TRANSFORMATION {signedAndEncryptedTransform} }
signedAndEncryptedTransform {KEY-INFORMATION: SupportedKIClasses}
SECURITY-TRANSFORMATION ::= {
IDENTIFIER { enhancedSecurity dirsencrypt-sign (1) }
INITIAL-ENCODING-RULES {joint-iso-itu-t asn1 (1) ber-derived (2) distinguished-encoding (1) }

}
1532 S

XFORMED-DATA-TYPE

PROTECTED
{
PROTECTED
{
unprotectedData ABSTRACT-SYNTAX.&Type,
signed
h
encrypted
}

el ecting Protection(to be Applied

The applic#tion of protection.to directory operations is generally optional using the following notation:

OPTIONAL
CHQO

LY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} ::=

ICE {
toBeRrotected ToBeProtected,
-- no DIRQOP specified for operation

Signed PROTECTED {T0OBeProtectied, signedy,
-- DIRQOP is Signed
protected [APPLICATION 0]

PROTECTED { ToBeProtected, generalProtection } }
-- DIRQORP is other than Signed

The specific protection mappings to be applied to the operations for a particular open system is defined using the
following DIRQOP notation:

a)

b) In aDIRQOP specification, if no protection is specified for a particular operation argument, result or

The protection required for all the operation argument, results and errors (excluding results/errors from

chained operations — see below) over a binding is indicated at bind establishment D&R@OR

specification; if noDIRQOP is identified at bind establishment, then the operations on that binding are

unprotected.

errors then this is unprotected.
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¢) The requestor may indicate in a request alternative protection required on the result or errors of a
particular operation.

d) For chained operations, unless the requestor has indicated alternative protection requirements, the
protection required on the result/errors is indicated in the request to reflect the DIRQOP selected on the
DUA to DSA binding for the operation being chained.

e) |If a DSA cannot provide the required protection in a response or error, then it may return with
unprotected information although this information may be rejected by the recipient.

A managed object for the DIRQOP is defined in ITU-T Rec. X.530 | ISO/IEC 9594-10. A default DIRQOP for a
directory component can be made available using the following attribute in the entry for that directory component.

defaultDirQop ATTRIBUTE ::= {
WIT H-SYNTFAX OBIECTHEENTHER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation
ID id-at-defaultDirQop }

DIRQOP :]= CLASS

-- This infofmation object class is used to define the quality of protection

-- required throughout directory operation.

-- The Quality Of Protection can be signed, encrypted, signedAndEncrypt

{
&dirgop-Id
&dirBindError-QOP
&dirErrors-QOP
&dapReadArg-QOP
&dapReadRes-QOP
&dapCompareArg-QOP
&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP
&dapModifyEntryArg-QOP
&dapModifyEntryRes-QOP
&dapModifyDNArg-QOP
&dapModifyDNRessQOP
&dspChainedOp=QOP
&dispShadowAgreelnfo-QOP
&dispCoorShadowArg-QOP
&dispCoorsShadowRes-QOP

&dispRequestShadowUpdateArg-QOP
&dispRequestShadowUpdateRes-QOP
&dopEstablishOpBindArg-QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTermOpBindRes-QOP

}

WITH SYNTAX

{
DIRQOP-ID
DIRECTORYBINDERROR-QOP
DIRERRORS-QOP
DAPREADARG-QOP
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OBJECT IDENTIFIER UNIQUE,
PROTECTION-MAPRING: protectionReqd,
PROTECTION-MARPING:protectionReqd,
PROTECTION-MAPPING: protectionReqd,
PROTECTION:-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,

PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd

&dirqop-Id
&dirBindError-QOP
&dirErrors-QOP
&dapReadArg-QOP
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DAPREADRES-QOP
DAPCOMPAREARG-QOP
DAPCOMPARERES-QOP
DAPLISTARG-QOP
DAPLISTRES-QOP
DAPSEARCHARG-QOP
DAPSEARCHRES-QOP
DAPABANDONARG-QOP
DAPABANDONRES-QOP
DAPADDENTRYARG-QOP
DAPADDENTRYRES-QOP
DAPREMOVEENTRYARG-QOP
DAPREMOVEENTRYRES-QOP
DAPMODIFYENTRYARG-QOP
DAPMODIFYENTRYRES-QOP

DAPMOBHEYPNARG-OOP————————&dapModifyDNATg-0OP

DAPMODIFYDNRES-QOP
DSPCHAINEDOP-QOP
DISHSHADOWAGREEINFO-QOP
DISHCOORSHADOWARG-QOP
DISHCOORSHADOWRES-QOP
DISHUPDATESHADOWARG-QOP
DISHUPDATESHADOWRES-QOP
DISHREQUESTSHADOWUPDATEARG-QOP
DISHREQUESTSHADOWUPDATERES-QOP
DOPESTABLISHOPBINDARG-QOP
DOPESTABLISHOPBINDRES-QOP
DOPMODIFYOPBINDARG-QOP
DOPMODIFYOPBINDRES-QOP
DOPITERMINATEOPBINDARG-QOP
DOPTERMINATEOPBINDRES-QOP

16 Basic Access Control

16.1 Scope and application

I SO/IEC 9594-2 : 1998 (E)

&dapReadRes-QOP
&dapCompareArg-QOP
&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP
&dapModifyEntryArg-QOP
&dapModifyEntryRes-QOP

&dapModifyDNRes-QOP
&dspChainedOp-QOP
&dispShadowAgreelnfo-QOP
&dispCoorShadowArg-QOP
&dispCoorShadowRes-QOP
&dispUpdateShadowArg-QOP
&dispUpdateShadowRes-QOP
&dispRequestShadowUpdateArg-QOP
&dispRequestShadowUpdateRes-QOP
&dopEstablishOpBindArg-QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTerm®pBindRes-QOP

This clausf

scheme defined herein is identified with' the accessControlScheme operational attribute by giving it

basic-accHq
attribute.

NOTE -
Basic A
the vall
clause

The schem
within the

b defines one specific access control scheme (of possibly many) for the Directory. The acg

ss-control. Subclause, 15.2.2 describes which entries contain the accessControlScheme

- An access control ;scheme known as "Simplified Access Control" is specified in 16.9. It is defin
ccess Control sheme. When Simplified Access Control is usettcéssControlScheme operational attrif
esimplified-agcess-control. Additional access control shemes known as "Rule-based Access Cont
| 7.

e defined here is only concerned with providing means of controlling access to the Directory i
DIB (potentialy including tree structure and access control information). It does not address

access for

ess control
the value
operational

ed as a subset of the
ute shall have
rol" are specified in

hformation
controlling

means the

prevention

he. purpose of _communication with a DSA :\pplir‘:\finn-mfihjl Control of access to information

of unauthorized detection, disclosure, or modification of that information.

16.2 Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory operation, one or more points at which
access control decisions take place. Each access control decision involves:

— that element of Directory information being accessed, callegt thected item;

— the user requesting the operation, called ¢aestor;

— a particular right necessary to complete a portion of the operation, callastrtiission;

one or more operational attributes that collectively contain the security policy governing access to that

item, calledACl items.
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Thus, the basic access control model defines:

16.2.1

A protected-ite

the protected items;

— the user classes;

— the permission categories required to perform each Directory operation;
— the scope of application and syntax of ACI items;

— the basic algorithm, called the Access Control Decision Function (ACDF), used to decide whether a
particular requestor has a particular permission by virtue of applicable ACI items.

Protected items

plled. The protected

items of the Dlrectory are entnes attrlbutes attrlbute values and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, su€hyas pttributes in an entry

or all attriute values of a given attribute, and to specify a common protection for them.

16.2.2

Access control permissions and their scope

Access is |controlled by granting or denying permissions. The permission categaries are described if 16.2.3 and 16.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the

scope of g subentry for a particular administrative point.

Permissiop categories are generally independent. Since all Directéry entries have a relative posjition within the DIT,
access to[user and operational information always involves someiform of access to DIT related infprmation. Thus, there
are two miin forms of access control decision associated with & Directory operation: access to enfries as hamed objects
(referred tp asntry access); and access to attributes containing user and operational information (referretirtidate

access). Fr many Directory operations, both forms of pérmission are required. In addition, where ppplicable, separate
permissions control the name or error type returned, S@me important aspects of permissions categpries, forms of access

and acceds control decision making are as follows:

66

a) To perform Directory operations.'oh entire entries (e.g. read an entry or add an entry), it is usually
necessary for permission to be granted with respect to the attributes and values gontained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither|case is attribute or
attribute value permissions;taken into account.

k) To perform Directory operations that require access to attributes or attribute values, it|is necessary to have
entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 —Fheremoval of an entry or of an attribute does not require access to the content$ of the entry or of the
attribute,

c) The decision whether or not to permit entry accessis strictly determined by the position of theentry in the
DITyinterms of its distinguished name, and is independent of how the Directory locates that entry.

A deygn principle of Basuc Access Control |sthat access may be aIIowed only when there is gn explicitly
acgess control

deC|S|on Grant| ng one form of access (e.g. entry acc&ss) never automatlcally or |mpI|C|tIy grants the other
form (e.g. attribute access). In order to administer meaningful Directory access control policies, it is thus
usually necessary to explicitly set access policy for both forms of access.

NOTE 2 — Certain combinations of grants or denials are illogical, but it is the responsibility of users, rather than
the Directory, to ensure that such combinations are absent.

NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attribute value does
not automatically control access to the related attribute. Moreover, in order to access an attribute value(s) in the
course of a Directory interrogation operation, a user must be granted access to both the attribute type and its
value(s).

€) Theonly default access decision provided in the model is to deny access in the absence of explicit access
control information that grants access.

f) A denia specified in access control information always overrides a grant, al other factors being equal.
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A particular DSA may not have the access control information governing the Directory data it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose a significant
security risk to other DSAS, in that it may reveal information to unauthorized users.

For the purposes of interrogation, collective attributes that are associated with an entry are protected
precisely asif they were attributes part of the entry.

NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that holds them,
not with entries within the scope of the subentry. Modify-related access controls are therefore not relevant to
collective attributes, except when they apply to the collective attribute and its values within the subentry.

16.2.3 Permission categoriesfor entry access

The permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Rename,
DiscloseOnError, Export and Import and ReturnDN Therr use |s deecnbed |n more detall in ITU T Rec X.511 |

ISO/IEC 9594
categories py
granted pe

a

------- A 2 3 oduces the
bnefly |nd|cat| ng the |ntent assocmted with the grantl ng of each The actual |nfluence obha particular

mi ssion on access control decisions must, however, be understood in the full context of the @CDH and access
control degsion points for each Directory operation.

Read, if granted, permits read access for Directory operations which specifically<name an eftry (i.e. as
opposed to the List and Search operations) and provides visibility to the ibformation contdined in the
entry to which it applies.

Browse, if granted, permits entries to be accessed using Directorysaperations which do nqt explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject-to controls on all attributes ahd attribute
valuesto be placed in the new entry at time of creation.

NOTE 1 - In order to add an entry, permission must also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACl operational attributes as described in 16.3.

Remove, if granted, permits the entry to beremoved from the DIT regardless of controls on attributes or
attribute values within the entry.

Modify, if granted, permits the infermation contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished name attribute
values, appropriate attribute and value permissions must also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into @ccount the
consequential changes to the distinguished names of subordinate entries, if any; if the nfme of the
superior is unchanged, the grant is sufficient.

NOTE«4\~In order to rename an entry, there are no prerequisite permissions to contained attributes or values,
including the RDN attributes; this is true even when the operation causes new attribute alues to be added or
removed as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty)) result.

)

current Iocatlon and placed in a new Iocatlon subject to the grantmg of sunable perm|ssrons a the
destination. If the last RDN is changed, Rename is also required at the current location.

NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are no prerequisite permissions to contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operation result.
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16.24 Permission categoriesfor attribute and attribute value access

The permission categories used to control attribute and attribute value access are Compare, Read, FilterMatch, Add,
Remove, and DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Annex J
provides an overview of their meaning in general situations. This subclause introduces the categories by briefly
indicating the intent associated with the granting of each. The actual influence of a particular granted permission on
access control decisions must, however, be understood in the full context of the ACDF and access control decision
points for each Directory operation.

a) Compare, if granted, permits attributes and values to be used in a compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a read or search
access operation.

c) FilterMatch, if granted, permits evaluation of afilter within a search criterion.

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add)gd! specified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

g Remove, if granted for an attribute, permits removing an attribute complete with,‘all’ of it$ values. If
granted for an attribute value, it permits the attribute value to be removed from anexisting attripute.

f] DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribyte value to
be disclosed by an attribute or security error.

16.3 Access control administrative areas

The DIT ig partitioned into subtrees termed autonomous administrative/areas, each of which is under the adrinistrative
authority df a single Domain Management Organization. It may be further partitioned into subtrees termed specific
admi nistrﬁve areas for the purposes of specific aspects of administration; alternatively, the whole of an alitonomous
administrajve area may comprise a single specific administrative area. Each such specific administrative farea is the
responsibil|ty of a corresponding specific administrative authority. A particular administrative area may bg shared by
several sperific administrative authorities. See clause 10.

16.3.1  Accesscontrol areas and Directory Aceess Control Domains

In the case|of access control, the specific admiristrative authority is a Security Authority, and the specific adininistrative
areais termed an Access Control Specific Area (ACSA). The root of the ACSA is termed an Access Control Specific
Point. Each Access Control Specific Pointis represented in the DIT by an Administrative Entry which incl u:j:a access-
control-spgcific-area as a value of its administrativeRole operational attribute; it has (potentially) one or more
subentries which contain access control information. Similarly, each Access Control Inner Point is represgnted in the
DIT by ap Administrative Entry~which contains access-control-inner-area as a value of its adminis}rativeRole
operational| attribute; it also(has”(potentially) one or more subentries which contain access control informgtion. Each
such administrative entry ‘which has a subentry containing prescriptive ACI information has basic-access-control,
simplified{access-contral, or other relevant value as a value of its accessControlScheme operationa attrjbute. Each
subentry that is.an) Access Control Specific Point and which contains access control information, has
accessControlSubentry as a value of its object-class attribute. An administrative entry and its subentries may hold
attributes (such as access control information) which relate, respectively, to the administrativg point (and
its_subentries) and to collections of entries (within the administrative area) defined b e subentry
subtreeSpecification.

The accessControlScheme attribute shall be present if and only if the holding administrative entry is an access control
specific entry. An administrative entry can never be both an access control specific and an access control inner entry;
corresponding values can therefore never be present simultaneoudly in the administrativeRole attribute.

The scope of a subentry that contains access control information, as defined by its subtreeSpecification (which may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.
The Security Authority may permit an Access Control Specific Area to be partitioned into subtrees termed inner
(administrative) areas. Each such inner areais termed an Access Control Inner Area (ACIA) with access-control-inner-

area as the value of the administrativeRole operational attribute. Each subentry of the corresponding administrative
point that contains prescriptive ACI has, as before, an accessControlSubentry value within its object class attribute.
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The scope (subtreeSpecification ) specified in a subentry within an ACIA is also a DACD and contains entries inside
the associated Access Control Inner Area.

ACIAs allow a degree of delegation of access control authority within the ACSA. The authority for the ACSA still
retains authority within the ACIA since the ACI in the subentries of the ACSA’s administrative point apply as well as
the ACI in the subentries of the relevant ACIAs (subclause 16.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g. Basic Access Control) is indicated by
the accessControlScheme attribute value of the relevant access control specific entry; the role of each relevant
administrative entry within the ACSA is indicated by He&ministrativeRole attribute values; the presence of
prescriptive access control in a particular subentry is indicated hycassControlSubentry value in its object class

attribute.

Subentries, like other entries, can holdeatryACI attribute for protection of its own contents.

16.3.2  Associating controlswith administrative areas

Access to|a given entry is (potentially) controlled by the totality of superior access control adminidtrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root,~Access Conftrol Specific Points
superior tg this access control administrative point have no effect on access controlto the given entfy.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an-Access Control Specific Point for the purpose
of this description, even if it is not associated with any prescriptive controls.

Some impgrtant points regarding the association between access controls and administrative areas are:

a Access controls for Directory information may apply.<to only selected entries, or may have scope
extending throughout portions of the DIB that are {ogically related by a common security pplicy and a
common Access Control administration.

) Access control may be imposed on entries within ACSAs or within ACIAs by placing pres¢riptiveACI
attributes (see 16.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveACI attributes are not collective attributes. There are a number of sighificant differences
betweemrescriptiveACl and edllective attributes:

— although a@rescriptiveACI attribute may affect access control decisions for each entry Within the scope of
the subentry that holds it, tipeescriptiveACI attribute is not considered to supply accegdsible information
to any such entry or to be in any sense a part of such an entry;

—  prescriptiveACl attributes are associated with the access control aspects of administration, and are
assaciated with Access Control Specific and Inner Points, not with entry-collection adrinistrative points;

— {JThe purpose of arescriptiveACl attribute is to express a policy that influences acrosfs a defined set of
entries, while the purpose of a collective attribute is to provide information that|associates a user-
accessible set of attributes within a defined set of entries;

—  prescriptiveACI attributes represent policy information that will, in general, not be widlely accessible by
T T i i i ccess them as

operational attributes within subentries.

c) A prescriptiveACI operational attribute contains ACllitems (see 16.4.1) common to all entries within the
scope of the subentry, i.e. DACD, in which the prescriptiveACI occurs. A DACD normally contains
entries inside the associated Access Control Specific Area (but can contain no entries at all).

d) Although particular AClitems may specify attributes or values as protected items, AClitems are logically
associated with entries. The particular set of AClitems associated with an entry is a combination of:

— AClitems that apply to that particular entry, specified as values ofritrg ACI operational attribute,
if present (see 16.5.2);

— AClitems from prescriptiveACI operational attributes applicable to the entry by virtue of being
placed in subentries of administrative entries whose scope includes the particular entry (see 16.5.1).
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f)

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and only one
ACSA. Each such entry may also fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveACI that potentially affects the outcome of access control decisions for a given
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry iswithin the scope of more than one DACD, the complete set of AClitems that may potentially
affect access control decisions regarding that entry includes all prescriptiveACI item attributes of those
DACDs, in addition to any entryACI attributes in the entry itself. An example is shown in Figure 11. The
effective access control at entry E1 is a combination of the prescriptiveACI for DACD1, DACD?2,
DACD3, and entryACI (if present) in entry E1. The effective access control at entry E2 is a combination
of the prescriptiveACI for DACD1 and DACDS3, and entryACI (if present) in entry E2.

NOTE 3 - Protection of access control information is described in 16.6.

thtreeSpe atto bt eh—stb v es—a—coHectior esywithin an
administrative area. Since a subtreeSpecification may define a subtree refinement,"DACDs may
arbitrarily overlap within the intersection of their respective administrative areas)yFor [ simplicity,
Figure 11 does not show administrative points, subentries, or administrative areas, however} it may be
considered as three DACDs in the same ACSA with each DACD corresponding tola single pubentry of
the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure L1 may be
considered in the context of a single ACSA containing a single ACIA where'DACD1 is congfuent to the
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to sfibentries of
the ACSA administrative point and DACD3 would correspond to a sdbentry of the ACIA adininistrative
point). An administrative area is congruent to a DACD when the cellection of entriesin the DIACD is the
same as the collection of entriesin the implicitly defined subtreecorresponding to the adminisirative area.
See the example in Annex K for figures depicting the relationship between administrat|ve entries,
administrative areas, subentries and DACDs.

R A DACD1

| DACD2

DACD3

//il
D

2 ® é »

TISO3320-94/d11

Figure 11 — Effective Access Control using DACDs
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Access Control Information is represented as a set of AClitems, where each AClltem grants or denies permissions in

regard to certain specified users and protected items.
In ASN.1 the information is expressed as.

AClltem ::= SEQUENCE {

identificationTag DirectoryString { ub-tag },

precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {

trerrst fo—SEQUENEET

protecteditems Protectedltems,

itemPermissions SET OF ItemPermission },
userFirst [1] SEQUENCE {

userClasses UserClasses,

userPermissions SET OF UserPermission } } }

Precedende ::= INTEGER (0..255)

Protectedlijems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUgerAttributeTypes [1] NULL OPTIONAL,
attriputeType [2] SET OF AttributeType OPTIONAL,
allAttributeValues [3] SET OF AttributeType OPTIONAL,
allugerAttributeTypesAndValues [4] NULL OPTIONAL,
attriputeValue [5] SET OF AttributeTypeAndValue OPTIONAL,
self\falue [6] SET OF AttributeType OPTIONAL,
rangeOfValues [7]  Filter OPTIONAL,
max)yValueCount [8] SET OF MaxValueCount OPTIONAL,
max|mmSub [91 INTEGER OPTIONAL,
restiictedBy [10] SET.OF RestrictedValue OPTIONAL,
contexts [11] SET OF ContextAssertion OPTIONAL }
MaxValueCount ::= SEQUENCE ({
type AttributeType,
max{ount INTEGER }
Restrictedpalue ::= SEQUENCEW{
type AttributeType,
valuesin AttributeType }

UserClassgs ::= SEQUENCE {

allUgers [0\~ NULL OPTIONAL,
thisntry 1] NULL OPTIONAL,
namg [2] SET OF NameAndOptionalUID OPTIONAL,
userGraup [3] SET OF NameAndOptionalUID OPTIONAL,

urr CUITripguricritc rrirfdot e e riarric ur art
-- entry of GroupOfUniqueNames
subtree [4] SET OF SubtreeSpecification OPTIONAL }
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem --
UserClasses,
GrantsAndDenials }

userClasses
grantsAndDenials

UserPermission ::= SEQUENCE ({
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem

Protectedltems,
GrantsAndDenials }

protecteditems
grantsAndDenials
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AuthenticationLevel ::= CHOICE {
basicLevelsSEQUENCE ({

level
localQualifier

ENUMERATED { none (0), simple (1), strong (2) },
INTEGER OPTIONAL },

other EXTERNAL }

GrantsAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protecteditems

grantAdd 0),
denyAdd ),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead 4),
denyRead (5).
grantRemove (6),
denyRemove ),

-- permissions that may be used only in conjunction

grantBrowse
denyBrowse
grantExport
denyExport
grantimport
denyimport
grantModify
denyModify
grantRename
denyRename
grantReturnDN
denyReturnDN

the entry component

8).

(9,

(10),
(11),
12),
(13),
(14),
(15),
(16),
7),
(18),
(19),

-- permissions that may be used in conjunction

grantCompare
denyCompare
grantFilterMatch
denyFilterMatch

any component, except entry, of Protecteditems

(20),
(21),
(22),
(23)}

AttributeTypeAndValue ::= SEQUENCE {

ATTRIBUTE.&id ({SupportedAttributes}),
ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }

Clitems for

Precedence is used to control the relative order in which AClitems are considered during the course of making an access
control decision in accordance with 16.8. AClitems having higher precedence values may prevail over others with lower

precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a high
precedence and authorizing users representing the subordinate authority (e.g. associated with an ACIA) to create and
modify ACI with alower precedence, in order to tailor the general policy for specific purposes. The partial delegation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can

assign to ACI under its contral.

Basic Access Control does not specify or describe how to limit the maximum precedence that can be used by a
subordinate authority. This must be done by local means.

72 ITU-T Rec. X.501 (1997 E)


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

I SO/IEC 9594-2 : 1998 (E)

16.4.2.3 AuthenticationL evel

AuthenticationLevel defines the minimum requestor authentication level required for this AClitem. It has two forms:

— basicLevels which indicates the level of authentication, optionally qualified by positive or negative
integerlocalQualifier;

— other: an externally defined measure.

WhenbasicLevels is used, aruthenticationLevel consisting of devel and optionalocalQualifier shall be assigned to

the requestor by the DSA according to local policy. For a requestor’'s authentication level to exceed a minimum
requirement, the requestoffsvel must meet or exceed that specified in A@item, and in addition the requestor’s
localQualifier must be arithmetically greater than or equal to that oAttitem. Strong authentication of the requestor

is considered to exceed a requirement for simple or no authentication, and simple authentication exceeds a requirement
for no authentlcatlon For access control purposes, the 'simple” authentlcatlon Ievel reqwres a password; the case of
identificati thacClltem,

then the requestor need not have a correspondlng value (if such a value is present it is ignored).

Whenothgr is used, an appropriatauthenticationLevel shall be assigned to the requestor by\the DSA according to
local policy. The form of thisAuthenticationLevel and the method by which it ‘is,’compgred with the
AuthenticgtionLevel in the ACI is a local matter.

NOTE 1 — An authentication level associated with an explicit denial indicates the minimum level to whicH a requestor must be
authentjcated in order not to be denied access. For exampl€lisam that denies access to-a particular user flass and requires
strong quthentication will deny access to all requestors who cannot prove, by means“ef a strongly authenticated idbetity, that
are not jn that user class.

NOTE 2 — The DSA may base authentication level on factors other than values received in protocol exchanpes.

16.4.2.4 ifemFirst and userFirst Parameters

Each ACIltem contains a choice of itemFirst or userFirst. The choice alows grouping of permissions degpending on
whether they are most conveniently grouped by user classes.or by protected items. itemFirst and userFirst are
equivalent [in the sense that they capture the same access controlinformation; however, they organize that {nformation
differently| The choice between them is based on adminigtrative convenience. The parameters used in ifemFirst or
userFirst gre described below.

a) Protecteditems define the items to which the specified access controls apply. It is defingd as a set
selected from the following:

— entry means the entry contents as a whole and does not necessarily include the information in the
entry.

— alluserAttributeTypes means all user attribute type information associated with the entry, but not
values associated with those attributes.

— alluserAttribUteTypesAndValues means all user attribute information associated| with the entry,
including all values of all user attributes.

— attributeType means attribute type information pertaining to specific attributeg but not values
associated with the type.

— allAttributeValues means all attribute value information pertaining to specific attriblites.

— attributeValue means a SpeciIiiC value Of SpeclIfic attributes.

— selfvalue means the attribute value assertion corresponding to the current requestor. The protected
item selfValue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DistinguishedName or uniqgueMember syntax and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 —allUserAttributeTypes and allUserAttributeTypesAndValues do not include operational attributes,
which should be specified on a per attribute basis, using attributeType, allAttributeValigthatevalue.

rangeOfValues means any attribute value which matches the specified filter, i.e. for which the
specified filter evaluated on that attribute value would return TRUE.

NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics
defined in 7.8 of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only
the single attribute value which is the protected item.
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The remaining items provide constraints that may disable the granting of certain permissions to protected
items in the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specified attribute
type. It is examined if the protected item is an attribute value of the specified type and the permission
sought is add. Values of that attribute in the entry are counted without regard to context or access
control and as though the operation which adds the values were successful. If the number of values
in the attribute exceeds maxCount, the ACI item is treated as not granting add access.

maxlmmSub restricts the maximum number of immediate subordinates of the superior entry to an
entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or
access control as though the entry addition or importing were successful. If the number of

subordinates exceeds maxImmsSub, the ACI item is treated as not granting add or import access.

) UserClasses defines a set of zero or more users the permissions apply to. The set of users
from the following:

Names used to specify a user, group or subtree shall be primary distinguished
alternative distinguished values shall not be included. The access control decision function is not required

restrictedBy restricts values added to the attribute type to being values that are al
same entry as values of the attribute valuesin. It is examined if the protected-itém
of the specified type and the permission sought is add. Values of the valuesin a
without regard to context or access control and as though the operation“which a
successful. If the value to be added is not present in valuesin the, ACI item is tre
add access.

contexts restricts values added to the entry to having context lists that satisfy
assertions irtontexts. It is examined if the protected item is-an attribute value an
sought isadd. If the value to be added does not satisfy-the’ context assertions the
as not grantingdd access; if it does satisfy all of them;the ACI item is treated as
access.

NOTE 3 — This is only relevant when the pérmission sougadds and all context ass
satisfied. It does not provide for general ti'se of contexts to differentiate proted
permissions.

allUsers means every directarystiser (with possible requirementsufbenticationLleve
thisEntry means the user with the same distinguished name as the entry being ac
name is the user with/the specified distinguished name (with an optional unique id

userGroup is the ‘set of users who are members ofgitueipOfUniqueNames entry, i
the specified distinguished name (with an optional unique identifier). Members of
names aretreated as individual object names, and not as the names of other gro|
How graup membership is determined is described in 16.4.2.5.

subtree is the set of users whose distinguished names fall within the definition
subtree.

eady present in the
is an attribute value
ttribute are checked
dds the values were
hted as not granting

all of the context
d the permission
ACI item is treated

not deaddng

brtions shall be
ted items for other

is selected

).
cessed.
entifier).

Hentified by
a group of unique
ups of unique names.

of the (unrefined)

ames. Context and

plied.

NOTE 4 — This means that if a requestor has supplied an alternative name that has not been subsequently resolved by
the Directory to the primary distinguished name, access control based on primary distinguished names may fail to
recognize the requestor as belonging to the user class granted or denied access.

C) SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT
unless otherwise specified in chop. The use of a specificationFilter component is not permitted; if
present, it shall be ignored.

NOTE 5 —SubtreeSpecification does not allow subtree refinement because a refinement might require a DSA to

use a distributed operation in order to determine if a given user is in a particular user class.
is designed to avoid remote operations in the course of making an access control decis

Basic Access Control
ion. Membership in a

subtree whose definition includes omlyse andchop can be evaluated locally, whereas membership in a subtree
definition usingspecificationFilter can only be evaluated by obtaining information from the user’s entry which is

potentially in another DSA.
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ItemPermission contains a collection of users and their permissions with respect to Protecteditems
within an itemFirst specification. The permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have
the precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 16.8. If precedence is omitted within ItemPermission, then precedence is taken from the
precedence specified for the ACIitem (see 16.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses within a userFirst specification. The protected items are specified in protecteditems as
discussed in 16.4.2. The associated permissions are specified in grantsAndDenials as discussed in item f)
of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 16.8. If precedence is omitted within UserPermission, the precedence is taken from the
precedence specified for the AClitem (see 16.4.2.2).

16.4.2.5 Determining group membership

Determinirlg whether a given requestor is a group member requires checking two criteria. Also, the determi
be constraiped if the group definition is not known. Yocally. The criteria for membership and the treatment
groups are (discussed below.

d

GrantsAndDenials specify the access rights that are granted or denied in the AClitem specification. The
precise semantics of these permissions with respect to each protected item is discussed in ITU-T
Rec. X.511 | ISO/IEC 9594-3.

Uniqueldentifier may be used by the authentication mechanism to distinguish® between ipstances of
distinguished name reuse. The value of the unique identifier is assigned by thé authenticatign authority
according to its policy and is provided by the authenticating DSA. If this-field is present, then for an
accessing user to match the name user class of an AClitem that grantS-permissions, in addjtion to the

requirement that the user’s distinguished name match the spegified distinguished nam
of the user must yield an associated unique identifier, apd:that value must match f
specified value.

NOTE 6 — When authentication is based on sup@iedirityParameters, the unique identifier g
the user may be taken from thk@bjectUniqueldentifier field of the sender'SCertificate in
CertificationPath.

A DSA is not required to perform a remote operation to determine whether the requestor b
particular group for the purposes of Basic Access Control. If membership in the group
evaluated, the DSA shallassume that the requestor does not belong to the group if the ACI iter
permission soughts.and does belong to the group if it denies the permission sought.
NOTE 1 -{ AccCess control administrators must beware of basing access controls on mem
availabléxgroups or groups which are available only through replication (and which may,
date):

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership 1

e, the authentication
br equality with the

ssociated with
the optional

nation may
f non-local

elongs to a
cannot be
n grants the

bership of non-locally
therefore, be out of

rom remote DSAs as

part of the evaluation of access controls. However, in certain circumstances it may be practical, and a DSA is

permitted, for example, to perform remote operations to obtain or refresh a local copy of a ¢

roup entry or use the

Compare operation to check membership prior to applying this clause.

b)

In order to determine whether the requestor is a member of auserGroup user class, the following criteria

apply:

— The entry named by theserGroup specification must be an instance of the object class

groupOfNames or groupOfUniqueNames.

— The name of the requestor must be a value ahtheber or uniqueMember attribute of

that entry.

NOTE 3 — Values of thenember or uniqueMember attribute that do not match the name of the

requestor are ignored, even if they represent the names of groups of which the orig

inator could be found

to be a member. Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used imember or uniqueMember shall be primary distinguished names. Context,

and alternative values with context, shall not be included.
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165  TheACI operational attributes

Access control information is stored in the Directory as an operational attribute of entries and subentries. The
operational attribute is multi-valued, which allows ACI to be represented as a set of AClitems (defined in 16.4).

16.5.1 Prescriptive access control information

A Prescriptive ACI attribute is defined as an operational attribute of a subentry. It contains access control information
applicable to entries within that subentry’s scope:

prescriptiveAClI ATTRIBUTE ::= {

WITH SYNTAX AClitem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-prescriptiveAC| }

16.5.2  Hntry access control information

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control infprmation applicable
to the entry in which it appears, and that entry’s contents:

entryACl ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-entryACl }

16.5.3  SubentryACI

Subentry |ACI attributes are defined as operational attributes™“of administrative entries, and prdvide access control
informatioh that applies to each of the subentries of the cartesponding administrative point. Prescriptive ACI within the
subentrieg of a particular administrative point never applies to the same or any other subentry gf that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attfibutes are contained
only in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that must be considered is:

theentryACI within the subentry’itself (if any);
- thesubentryACI within the'associated administrative entry (if any);

- prescriptiveACl associated with other relevant administrative points within the same access control
specific area (if-any).

subentryACI ATTRIBUTE, ;= {

WITH SYNTAX AClltem

EQUALITY MATEHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation

ID id-aca-subentryACl }

16.6 Protecting the ACI

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are:

a) TheidentificationTag provides an identifier for eackCllitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACI.

NOTE 1 — Directory rules ensure that only om@litem per access control attribute possesses any specific
identificationTag value.

b) The creation of subentries for an Administrative Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security policy; this
provision is required to create access controls in new autonomous administrative areas.
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16.7  Accesscontrol and Directory operations

Each Directory operation involves making a series of access control decisions on the various protected items that the
operation accesses.

For some operations (e.g. Modify operations), each such access control decision must grant access for the operation to
succeed; if access is denied to any protected item, the whole operation fails. For other operations, protected items to
which access is denied are ssimply omitted from the operation result and processing continues.

If the requested access is denied, further access control decisions may be needed to determine if the user has
DiscloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Directory
respond with an error that reveas the existence of the protected item; in al other cases, the Directory acts so as to
conceal the existence of the protected item.

The access[Tontrot TequiTements for each operation, 1.€. the protected Tteams and the access parmission requiTad to access
each protegted item, are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is madeis specified in 16.8.

16.8 Access Control Decision Function

This subclpuse specifies how an access control decision is made for any particdlar-protected item. It provides a
conceptual |description of the Access Control Decision Function (ACDF) for basic*access-control. It destribes how
ACI itemsiare processed in order to decide whether to grant or deny a particular-requestor a specified pernjission to a
given protgcted item.

16.8.1 Ipputsand outputs

For each invocation of the ACDF, the inputs are:

a the requestor’s Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3), unique
identifier, and authentication level, or as\many of these as are available;

k) the protected item (an entry, an-attribute, or an attribute value) being considered at [the current decision
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 16.4.2.4. The scope of influence for ACI items withipreacriptiveACI [attribute is
described in 16:3.2 and 16.5.1. The scope of influence for ACI items withémteyACI |attribute is
described in(16:3.2 and 16.5.2. The scope of influence for ACI items withibemtryACI|attribute is
described in 16.5.3.

In additior}, if the ACl'items include any of the protected item constraints described in 16.4.2.4, the|whole entry and the
number of immediate subordinates of its superior entry may also be required as inputs.

The output is'd decision grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall be the same as if the steps in 16.8.2
through 16.8.4 were performed.

16.8.2 Tuples
For each ACI value in the ACI items of 16.8.1 d), expand the value into atsplesf one tuple for each element of the
itemPermissions and userPermissions sets. Collect all tuples from all ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence)
For any tuple whos@rantsAndDenials specify both grants and denials, replace the tuple with two tuples —one

specifying only grants and the other specifying only denials.
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16.8.3 Discarding non-relevant tuples

Perform the following steps to discard al non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tupdeisClass [16.4.2.4 b)] as follows:

— For tuples that grant access, discard all tuples that do not include the requestor’s identity in the
tuples’suserClasses element taking into accouatiqueldentifier elements if relevant. Where a
tuple specifies aniqueldentifier, a matching value must be present in the requestor’s identity if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 16.4.2.3.

— For tuples that deny access, retain all tuples that include the requestor in theukglefasses
element, taking into accounniqueldentifier elements if relevant. Also retain all tuples that deny
access and which specify an authentication level higher than that associated with the requestor in
accordance with 16.4.2.3.All other Tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e. to retain @ny’ tuple that denies access
and also specifies an authentication level higher than that associated with the fequestqr) reflects the fact that
the requestor has not adequately proved non-membership in the user class for which the denial is specified.

2) Discard al tuplesthat do not include the protected item in protecteditems [16.4)2.4 a)].

3) Examineall tuplesthat include the maxVvalueCount, maximmSub, restrietedBy, or contexts.|Discard all
such tuples which grant access and which do not satisfy any of these constraints [16.4.2.4 8)].

4) Discard al tuples that do not include the requested permission as one of the set bitsin grantsAndDenials
[16.4.1, 16.4.2.4f)].

NOTE 2 — The order in which discarding of non-relevant tuples is performed does not dhange the output of
the ACDF.

16.84  Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard al tuples having aprecedence {&ss than the highest remaining precedence.

2) If more than one tuple remains, choase the tuples with the most specific user class. If there ar¢ any tuples
matching the reguestor with UserClasses element name or thisEntry, discard al other tupleq Otherwise
if there are any tuples matching UserGroup, discard all other tuples. Otherwise if there arg any tuples
matching subtree, discard.alt’ other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the protected
item is an attribute’and there are tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item’ is an attribute value, and there are tuples that specify the attribute valug explicitly,
discard all ether tuples. A protected item which is a rangeOfValues is to be treated as spgecifying an
attribute'valie explicitly.

Grant accegs if and-only if one or more tuples remain and all grant access. Otherwise deny access.

16.9 SmptfredAccess Controt
16.9.1 Introduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
designed to provide a subset of functionality found in Basic Access Control.

16.9.2 Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:

a) access control decisions shall be made only on the basis of ACIllitem values of prescriptiveACI and
subentryACI operational attributes.

NOTE 1 —entryACl, if present, shall not be used to make access control decisions.
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b) access control specific administrative areas shall be supported. Access control inner administrative areas
shall not be used. Particular access decisions shall be made on the basis of AClitem values obtained from
asingle Administrative Point, or from subentries of that Administrative Point.

NOTE 2 — Values ofrrescriptiveACI attributes appearing in subentries of Administrative Points containiitg no
ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control
decisions.

¢) dl other provisions shall be as defined for basic access control.

17 Rule-based Access Control

171 Scope and application

This clausg defines a specific access control scheme (of possibly many) for the Directory. The access confrol scheme
defined hefein is identified with the accessControlScheme operational attribute by giving it the valde fule-based-
access-coftrol or if used in conjunction with the basic or simplified access control schemes defined\in‘clauge 16, rule-
and-basic-access-control or rule-and-simple-access-control. Subclause 15.2.2 describes which, entries contain the
accessControlScheme operational attribute.

The scheme defined here is only concerned with controlling access to the Directoryiinformation within the DIB
(potentially including tree structure and access control information). It does not address controlling acgess for the
purpose of| communication with a DSA application-entity. Control of access to inf@rmation means the prevention of
unauthorized detection, disclosure, or modification of that information.

17.2 Rule-based Access Control model

There may|be environments where information relating to the clearance (instead of identity) of the requestor is used in
determining whether or not access to an attribute value is to be denied. Thisis defined as Rule-based Access Control and
uses adminjistratively imposed access control policy rules in determining when access is to be denied to certgin contents
of the Dirgctory. If access is denied under Rule-based Access Control, it cannot be allowed under other acgess control
schemes. The Rule-based Access Control model identifies.the information used in determining whether acgess is to be
denied. Thisis applied to every operation. Each accesseontrol decision involves:

a Access control information associated with the attribute values being accessed. This acgess control
information is called a security |abel.

) Access control information ;associated with the user requesting the operation. This access control
information is called the Clearance. The user requesting the operation is called the requestor.

¢) Ruleswhich defineWwhéther an access is authorized given a security label and a clearance, cal|{ed security
policies.

See Figure|12.

Access Control Decision

Requestor > >
access request grant/deny
argument

operation,

DN, .
authentication level, access decision
and clearance grant/deny

Protected =

item . g
security TIS08910-99/d12

label T

access control policy rules

Figure 12 — Rule-based Access Control Decision Model
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The security label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE - The use of other clearance information, (e.g. that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The
security policy is either identified in the security label or defined for the environment containing the labelled object.

17.3 Accacs caontral adminictr ativia araac
. r OO OUTTCN O COTTITTITOCT CATT V U U UL

As for basic access control (see 16.3), the DIT is divided into administrative areas including AccesscControl Specific
Areas. Thg administrative entry for an ACSA identifies the labelling security policies (access rules) that arg applicable
for that administrative area as well as the applicable access control scheme (rule-based-access-control dr rule-and-
basic-accdss-control or rule-and-simple-access-control or some other access control scheme).

174

W

ecurity Label

17.41 Iptroduction
Security labels may be used to associate security-relevant information with attributes within the Directory.

Security lapels may be assigned to an attribute value in line with the"Security policy in force for that attribute. The
security policy may also define how security labels are to be used téenforce that security policy.

A security [label comprises a set of elements optionally including a security policy identifier, a security classification, a
privacy mark, and a set of security categories (see 8.5.9 of-|PU-T Rec. X.411 | ISO/IEC 10021-4). The secuyity label is
bound to tHe attribute value using a digital signature or ather integrity mechanism.

17.4.2 Administration of Security Labels
A security |abel is assigned to an attribute value'by an administrative function before being placed in the Diregtory.

This admirjistrative function is responsible for assigning security labels to attribute values in line with the secprity policy
in force for{ the ACSA.

The binding of a security labelis protected using a digital signature or other integrity mechanism. This protection is
applied by the administrativefunction, or creator of the attribute value.

17.4.3 Labelled Attribute Values

A security Jabel( context associates a security label with an attribute value. Only a single label can be associgted with an
attribute veplue. That is, the security label context is single-valued. In addition, matching rules for the serurity label
context are ot SUpported.

NOTE — The concept of contexts is introduced in 8.7.

attributeValueSecurityLabelContext CONTEXT ::={

SYNTAX  SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED {SEQUENCE {
attHash HASH {AttributeTypeAndValue},
issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,
securityLabel SecurityLabel } }

Keyldentifier ::= OCTET STRING
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This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Theissuer

component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
security classification, a privacy mark, and a set of security categories as defined in 8.5.9 of ITU-T Rec. X.411 |
ISO/IEC 10021-4.

17.5 q
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learance
b attribute associates a clearance with a named entity including DUAS.

ATTRIBUTE ::= {

H SYNTAX  Clearance
id-at-clearance }
::= SEQUENCE {
yld OBJECT IDENTIFIER,
EList ClassList DEFAULT {unclassified},
rityCategories SET OF SecurityCategory OPTIONAL(}
;= BIT STRING {
prked (0),
hssified (2),
icted (2),
dential 3),
pt 4),
ecret 5)}

Id component conveys an identifierthat may be used to identify the security policy in force tg
[lasslist and securityCategories relates.

ist component includes a list of Classifications that are associated with the named entity.

tyCategories (see 8.5.9.0f ITU-T Rec. X.411 | ISO/IEC 10021-4) component, if present, prov
within the context of @classList.

L A clearance is securely bound to a named entity using an Attribute Certificate (ITU-T Rec. X.509
ey Certificatesextension field (e.g. within tBeibjectDirectoryAttribute extension) (ITU-T Rec. X.
, or means outside the scope of this Directory Specification.

ccess.Control and Directory operations

which the

des further

| ISO/IEC 9594-8), a
b09 | ISO/IEC

Each Direuury operatron Imvolves making a Serfes or acCess Control aeclsons on tne dwtrtoute values tdl U

aCCesses.

e operation

For some operations (e.g. RemoveEntry operation), even though the operation may appear to have succeeded if accessis
denied to one or more attribute values, the hidden attributes would remain in the directory. For other operations,
protected items to which accessis denied are simply omitted from the operation result and processing continues.

The access

control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

The algorithm by which any particular access control decision is made is specified as:

If access to all the attribute values of an entry is denied watiebased-access-control, the access is

denied to that entry for all operations.

If access to all the attribute values of an attribute is denied unddsased-access-control
is denied to that attribute for all operations.
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— Rule-based access control affects operations on reading attribute values (e.g. Read, Search) in that the
attribute value is not visible (the operation is carried out as though the attribute value is not present) if
access is denied to the attribute value.

— Rule-based access control affects operations which involve removing an entry (e.g. Remove Entry) in that
they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute type (e.g. Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute value (e.g. Modify
Entry — Remove Value) in that these operations fail if the access is denied to the attribute value.

17.7 Access Control Decision Function

This subg W—aF—EEE oRtrel—6 0 ade—for—any—particttar—atiriby alue. It provides a
conceptudl description of the Access Control Decision Function (ACDRuletased-access-controllf describes

how a cleprance and a security label are processed in order to decide whether to grant or defy & particular requestor a
specified permission to a given attribute value. The decision function applies the security policy ryles which establish
whether gn access is authorized on an attribute value given its security label and the requestor's clearance. The
definition pf the security rules is outside the scope of the Directory Specifications. A\simplified example of security
policy rules forrule-based-access-control is given in K.10.

17.71  Ipputsand outputs

For each invocation of the ACDF, the inputs are:

d) the requestor’s clearance (as defined in 17.5);

k) attribute value being considered at the current decision point for which the ACDF was finvoked;
c) the security policy in force for the access-contralsspecific area;
d

security label bound to the attribute value.

The output is a decision whether to deny access to the'attribute value.
For any particular instance of making an access.control decision, the outcome shall be the same |as if the steps in 17.6
were performed.

17.8 Use of Rule-based and Basic Aecess Control

If both rul¢-based and basic access.control are in effect, the order in which they are applied is a lo¢al matter, except that
if access iIs denied to the entrysan-attribute type or an attribute value by either mechanism it shall pot be granted by the
other medhanism. In this respebtiscloseOnError (see 16.2.3 and 16.2.4) permissionbagic-access-dontrol is a

permission that shall not override a denywé-based-access-control.

18

fan

Lryptographic Protection in Storage

18.1 Dataintegrity in Storage

18.1.1 Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 18.1.2), or the digital signature of a single attribute value may be held in a context (see 18.1.3).

NOTE — The DSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature calculated on
the returned result is correct.

18.1.2  Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding adigital signature of all the attribute values being protected.
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This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service

itself isnot

involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operationa or collective attributes. Any attribute value
contexts are included.

Additional control information is held along with the digital signature. This includes information on the authority or the
user who created-the digi’rnl -:ign,'-m e the information to limit the \/nlidify of the Qign:-m re and areference in the form of

a certificatp serial number, which could be used in a certificate revocation list to revoke the validity (of

attributes.
The followling defines an attribute type to hold a digital signature, along with associated control” informa
provides integrity of awhole entry or all values of selected attribute types.
attributelntegritylnfo ATTRIBUTE ::= {
WITH SYNTAX AttributelntegrityInfo
EQUALITY MATCHING RULE attributelntegrityMatch
ID id-at-attributelntegritylnfo}
Attributelntegritylnfo ::= SIGNED { SEQUENCE {
issuer Name, -- Authority or data ofiginators name
scofe Scope, -- Identifies the attributes protected
subjgect Name OPTIONAL, -- If not present can be implied from Name of entry
keylxentifier Keyldentifier OPTIONAL,
attripsHash AttribsHash } } -- Hashvalue of protected attributes
Scope ::=| CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
sele¢tedTypes [1] SelectedTypes
-- Signaturé_protects all attribute values of the selected attribute types
}
SelectedTypes ::= SEQUENCE\OF AttributeType
AttribsHagh ::= HASH,{{\SEQUENCE {
subject Name,
proteéctedAttributes SEQUENCE OF ProtectedAttributes } }

s Attribute type and values with associated context values for the selected Scope

18.1.2.1 Attribute Integrity Matching Rule

The matchi

ng rule for the issuer, scope or key identifier isasfollows:

attributelntegrityMatch MATCHING-RULE ::= {
SYNTAX  AttributelntegrityAssertion

ID id-mr-attributelntegrityMatch }
AttributelntegrityAssertion ::= SEQUENCE ({

issuer Issuer OPTIONAL,

scope Scope OPTIONAL,

keyldentifier Keyldentifier OPTIONAL }
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The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the attribute value, as follows:

a) issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

b) scope matchesif itisegual to the scope component of the stored attribute value;

c) keyldentifier matchesif it is equal to the keyldentifier component of the stored attribute value.

NOTE — Conformant implementations are not required to recognize all possible forms.

18.1.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which provides
integrity fdr a Single attribute value. Any aitribute value contexts are included In the signature, excluding fthe context
used to holf signatures.

attributeValuelntegrityInfoContext CONTEXT ::= {

SYN[TAX AttributeValuelntegrityInfo
ASSERTED AS  AVIAssertion
ID id-avc-attributeValuelntegritylnfoContext}

AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

issuer Name, -- Authority or data-griginators name
subject Name OPTIONAL, -- May be implied by Name for entry
keylgentifier Keyldentifier OPTIONAL,

aVIiHash AVIHash } } -- Hash value of protected attribute

AVIHash :[= HASH { SEQUENCE {

subject Name OPTIONAL,
-- Not present if name already in AttributeValuelntegritylnfo
proteéctedAttributeValue AttributeTypeValueCantexts } }

-- Attribute type and value with associated-context values

AttributeTypeValueContext ::= SEQUENCE {

type ATTRIBUTE.&id ({SuppartedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{{ @type}),
contpextList SET SIZE (1..MAX)OF Context OPTIONAL }

AVIAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
keyldentifier Keyldentifier OPTIONAL }

NOTE + This context is notjgenerally used to filter or select particular attributes, as for other contexts, hoyeveribieisqoss
use corftext selection toobtain attribute values for which there are digital signatures from known issuers or key identifiers.

18.2

O

fonfidentiality of stored data

18.2.1 Iptroduction

In some situations, the Directory may not give sufficient assurance that data is kept confidential in storage, regardless of
access controls. Confidentiality of attributesin storage is provided through use of:

a) A template for the definition of an attribute type which is an encrypted variant of an existing attribute
type.

b) Anattribute for distributing confidentiality keys.
Once the Directory accepts a protected variant of an attribute value, the matching rules of the original (cleartext)
attribute cannot be invoked.

NOTE — Any mechanism can be used to distribute the keys required to protect attributes defined using the "Confidential
Attribute” template. Further information on key management techniques can be found in ISO/IEC 11770: Information technology
— Security techniques — Key Management.
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18.2.2 Encrypted Attribute Value Template

If an encrypted variant is required of an existing directory attribute type, the following syntax is used:

EncryptedAttributeSyntax {AttributeSyntax} ::= SEQUENCE {
keylInfo SEQUENCE OF KeyldOrProtectedKey,
encAlg Algorithmldentifier,
encValue ENCRYPTED { AttributeSyntax } }

KeyldOrPr

otectedKey ::= SEQUENCE ({

keyldentifier [0] Keyldentifier OPTIONAL,
protectedKeys [1] ProtectedKey OPTIONAL }

-- At least one key identifier or protected key must be present

ProtectedKey ::= SEQUENCE ({
authReaders AuthReaders, -- if absent, use attribute in authorized reader entry
keyHncAlg Algorithmlidentifier OPTIONAL, -- algorithm to encrypt encAttrkey
encAttKey EncAttKey }
-- confidentiality key protected with authorized user’s
-- protection mechanism
AuthReadg¢rs ::= SEQUENCE OF Name
EncAttKey| ::= PROTECTED {SymmetricKey, keyProtection}
SymmetrigKey ::= BIT STRING

keyProtecfion PROTECTION-MAPPING ::= {

SECURITY-TRANSFORMATION {genEncryption} }

NOTE 1 - It is not reasonable that ordering matching,rdles or substring matching rules be used for encryfdted attribises. It is

recomnended that encrypted attributes are only defined for user attributes.
AttributeSyntax is the clear text syntax of the attribute and EncryptedAttributeSyntax the syntax of the equivalent
confidentid attribute.
The keyldgntifier may be the identifier of ‘a certified public key as held in the Subject Public Key Identifigr extension
field defingd in ITU-T Rec. X.509 | |SO/IEC 9594-8, clause 12, or the identifier of a symmetric key and associated
security coftrol information.
The authReaders identifies those subjects who are permitted to retrieve the ProtectedKey.
The keyEnfAlg istheidentifier for the algorithm used to encrypt the encAttKey, which isthe identifier for the key used
to apply th¢ confidentiality service.
The genE Ct _ypt;ull SECHRIP-TRANSFORMATON-deftResthetransfermator-whteh+stsed-fot Ir\cy disteHbution. This

is further defined in 15.3.1. This transformation may be used with any encryption algorithm, including reversible public
key algorithms and symmetric key algorithms.

NOTE 2 — Key management, which includes key distribution, is within the purview of some administratively controlled security
policy. Therefore, this specification does not constrain geaEncryption SECURITY-TRANSFORMATION in such a
manner as to preclude the security manager of the DMD from specifying the precise details of key distribution. Furthermore, thi
specification does not require qualities of tpenEncryption SECURITY-TRANSFORMATION such that these qualities

preclude the use of particular key distribution mechanisms.

Support for an attribute does not imply support for the equivalent encrypted attribute.

Where a user attribute is defined in this set of specifications, the object identifier for the encrypted equivalent of that

attributeis allocated in ITU-T Rec. X.520 | ISO/IEC 9594-6, Annex A.
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18.2.3 Attributefor Confidentiality Key

If it is necessary to distribute information about the encryption that provides confidentiality of stored data, the following
attribute shall be used:

confKeyinfo ATTRIBUTE ::= {

WITH SYNTAX ConfKeyInfo
EQUALITY MATCHING RULE readerAndKeylDMatch
ID id-at-confKeylnfo }

ConfKeyInfo ::= SEQUENCE {
keyldentifier Keyldentifier,
protectedKey ProtectedKey }

18.2.4 Reader and Key ldentifier Matching Rule

A matching rule for alist of authorized readers and their associated keysis as follows:

readerAndKeyIDMatch MATCHING-RULE ::= {
SYN[TAX  ReaderAndKeyIDAssertion
ID id-mr-readerAndKeylDMatch }

ReaderAndgKeylDAssertion ::= SEQUENCE {
keyldentifier Keyldentifier,
authReaders AuthReaders OPTIONAL }

The matching rule returns a TRUE if al of the components that are present in the presented value|l match the
correspondjng components of the attribute value, as follows:

a keyldentifier matches if it is equal to the keyldentifier ‘component of the ProtectedKey ir the stored
attribute value;

b) if present the authReaders matches if it is equal-o one of the names in the authReaders component of
the ProtectedKey in the stored attribute val ug:

SECTION 8 — DSA MODELS

19 DSA Models

This clausg is concerned with general models describing various aspects of the components comprising the Directory,
Directory $ystem Agents (DSAS). Subsequent clauses treat additional DSA models.

19.1 Definitions

For the purposes of ‘this Directory Specification, the following definitions apply:

- - ¥ e ) £ DAL L L. £ ) D, & Ay ) o e el B ) . . | b H
19.1.1 cContextPrerX— e Ssequence o ROINS Teat My TronT the Root o the D1 to tnemitrar vertex—ol a naming

context; corresponds to the distinguished name of that vertex.

19.1.2 DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more haming
contexts.

19.1.3 naming context: A subtree of entries held in asingle master DSA.

19.2  Directory Functional Model

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS),
each of which provides zero, one or more of the access points. This is illustrated in Figure 13 where the Directory is
composed of more than one DSA, it is said to be distributed. The procedures for the operation of the Directory wheniitis
distributed are specified in ITU-T Rec. X.518 | ISO/IEC 9594-4.
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Figure 13 — The Directory Provided by Multiple DSAs

NOTE - A DSA will likely exhibit local behaviour and structure which is outside the scope of envisaged Dirgctory Specifications.
For example, a DSA which is responsible for holding some or all of the information in the DIB will normally [do so by means of a
databage, the interface to which is a local matter.

A particulgr pair of application-processes which need to interact in the provision of directory services (either g DUA and
a DSA, or|two DSAs) may be located in different open systems. Such an interaction is carried out by mgans of OS|
Directory grotocols, as specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Clause 19 [specifies the models that are used as the basisfor specifying the distributed aspects of the Djirectory. A
framework| for the specification of operational models‘concerned with particular aspects of the operation of the
componentfs of the Directory, DSAS, is provided in clauses 23 through 26.

19.3

c

irectory Distribution M odel
This subclguse defines the principles aceording to which the DIB can be distributed.

Each entry within the DIB is administered by one, and only one, DSA’s Administrator who is said to have administrative
authority for that entry. Maintenance and management of an entry shall take place in a DSA administered by the
administrdtive authority for.the entry. This DSA is thaster DSA for the entry.

Each magter DSA within the Directory holdsfragment of the DIB. The DIB fragment held by a master DSA is
described|in terms‘of the DIT and comprises one or more naming contewxisiy context is a subtree of the DIT, all

entries of which have a common administrative authority and are held in the same master DSA. A haming context starts
at a vertelx ©f the DIT (other than the root) and extends downwards to leaf and/or non-leaf veftices. Such vertices
constitute the-berder-ef-the—naming-contexdt—The-superioref-thestarting-verex-of-a—naming-centext is not held in that
master DSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further naming contexts.

NOTE 1 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a single
master DSA.

NOTE 2 — A naming context in itself is not an administrative area having an administrative point or an explicit subtree
specification, but it may coincide with an administrative area.

It is possible for a master DSA’s administrator to have administrative authority for several disjoint naming contexts. For
every naming context for which a master DSA has administrative authority, it shall logically hold the sequence of RDNs
which lead from the root of the DIT to the initial vertex of the subtree comprising the naming context. This sequence of
RDNs is called theontext prefix of the naming context.

NOTE 3 — The primary distinguished name of the naming context shall be used as the context prefix. Contexts and alternative
values with context may optionally be included in the RDNSs.
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A master DSA’s administrator may delegate administrative authority for any immediate subordinates of any entry held
locally to another master DSA. A master DSA that delegated authority is cadlgmréor DSA and the context that

holds the superior entry of one for which the administrative authority was delegated, is catapette naming

context. Delegation of administrative authority begins with the root and proceeds downwards in the DIT; that is, it can
only occur from an entry to its subordinates.

Figure 14 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), which
are physically distributed over three DSAs (DSA1, DSA2, and DSA3).

From the example, it can be seen that the naming contexts held by particular master DSAs may be configured so as to
meet a wide range of operational requirements. Certain master DSAs may be configured to hold those entries that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structure of a large
company say, but not necessarily all the subordinate entries. Alternatively, master DSAs may be configured to hold only
those naming contexts representing primarily leaf entries.

From the above definitions, the limiting case for a naming context can be either a single entry or thelwhole of the DIT.

Whilst thel logical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of information
location and management is simplified if the master DSAs are configured to hold a small number of [haming contexts.

DSAs maly hold entry-copies as well as entries. Shadowed entries, the only sert<of entry-copy considered in the
Directory Specifications, are maintained by means of the shadowing service des¢riped in ITU-T Rec. X.525 | ISO/IEC
9594-9. Ir] addition to this standardized sort of replicated information, two additional non-standardized sorts of entry-
copy may [be encountered in the Directory.

Copies of an entry may be stored in other DSA(s) through dilateral agreement.

Copies of an entry may be acquired by storing (locally-and dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are maintained and managed is not defingd in these Directory
Specifications. Due to more precise handling of features like access control, it is recommended that the shadow
service be used instead of using cached-copies.

Root

DSA2

@ c=-ww c=w DSA3
DSA1

Context A Context B

Context D
Context.€
O = DEF
.= ABC /
OU=G ou=H@ Context E ® @
A ou=1J ou=K

. . . Oou =1
TISO3340-94/d14
CN=1 CN=m CN=n A

CN=o CN=p CN=g¢g

. DIB object entry

(O DIB alias entry

Figure 14 — Hypothetical DIT
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A DSA holding an entry-copy is a shadow DSA for that entry. A shadow DSA may hold a copy of a naming context or a
portion thereof. The specification of the portion of a naming context that is shadowed is termed a unit of replication.

As described in 9.2 of ITU-T Rec. X.525 | ISO/IEC 9594-9, a unit or replication is defined within the Directory
information model, and a specification mechanism is provided. The shadowing mechanism in the Directory is based on
the definition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The unit of
replication comprises a three-part specification which defines the scope of the portion of the DIT to be replicated, the
attributes to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replication also
implicitly causes the shadowed information to include policy information in the form of operationa attributes held in
entries and subentries (e.g. access control information) which is to be used to correctly perform Directory operations.
The prefix information to be included begins at an autonomous administrative point and extends to the replication base
entry.

The originator of a Directory request is informed (via fromEntry) as to whether information returned in response to a
request is from an entry-copy or not. A service conirol, dontUseCopy, IS defined which alows the user 1o prohibit the
use of entry-copies to satisfy the request (although copy information may be used in name resolution).

NOTE % — Such name resolution will fail in some instances for a valid alternative name when resolved against a copy held in a
pre-1997 edition DSA, or in a later edition DSA holding a copy with incomplete hame information, where|an RDN includes an
attributg type for which there are multiple distinguished values differentiated by context.

In order fof a DUA to begin processing a request it shall hold some information, specifically the presentatipn address,
about at legst one DSA that it can contact initially. How it acquires and holds thisinformation is alocal mattef.

During the process of modification of entries it is possible that the Directory- may become inconsistent. This will be
particularlyf likely if modification involves aliases or aliased objects which may-be in different DSAs. The intonsistency

shall be cofrected by specific administrator action, for example to delete aliases if the corresponding aliased gbjects have
been deletgd. The Directory continues to operate during this period of ineonsistency.

SECTION 9 — DSA INFORMATION MODEL

20

>

(nowledge

20.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
20.1.1 cptegory: A characteristic of a knowledge reference that qualifiesit asidentifying a master or a shgdow DSA.

20.1.2 cpmmonly usable: A characteristic of areplicated area that permits general distribution of the accgss point of
the DSA h¢lding it,acommonly usable replicated areais normally a complete shadow copy of a naming contgxt.

20.1.3 cfossreference: A knowledge reference containing information about a DSA that holds an entfy or entry-
copy. Thisks+ Hrizet v i Hrate-retatt i A y-in the DSA
holding the cross reference.

20.1.4 immediate superior reference: A knowledge reference containing information about a DSA that holds the
naming context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

20.1.5 knowledge (information): DSA operational information held by a DSA that it uses to locate remote entry or
entry-copy information.

20.1.6  knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
with the DSA inwhich it islocated.

20.1.7 master knowledge: Knowledge of the master DSA for a naming context.
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20.1.8 non-specific subordinate reference: A knowledge reference containing information about a DSA that holds
one or more unspecified subordinate entries or entry-copies.

20.1.9 referencepath: A continuous sequence of knowledge references.

20.1.10 shadow knowledge: Knowledge of one or more shadow DSAs for a naming context (if the knowledge is

specific) or

contexts (if non-specific).

20.1.11 subordinate reference: A knowledge reference containing information about a DSA that holds a specific
subordinate entry or entry-copy.

20.1.12 superior reference: A knowledge reference containing information about a DSA considered capable of

resolving (i

.e. finding any entry within) the whole of the DIT.

20.2 I ntroduction

The DIB i$ distributed across a large number of master DSAS, each holding and having administrative authority for a

DIB fragment. The principles governing this distribution are specified in 19.3.

In addition
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these and other DSAs may hold copies of portions of the DIB.

irement of the Directory that, for particular modes of user interaction, the distribution of the directory be
bnsparent, thereby giving the effect that the whole of the DIB appears to beayithin each and every DSA.

support this operational requirement, it is necessary that each DSACbe-able to gain access to the {nformation

DIB associated with any name (i.e. any object’s distinguished or alias names). If the DSA does not itself hold
entry or object entry-copy associated with the name, it must be able to interact with a DSA that does, either
indirectly by means of direct and/or indirect interactions‘with other DSAs.

Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
t must be able to gain access, directly or indiréctly, to the master DSA holding the entry ipformation associated

e defines knowledge as that DSA operational information required to achieve these [technical objectives.
nt clauses specify the representation-af’ knowledge in the context of a general DSA information model.

- The preceding statements represént technical objectives of the Directory. Realization of thege technical objectives
5 on other matters (e.g. policy matters) in addition to a consistent configuration of knowledge in DSAs. Clausgk 23 throu
blish a framework to address some of these matters.

ontains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
i

nowledge Refer ences
is that eperetional information held by a DSA that represents a partial description of the distribut{on of entry

opy Anformation held in other DSAs. Knowledge is used by a DSA to determine an approprigte DSA to
bna@request received from a DUA or another DSA cannot be satisfied with locally held information.

Knowledge consists of knowledge references. A knowledge reference associates, either directly or indirectly, the name
of aDirectory entry with a DSA holding the entry or a copy of the entry.

Names used in knowledge references, whether as context prefixes, DSA names or entry names, shal be primary
distinguished values. Context, and alternative values with context, may also be included in RDNs.

NOTE — Name resolution may fail for a valid alternative name when knowledge references are held in pre-1997 DSAs which do
not recognize multiple distinguished values differentiated by context, or in DSAs not holding all the alternative distinguished
names in knowledge references or entry-copies.

20.3.1 Knowledge Categories

There are two categories of knowledge reference, master knowledge references and shadow knowledge references.

Master knowledge is knowledge of the access point of the master DSA for a naming context.
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Shadow knowledge is knowledge of DSAs holding replicated Directory information; it may be distributed by shadow
suppliers to shadow consumers by means of the replication procedures described in ITU-T Rec. X.525 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the access point of a set of one or more shadow DSAs for a
replicated area (a naming context or a portion thereof).

A DSA that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicated
area that is commonly usable is a complete shadow copy of a naming context. An incomplete shadow copy of a naming
context held by a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation requests that
users commonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of aDSA holding an incomplete copy of a naming context to be distributed that the replicated area be commonly usable.

A given DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAS, regarding a
particular naming context. The specific knowledge used in the processing of a request received from a DUA or another
DSA, eg. in the name resolution process, is determined by a DSA-specific selection procedure whereby the DSA
computes, hased on any non-standardized criteria deemed appropriate by the administrative authority _an access point of

aDSA capgble of progressing the request.

NOTE + The Directory Specifications do not constrain how master and shadow knowledge is used ,by'DSAE (other than indirectly
through| constraints on DSA behaviour, for example ditveUseCopy andcopyShallDo service controls as spegified in ITU-T

Rec. X.p11 | ISO/IEC 9594-3).

20.3.2 Knowledge Reference Types

The knowlledge possessed by a DSA is defined in terms of a set of one or more knoWwledge references where each
reference gssociates, either directly or indirectly, entries (or entry-copies) of the DB-Wwith the DSA which holds those
entries (or entry-copies).

A DSA may hold the following types of knowledge reference:
- asuperior reference;

- immediate superior references;

- subordinate references;

- non-specific subordinate references; and

- cross references.

A knowledge reference of a particular type shall be either a master or shadow knowledge reference

In addition, a DSA that participates inShadowing as a shadow supplier and/or consumer may hold one or more of the

following types of knowledge reference:
-{ supplier references; and

-{ consumer references.
These kngwledge reference types are described below.
20.3.2.1 Huperior-Reference

A superiol reference consists of:

— the Access Point of a DSA.

Each non-first level DSA (see 20.5) maintains precisely one superior reference. The superior reference shall form part of
a reference path to the root. Unless some method outside the standard is employed to ensure this, for example within a

DMD, this

shall be accomplished by referring to a DSA which holds a naming context or replicated area whose context

prefix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

20.3.2.2 Immediate Superior References

An immediate superior reference consists of:

the context prefix of a naming context that is immediately superior to one held (as entries or entry-copies)
by the DSA holding the reference;

the Access Point of the DSA holding that naming context (as entries or entry-copies).
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Immediate superior references are an optional reference type that only occur when there is a hierarchical operational
binding to the referenced DSA (see clause 26 in ITU-T Rec. X.518 | ISO/IEC 9594-4). In the absence of such explicit
operational bindings, an immediate superior naming context may be referenced by means of a cross reference.

20.3.2.3 Subordinate References

A subordinate reference consists of::

— a context prefix corresponding to a naming context immediately subordinate to one held (as entries or
entry-copies) by the DSA holding the reference;

— the Access Point of the DSA holding that naming context (as entries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be represented by
subordinate references (or non-specific subordinate references as described in 20.3.2.4).

In the casgwierea DSA hotdsentry=copies,; thesubordimate mamingcontexts may or may not betppresented, depending
on the shgdowing agreement in effect.

20.3.2.4 Non-Specific Subordinate References

A non-spedific subordinate reference consists of:

-+ the Access Points of a DSA that holds the entries (or entry-copies) of one or|more immediately
subordinate Naming Contexts.

This type of reference is optional, to allow for the case in which a DSA is knewn to contain some sybordinate entries (or
entry-copies) but the specific RDNs of those entries (or entry-copies) is pot-known.

For each haming context that it holds, a master DSA may hold zero-0r more non-specific subordinpte references. DSAs
accessed |via a non-specific reference shall be able to resolve th€, request directly (either success pr failure). In the even
of failure, pserviceError reporting a problem afnableToProceed.iS returned to the requestor.

In the cage where a DSA holds entry-copies, the non-spécific subordinate references may or mgy not be represented,
depending on the shadowing agreement in effect.

20.3.2.5 (ross References

A cross reference consists of:
- a Context Prefix;

-{ the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type |of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including
zero) of cross references.

20.3.2.6 Hupplier References

A supplier|reference held by a shadow consumer DSA consists of:

- thecontext prefix of the naming context from which the replicated area received| from the shadow
supplier is derived,;

- “\J4he identifier of the shadowing agreement that the shadow consumer has establighed with a shadow
supplier;

— the Access Point of the shadow supplier DSA,
— anindication of whether the shadow supplier of the replicated area is or is not the master; and

— optionally, the access point of the master DSA if the supplier is not the master.

20.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of:

— the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived,;

— the identifier of the shadowing agreement that the shadow supplier has established with a consumer; and

— the Access Point of the shadow consumer DSA.
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20.4 Minimum Knowledge

It isaproperty of the Directory that each entry can be accessed independently of where arequest is generated.

Itisdsoa
be satisfied

property of the Directory that, to achieve adequate levels of performance and availability, some requests can
using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e. the information

held at the master DSA for the entry).

To redlize
knowledge

The objecti

these location independence properties of the Directory, each DSA must maintain a minimum quantity of
which depends on the particular configuration of the DSA.

ive of these minimum requirements is to permit the distributed name resolution process to establish a

reference path, as a continuous sequence of master knowledge references, to all naming contexts within the Directory.

Beyond these minimum requirements, additional knowledge may be employed to establish other reference paths to

copies of 1
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A first levd
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arrtRg-eontexts—Crossreference-krovwtedge{raster—or ovw-ray-be-employe optimized
aths to naming contexts and copies of naming contexts.

LUm knowledge requirements for DSAs are specified in 20.4.1-20.4.4.

uperior Knowledge

that is not afirst level DSA shall maintain a single superior reference.

ubor dinate Knowledge

t is the master DSA of a naming context shall maintain subordinate-or-non-specific subordinate references of
aster knowledge to each master DSA holding (as master) an immediately subordinate naming context.

upplier Knowledge

adow supplier DSA that suppliesit with areplicated ared, a shadow consumer DSA shall maintaip a supplier

If the shadow consumer’s subordinate knowledge for the copy of the naming context is incomplete, it shall
pplier reference to establish a reference path;to’ subordinate information. This procedure|is described in clause
T Rec. X.518 | ISO/IEC 9594-4.

onsumer Knowledge
shadow consumer DSA that it.Supplies with a replicated area, a shadow supplier DSA shall maintain a
reference.

irst Level DSAs

referenced by a superior reference assumes the burden of establishing a reference path fo all of the DIT that is
to the referring\DSA. A DSA referenced by other DSAs may itself maintain a superjor reference. This
superior referral process stops at a séirsdflevel DSAs upon whom the ultimate responsibility for the

| DSA'S characterized as follows:

ivdoes not hold a superior reference;

b

) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

¢) it holds a subordinate reference (of category master and/or shadow) for each naming context immediately

subordinate to the root of the DIT that it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. The procedures governing this joint administration are determined by multilateral
agreements which are outside the scope of the Directory Specifications.

To limit th
master for
DSAs for
immediate

e quantity of interrogation requests that might be directed to a master first level DSA (i.e. a DSA that is a

a naming context immediately subordinate to the root of the DIT), it is possible to establish shadow first level
that master first level DSA. Such shadow DSAs hold copies of the entries and subordinate references
ly subordinate to the root held in its master (or supplier) first level DSA. They therefore may serve as the

superior reference for non-first level DSASs.
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211

Basic Elements of the DSA Information M odel

Definitions

For the purposes of this Directory Specification, the following definitions apply:

2111

21.1.2

21.1.3

2114

may (but n

21.1.5
have mult

21.2

The Direct
distinguish

the Direct

The DSA

held by D
model. It i

The purp
general fr

21.3

In the DS
are terme
elements

the other

If a DSA

it is said td

DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

DSA-shared attribute: An operational attribute in the DSA information model associated with a particular
name whose value or values, if held by several DSAS, are identical (except during periods of transient inconsistency).

DSA-specific attribute: An operational attribute in the DSA information model associated with a particular
name whose value or values, if held by several DSAS, need not be identical.

0

0
i

o

O

h

SE type: An indication of the particular purpose of a DSE; a DSE may serve multiple purpos
le types.

ntroduction

bry information model describes how the Directory as a whole represents information about objeq

Iy as a set of potentially cooperating DSAs is abstracted from the model.

bAS in order that the set of DSAs comprising the Directory.‘may together realize the Directory
concerned with:

how Directory information (object and aliascentries and subentries) is mapped onto DS
how copies of Directory information may-bé held by DSAs;
the operational information required.by DSAs to perform name resolution and operatig

the operational information required by DSAs to engage in shadowing and to use shag
se for modelling a representation of DSA operational information such as knowledge
mework for management.aceess to DSA operational information.

SA-Specific Entries-and their Names

0D SA-SpecificiEntries (DSES). Directory entries exist in the DSA information model only
from which<DSEs may be composed. Operational attributes specific to the DSA informa
ariety_of‘information element from which DSEs may be composed.

alds any information concerning a name directly (i.e. information held in a repository iden

e; the DSE

bs and thus

its having a

bd name and optionally aias names. In its description of the DIT, entrigs and attributes, the conpposition of

nformation model, on the other hand, is especially concerned with DSAs and the information tiat must be

nformation

AS;

n evaluation; and

owed information.

b IS to establish the

A information moedel, the information repositories holding the information associated with a particular name

as information
tion model comprise

tified by the name),

know,or havae knaowladaa of that nama
“ROW-OFRae—«RoWieay HAaRae-

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e. the RDN and its relationship to the DIT) is not
represented explicitly as attributes in the DSA information model; the set of nhames known by a DSA constitute an
implicit fabric on which the associated DSEs can be considered to be attached.

NOTE 1 — One consequence of the way the DSA information model handles names is that, for DSEs that are not of type entry,
alias or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

Where alternative names exist because of naming attributes having multiple distinguished values differentiated by
context, asingle DSE represents all the information held by the DSA about all the alternative names. Thisis modelled in
the DSA information model as a single name with context-specific variants, rather than as separate names.

NOTE 2 — For consistent name resolution and interworking with pre-1997 DSAs, every DSA shall have information about at least
the primary distinguished values of all attributes contributing to a name, and desirably as many of the alternative distinguish
values as possible.
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The set of al names known by a DSA, together with the information associated with each name, when viewed from the
perspective of these names, is termed the DSA information tree for that DSA. A DSA information tree is depicted in

Figure 15.

Point (AP)

AP

Root DSE
- DSA-Specific
~~~~~~~~ Attributes
DSE
- DIreciory DSA-Slared DSA-SPECHIC
~~~~~~~~ Entry Attributes Attributes
DSE
Subentry =" @
\ i
Directory DSA-Shared DSA-Specific
T Subentry Attributes Attributes

DSE (e.g. for subardinate references)

1@

DSA-Shared
Attributes

DSA-Specific
Attributes

Figure 15 — A BDSA Information Tree

TISO3350-94/¢115

The minimum information that a DSA may asséciate with a name, and thus know the name, consists of an eXpression of
the purposg for which the name is known (ié.-the role played by the name in the operation of the DSA knowing it). This

purpose is

In addition
attributes ahd DSA-specific attributes.

epresented in the DSA information model by the DSA-specific attribute, dseType.

a DSE may hold other,_information associated with the name such as an entry or entry-copy, IDSA-shared

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The inforfnation held

in a DSE vries, depending'on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.

DSA-specific attributes.

-{ A DSE/directly representing a Directory entry contains the user and operational attrijutes corresponding
te-that Directory entry (as depicted in DSE 2 in Figure 15). The DSE may also contajn DSA-shared and

— A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA-specific attributes and may also contain

DSA-shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 15).

The DSE may also contain DSA-shared and DSA-specific attributes.

— A DSE representing no Directory entry information contains only DSA-shared and/or DSA-specific
attributes (as depicted in DSEs 1 and 4 in Figure 15). For example, a DSE representing a subordinate
reference may have a DSA-shared attribute that indicates the master access point and a DSA-specific
attribute to indicate that the DSE is a subordinate reference.

NOTE — The DSE is a conceptual entity which facilitates the specification and modelling of information components
in a consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to
impose any particular constraints or data structure on implementations.
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Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE typeis
one of these) and optionally an entry or entry-copy.

2141

DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in
Directory entries. Those are DSA-shared and DSA-specific attributes.

A DSA-shared attribute is an operational attribute in the DSA information model associated with a particular name
whose value or values, if held by several DSAS, are identical (except during periods of transient inconsistency). A DSA
shadow-copy of a DSA-shared attribute.

may hold a

specific att

NOTE +
not a shadow-copy of information held by the supplier but, rather, information produced by-the supplier fo

the con

2142 O

The type d
indicates th
dseType &

that is specmc to the functioning of the DSA holding it. A DSA cannot hold a shadow-copy
ibute.

sumer may then use and modify.

SE Types

f a DSE, represented in the DSA information model by the DSA~specific operational attribut
e particular purpose (or role) of a DSE. This purpose is indicated:by the named bits of the single
ftribute. As a DSE may serve several purposes, several named-bits of the dseType attribute ma

While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA-specific attributg,

fcular name

operational
of a DSA-

b, this is conceptually
I the consumer which

b dseType,
alue of the
y be set to

represent these purposes. A number of combinations of named bits thatare likely to occur are specified in Anhex M.

The phrasg

dseType afttribute has been set. For a DSE of typether named bits may or may not be set, as requi

"a DSE of type x" is used in the Directory Specifications to indicate that the named bit x of

the DSE’s
ed. The alternate

btation as follows:

finition is:

phrase "the DSE type include$may also be used.
The syntaftic specification of thiseType operationalattribute may be expressed using the attribute n
dseType ATTRIBUTE ::= {
WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
This DSA{specific operational attribute is managed by the DSA itself.
The ASN.L type that represents the syntax of the possible valuesdskthge attribute iSDSEType. Its de|
DSEType }:=/B¥T STRING {
root (0), -- root DSE --
glue (1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry 3), -- object entry --
alias 4, -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr ), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (20), -- subentry --
shadow (1), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16) } -- DSA Specific subentry --
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The values of DSEType are:

a) root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA’s entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSES to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g. knowledge) is associated with those names. This
isillustrated in Figure 15. A DSE of type glue shall not have any other DSEType bit set.

¢) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an object entry.
€) alias: A DSE that holds an aias entry.
f) subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

d nssr: A DSE that holds a non-specific knowledge attribute to represent{a“hon-specific subordinate
reference.

h) supr: A DSE that holds a specific knowledge attribute to represent the DSAs superior referenc

13

i] xr: A DSE that holds a specific knowledge attribute to represent@.cross reference.
j] admPoint: A DSE corresponding to an administrative point.
k) subentry: A DSE that holds a subentry.

I} shadow: A DSE that holds a shadow-copy of\an entry (or part of an entry) or other [nformation
(e.g. knowledge) received from a shadow-supplier; this named bit is set by the shadow consumgr.

:I) immSupr: A DSE that holds a specific knewledge attribute to represent aimmediate superior reference.

rhob: A DSE that holds administrative point and subentry information received from a superigr DSA in a
Relevant Hierarchical Operational “Binding (i.e. in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as.described in clauses 25 and 26 of ITU-T Rec. X.518 | ISO/IEC 9594-4).

d sa: A qudifier of asubr DSE‘indicating that the subordinate naming context entry is an alias.

P dsSubentry: A DSE that holds a DSA specific subentry.

The use of this operational attribute to represent aspects of the DSA information model is described in clause P1.

22 Representation of DSA Information

This clausg treats the representanon of DSA mformatlon It descrl bes the representanon of DSA operational {nformation
(knowledge

22.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

22.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e. the object’s distinguished
name).

If the DSE holds a copy of the entry, the DSE type inclutiegiow.
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If the name of the object entry includes any alternative distinguished names differentiated by context, the name of the
DSE may aso include those aternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguished names. In the case of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE - For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shall include at least the
primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the object
entry. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

2212 AliasEntry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the dias entry (i.e. the
RDN attributes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DSE held

If the name of the dias entry includes any alternative distinguished names differentiated by context;Jthe name of the
DSE may also include those aternative distinguished names differentiated by context. In the case,of aDSE that holds a
shadow of the alias entry, the name of the DSE may include a subset of the alternative distinguished names.|In the case
of a DSE that is not a copy, the name of the DSE shall include al distinguished names.

NOTE + For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shdll include at least the
primary|distinguished value of any naming attribute. Thus the copy has at least the primary distinguished pame of the alias ent
Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) ig present.

22.1.3 Administrative Point

An adminigtrative point is represented by a DSE of type admPoint which contains the attributes associatgd with the
administraffive point. The name of the DSE is the name of the administrative point.

If the DSH represents an entry, the DSE type includes entry\If the DSE holds a copy of the administfative point
informatiom, the DSE type includes shadow.

If the name of the administrative point includes any alternative distinguished names differentiated by context, the name
of the DSH may also include those alternative distinguished names differentiated by context. In the case of [a DSE that
holds a shadow of the administrative point, the-name of the DSE may include a subset of the alternative difstinguished
names. In the case of a DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE + For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shdll include at least the
primary| distinguished value of any_haming attribute. Thus the copy has at least the primary distinguished name of the
adminidtrative point. Name resalution is enhanced if every distinguished value (and thus every alternative|distinguisieed name)

present

22.1.4  Hubentry

A subentry| is represented by a DSE of type subentry which contains the operational and user informatior] associated
with the supentry-“The name of the DSE is the name of the subentry.

If the DSE |halds a copy of the subentry, the DSE type is subentry and shadow

222  Representation of Knowledge References

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include aternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.
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22.2.1 Knowledge Attribute Types

DSA operational attributes are defined in the DSA information model to express a DSA's:

knowledge of its own access point;
superior knowledge;
specific knowledge (its subordinate references);

non-specific knowledge (its non-specific subordinate references);

knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;

knowledge of its consumer(s) if it is a shadow supplier; and

— _ knowledge of secondary shadows, if it is a shadow supplier
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essPoint operational attribute type is used by a DSA to represent its own,access point.
Al DSAs shall hold this attribute in their root DSE. It is single-valued and‘managed by the

Point ATTRIBUTE ::= {

H SYNTAX AccessPoint
ALITY MATCHING RULE accessPointMatch
LE VALUE TRUE

SER MODIFICATION TRUE

GE dSAOperation

id-doa-myAccessPointy

| typeAccessPoint is defined in ITU-T Rec. X.518,} ISO/IEC 9594-4. Its ASN.1 specificati
e convenience of the reader.

nt ::= SET {

le [0] Name,

ess [1] PresentationAddress
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The superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior reference. It
is a DSA-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is single-valued and
managed by the DSA itself.

superiorKnowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory
Specifications. It might also construct it from its immediate superior references, e.g. from its immediate superior
reference whose context prefix has the least number of RDNs in its name.
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The superiorKnowledge attribute type isheld in a DSE of typeroot.

The information held in superiorknowledge may be employed by a DSA when constructing a continuation reference
returned in aDAP or DSP referral or when performing chaining.

22.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSASs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificKknowledge operational attribute type. It is a DSA-
shared attribute, is single-valued, and managed by the DSA itself.

specificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO WUSER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificknowledge }

The ASN.1 type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISONEC 9594-4.| I1ts ASN.1
specificatign is reproduced here for the convenience of the reader.

MasterAngShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MasterOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,

category [3] ENUMERATED {
master 0),
shadow (1) } DEFAULT master }

A DSA may acquire the information held in specificKnowledge By means not described in the Directory Specifications.
In the case of a cross reference (DSE of type xr), it might also construct it from information received in the
crossRefefence component of ChainingResults of a DSRreply. In the case of a subordinate reference (QSE of type
subr), it m{ght construct it from information received in.the DOP when establishing or modifying a HOB.

The specificKnowledge attribute type is held in a\DSE of type subr, immSupr, or xr. It is used by a DSA o represent
subordinat¢, immediate superior and cross references.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
returned irl a DAP or DSP referral (or)when performing chaining) and when constructing Shadowed D$A-Specific
Entries (SOSEs) of type subr, immSupr, or xr provided in the DISP.

22.2.1.4 Non-Specific Knowledge

Non-specifjc knowledge consists of the access points for the master DSA of one or more naming contexts and/or shadow
DSAsfor the same ahe or more naming contexts. It is non-specific because the context prefixes of the naming context(s)
is (are) nat known» The immediate superior of the naming context(s) is known, however, and the afcess point
information is ‘associated with its name. Non-specific knowledge is represented by the nonSpecificknowledge
operationalTattribute type. It isa DSA-shared attribute, is multi-valued and managed by the DSA itself.

nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKknowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificKknowledge by means not described in the Directory

Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from
information received in the DOP when establishing or modifying a NHOB.
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The nonSpecificKknowledge attribute typeis held in a DSE of type nssr. It is used to represent non-specific subordinate

references.

The information held in nonSpecificKknowledge may be employed by a DSA when constructing a continuation
reference returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type nssr
provided in the DISP.

22.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement
identifier(s) for its supplier(s) of a copy (or copies) of a replicated area. Optionally, if the supplier is not the master of
the naming context from which a replicated area is derived, the access point of the master may be included in supplier
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PONENTS OF SupplierOrConsumer, ->supplier --
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supplying-master [5] AccessPoint OPTIONAL }
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The information held irsupplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. ThgreementIlD component (its typeperationalBindinglID, is defined in 25.2) of
supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in all the DISP
operations.

22.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by tbensumerKnowledge operational attribute type. It is DSA-specific, multi-valued and

managed

by the DSA itself.
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The ASN.1 syntax for a value of consumerkKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refers to a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }

A DSA may acquire the information held in consumerKnowledge by means not described in the Directory
Specifications. A shadow supplier DSA might also construct it from information received in the DOP when establishing
or modifying shadowing agreements.
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22.2.1.8 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and
SuppliersAndConsumers.

222181

Access Point Match

The Access Point Match rule is specified as:

accessPointMatch MATCHING-RULE ::= {
SYNTAX Name

ID

102

id-kmr-accessPointMatch }
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The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax is
derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName values.

22.2.1.8.2 Master And Shadow Access Points Match
The Master and Shadow Access Point Match equality matching ruleis specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX  SET OF Name
ID id-kmr-masterShadowMatch }

The masterAndShadowAccessPointsMatch matching rule  applies to attributes ~ of type
MasterAn(fhadowAccessPoints. A value of the assertion syntax is derived from a value of the attribut@ syntax by
removing the category and address components of each SET in the SET OF MasterOrShadowAcgcessPpints. Two
such values are considered to match for equality if both values have the same number of SET OF élements, and, after
ordering the SET OF elements of each in any convenient fashion, the ae-title component of each pair pf SET OF
elements njatches using the matching procedure for distinguishedNameMatch.

22.2.1.8.3 [Supplier or Consumer Information Match
The Supplier or Consumer Information Match rule is specified as:

supplierOnConsumerinformationMatch MATCHING-RULE ::= {
SYN[TAX  SET {

ae-title [0] Name,
agreement-identifier  [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

The supplierOrConsumerinformationMatch matching rulezapplies to attribute values of type Supplierinfdrmation or
Consumerfnformation (and other attributes having values compatible with Supplierinformation or
Consumerfnformation). A value of the assertion syntax is derived from a value of the attribute syntax by sglecting the
SET comppnents with tags that match the SET components of the assertion syntax. Two such values are cgnsidered to
match for iquality if the ae-title component of each (after removing the explicit [0] tag information) matchgs using the
matching procedure for DistinguishedName-values and the identifier component contained in the fagreement
component| of each (after removing the_explicit [2] and SEQUENCE tag information) matches using the matching
procedure for INTEGER values.

22.2.1.8.4 [Suppliers And Consumers Match
The Supplipr and Consumérs.Match rule is specified as:

supplierAndConsumersMatch MATCHING-RULE ::= {
SYNJTAX ~SName
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other
attributes having values compatible with SupplierAndConsumers). Two such values are considered to match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

22.22 Knowledge Reference Types
This subclause specifies the representation of knowledge in the DSA information model.
22.2.2.1 Sdf Reference

A self reference represents a DSA’s knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA’s root DSE, a DSE of typeot.
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22.2.2.2 Superior Reference

A superior referenceis represented by a DSE of type supr and root which contains asuperiorkKnowledge attribute.

22.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKknowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.

Since a specificKnowledge attribute value may contain access points of several DSAS, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier, the DSE type includes
shadow.

22224 bordinate Reference

A subordinate reference is represented by a DSE of type subr which contains a specificknowledge attributg. The name
of the DSH holding the attribute corresponds to the context prefix of the relevant naming context held by the referenced
subordinat¢ DSA.

Since a specificKnowledge attribute value may contain access points of several DSAS, it may therefone represent
several subordinate references, at most one of category master and zero or more of category shadow.

If the DSE|holding the subordinate reference is shadowed information, received:from a shadow supplier, the DSE type
includes shadow.

The DSE may also include immSupr in a DSA holding two naming.contexts, one superior to the other] which are
separated Iy a third single-entry naming context held in another-DSA. An example of this situation is Hdepicted in
Annex M.

22.2.2.5 Non-Specific Subordinate Reference

A non-spetific subordinate reference is represented by a DSE of type nssr (and entry normally) which| contains a
nonSpecif[cKnowledge attribute. The name of the’;DSE holding the attribute corresponds to the name|formed by
eliminatind the final RDN of the context prefixes of'the naming context held by the referenced subordinate DEAS.

Since a nohSpecificKknowledge attribute yalue may contain access points of several DSAS, it may therefofe represent
several nor)-specific subordinate references,at most one of category master and zero or more of category shadow. Each
nonSpecif[cKnowledge attribute value represents a related set of non-specific subordinate referefjces — the DSAs of
categoryshadow hold one or more‘replicated areas derived from the naming context(s) held by tHe DSA of category
master.

If the DSH holding the hon-specific subordinate reference is shadowed information, received fronmp a shadow-supplier,
the DSE type includeshadow.

The DSE |includeshadow in the situation of a shadow DSA when the DSE corresponds to an eptry for which the
master D$A has non-specific subordinate knowledge and for which onhoti8pecificknowledge attribute for the
non-specific.subordinate reference is shadowed.

The DSE includesp andshadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includesadmPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp andshadow.

22.2.2.6 CrossReference

A cross reference is represented by a DSE of typghich contains apecificknowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.
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Since a specificKknowledge attribute value may contain access points of several DSAS, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

22.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierkKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have severa values, it may represent several supplier references. Each
attribute value represents one supplier reference.

22.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains aconsumerknowledge attribute. The name of
the DSE hqlding the attribute corresponds to the context prefix of the shadowed naming context.

Since a cohsumerkKnowledge attribute may have severa values, it may represent several consumer-tefergnces. Each
attribute vg ue represents one consumer reference.

22.3 Representation of Names and Naming Contexts

22.3.1 Namesand Glue DSEs

As described in 21.3, the minimum information that a DSA may associate with-ahame is the purpose for which it holds
the name, tepresented by a DSE holding a value of the attribute dseType.“When a DSE contains only such a minimal
information, its DSE type shall be glue. In this case the DSE shall not held-an entry or subentry (or a shadowtcopy of an
entry or subentry) or a DSA-shared attribute.

Glue DSE$ arise in the DSA information model to represent hames that are known by a DSA as a congequence of
holding information associated with other names. For example, consider the cross reference depicted in Figire 16. The
DSA holding this cross reference also "knows' (in the sensedescribed in 21.3) the names that are superior to|the context
prefix name associated with the cross reference. When novether information is associated with such superior names, they
are represented in the DSA information model by glue- DSEs.

22.3.2 Naming Contexts

A naming pontext consists of a contextprefix, a subtree of zero or more entries subordinate to the context| prefix (the
root of thg subtree), and, if there are\naming contexts subordinate to it, subordinate and/or non-specific gubordinate
references sufficient to constitute full subordinate knowledge.

A context prefix is represented by a DSE of type cp. If the context prefix corresponds to an entry, the DSE tyjpe includes
entry. If it|corresponds totan dias, the DSE type includes alias. If the context prefix corresponds to an adinistrative
point, the DSE type ineludes admPoint.

The subtrep of entries and subentries subordinate to the context prefix is represented by DSEs as descriped in 22.1
to 22.4.

The representation of the subordinate knowledge of the naming context is represented by DSES as described in 22.2.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

2233 Example

Figure 16 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto

the information tree of a DSA. In addition to the naming context information itself, the DSA’s root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.

ITU-T Rec. X.501 (1997 E) 105


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

SECTIO

Q Root + supr
O Glue
O xr (or immSupr)
cp + entry
Entry | [} ‘ ll:l entry + nssr
e
J Other Entry  Alias  subr
subordinates 7 Knowledge attribute
Bl objectentry | Object/alias entry

A i entry

DIT Subtree corresponding
to a Naming Context

DSE

DSA Informatigfi Jree
for the Naming,Context
TISO3360-94/d16

Figure 16 — DSEs for a Naming Context

N 10 — DSA OPERATIONAL FRAMEWORK

23 Qverview

231 Definitions

For the purposes of this Directaryy Specification, the following definitions apply:

2311 directory operational framework: Provides the framework from which specific operatiopal models
concerned with particular aspects (e.g. shadowing or creating a naming context) of the operation of the components of
the Directgry (DSAS)’may be derived by application of the framework. It factors out common elementg which are
present in dll intéractions between Directory components.

23.1.2 operation inding. A mutua understanding : . expresses their

"agreement" subsequently to en

23.1.3
expresses t

23.14
23.15
23.1.6

23.1.7
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gage in some sort of interaction.

he "agreement” of two DSASsto engage in specific types of interaction (e.g. shadowing).

operational binding instance: An operational binding of a specific type between two DSAs.
operational binding establishment: The process of establishing an operational binding instance.
operational binding modification: The process of modifying an operational binding instance.

operational binding termination: The process of terminating an operational binding instance.
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23.1.8 operational binding management: The process of establishing, terminating or modifying an instance of an
operational binding. This management may be achieved via information exchanges defined by Directory Specifications,
via exchanges defined in other Specifications, or by other means.

23.1.9 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

23.1.10 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termination of an operational binding instance.

23.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA procedures that

1 HP= 2 el e | P £t M . e Claicac 292 thvaal 90 Aof ImYaJi¥ P T |_£ 1
deﬁne the +StHOHtea OPCI StHoR-o—the DITCCtory~ Cradses—=ott |rCug|| Zo-GeH e Do OPCI StroRa—ame 'Ork Wh'Ch

models cerfain common elements in these information exchanges and procedures.

Two DSAginteract in a cooperative manner because, in addition to their technical capacity to exchange infomation and
perform prpcedures associated with these exchanges, each has been configured to accept certain interactiops with the
other.

These claupes are concerned with the expression of a common framework for the speeification of the strugture of the
elements of the cooperation between two DSAs.

One object|ve of thisframework is that it be sufficiently general to account for@lef the forms of DSA cooperation to be

defined in|this and future editions of the Directory Specifications. The framework is used within thg¢ Directory
Specificatipns to define shadowing and hierarchical operational binding types:

24

fan

Dper ational bindings

24.1 General

This clausg is concerned with the definition of a general framework, the DSA operational framework, withim which the
specificatign of the nature of the cooperative interactions of components of the Directory (DSAS) may be Sfructured in
order to achieve acommonly agreed objectivie.

The generg framework factors out common features which characterize all interactions between DSAs. By gpplying the
DSA opergtional framework to specific aspects of cooperative interaction between DSAS, the resulting spgcifications
will be both concise and consistentso that the overall number of mechanisms a DSA must support will be redliced.

The mutugd understanding.between two DSAs that, once established, expresses their "agreement" subsequently to
engage in gome sort of interaction is termed an operational binding. Two DSAs may share as many operational binding
instances of a specific type as are required.

The DSA pperational framework provides a common approach to the definition of an operational bindirjg type. An
operationall binding type is a particular type of operational binding specified for some distinct purpose, that expresses the
"agreement" of two DSAs to engage in specific types of interaction (e.g. shadowing). This interaction allows operations
from awell-defined set to be invoked by one or the other party to the agreement.

Two particular DSAs that have reached such an "agreement" share an operationa binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operationa binding instance, two DSAs are said to be in the non-
cooper ative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
binding. This management may be achieved via information exchanges defined by Directory Specifications, via
exchanges defined in other Specifications, or by other means.

These general concepts are depicted in Figure 17.
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Figure 17 — An operational binding

24.2

>

pplication of the operational framework

The applic#tion of the DSA operational framework to define an operatiohal binding type is concerned with the following
basic elements:

a8 twoDSAs;
b) an"agreement” of the service that one DSA will provide to another DSA,;

c¢) aset of one or more operations, together with the accompanying procedures a DSA shall follgw, through
which the service can be realized,

d aspecification of the DSA. interactions needed to manage the agreement.

The relationship of these basic elements is expressed by an operational binding. An operational binding comprises the
set of these basic elements that «are* involved to represent the abstract agreement in technical terms. It regresents the
environment, governed by an."agreement”, in which one DSA provides a defined service to the other (and vice versa).

24.2.1 Two DSAs

The DSA pperationa framework provides a structure within which the interaction of one DSA with another and the
procedures|théey ‘eonsequently execute may be specified.

The two DSAs may each play an identical role in the operational binding, in which case both DSAs may manage the
operational binding, both DSAs may invoke the same operations on each other, and both DSAs are constrained to follow
the same set of procedures. Thisistermed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. Thisis
termed an asymmetric operational binding.

2422 Theagreement

An "agreement” is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.
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Parameters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way both DSAs reach a mutual understanding of the
service that each is providing to the other.

2423 Operations

Operations are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or more operations between
themselves, in order to provide the agreed to service.

Whilst a DSA may be technically capable of supporting a large number of operations, it may only be willing to
cooperate with another DSA in the processing of a small number of these operations, or in the processing of operations
that only have particular values set for certain parameters.

The definition of an operationa binding type requires the enumeration of the operations that can be exchanged. It aso
allows restfictions to be placed on the values of parameters defined within the operations.

24.2.4  Management of the agreement

The framejvork provides generic operations for managing an instance of an operational hinding. These| operations
provide for] the establishment, modification and termination of an operational binding.

The applicption of the framework to the specification of a particular operational binding type requires thelinitiator of
each of the three management operations to be specified and also requires the procedures to be defined for each of
establishmént, modification and termination. Whenever a management operation i applied to an operational binding of
the specifiad type, the DSA shall follow the corresponding procedure.

24.3

(da)

tates of cooperation

The generit operational model defines two states of cooperationyas governed by an instance of a particular joperational
binding type, between two DSAs as seen by one DSA with respect to the other DSA and three transitions bejween these
states. Eaclhh identified instance of an operational binding typé’shared by two DSAs has its own states of coopération. The
states of cdoperation are;

a Non-cooperative state: A particular~identified instance of an operational binding type has not been
established or has been terminated between the two DSAs. The interaction between the two [DSAs (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is in.a.non-cooperative state may, for example, refuse to engage in any| interaction
at all, or it may be preparedto service the request.

b) Cooperative statexThere is an instance of an operational binding of the type in question betwgen the two
DSAs. Their cooperative behaviour is governed by the definition of the operational binding {ype and its
specific parameters and associated procedures.

The transifions between these two states of cooperation may be invoked in two ways. by standardiz¢d protocol
interactions or by .other means.

The interagtions’ between two DSAS to manage an instance of an operational binding (e.g. to establish and fterminate a
shadowing agreament)—are distimct fronT theT potentra - mteractions s govermned by the bimdimg(e-g- themteraction to
update a unit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) Thetermination transition destroys an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 18.
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Figure 18 — States of cooperation

fan

Dper ational binding specification and management

Qperational binding type specification

When applying the framework to define a specific type of operational binding, the following characteristics
shall be spécified:

110

a8 Symmetry

A specification of the respective roles of the DSAsthat are party to the operationa binding.

other and both DSAs exhibit-the same external interactions. They may also be asymmetric, in
each DSA plays a distinct role and both DSAs exhibit different external interactions. In this
the Directory operational framework distinguishes the two abstract roles as"ROLE-A" and "R

Each of the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concret
defined semantics (e.g. "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

) Agreement

A _definition of the semantics and representation of the components of the "agreement”. This

of the type

Operational bindings may belsymmetric, in which case the role of one DSA is interchangealjle with the

which case
|atter case,
DLE-B".

e role with

nformation

parameterizes the specific instance of an operational binding between two DSAs.

c) Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is alowed to
establishment, modification or termination of an operational binding of this type.

d) Management procedures

initiate the

A set of procedures that a DSA shall follow when the operational binding of this type is established,

modified or terminated.

e) Typeidentification

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers

are object identifier values.

ITU-T Rec. X.501 (1997 E)


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

I SO/IEC 9594-2 : 1998 (E)

f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BIND-COOP and OP-BIND-ROLE defined in this clause.

25.2 Operational binding management

In general,

the management of an operational binding requires initially the establishment of an operatio

hal binding

instance. This may optionally be followed by one or more modifications to some or all of the parameters of the initial

agreement,
instance m

C

During theg establishment of an operational binding instance, an operational binding instance identifier (bi
created. This identifier, when combined with the distinguished names of-the two DSAs involved in the

a theinitiator of each of the management operations (this can be either, both, orneither of the tw

b) the parameters for each of the management operations; and

the procedures that each DSA must follow for each of the management operations.

and finally may involve the termination of the operational binding instance. The precise.detailg of how an
by be managed are defined during the definition of the operational binding type. This type definitifon requires
the specifigation of:

0 DSAS);

nding id) is
operational

binding, will form a unique identifier for the binding instancesAll management operations subseqyent to the

establishm
being modi

The initiat
addition, th
binding. If
parameters
return an §
Figure 19

ied or terminated.

je initiator may also transfer some establishment parameters which are specific to its role in the
the responding DSA is willing to enter inteithe operational binding, it may return in the result eg
which are specific to itsrole. If the responding DSA is unwilling to enter into the operational bind
brror, which may optionally contaipnan agreement with a revised set of parameters. This is
N the case where Role A and in Eigure 20 in the case where Role B is the initiator of the establish g

Result (pg _, )

Establish (a, p, _ p)

t of the operational binding instance will use the bindifg id to identify which operational binding instance is

br of the establish operation always transfers the parameters of the "agreement” to the second DSA. In

operational
[ablishment
ing, it shall
Hepicted in
peration.

TISO3390-94/d19

Error (")
a Agreement

b Establishment parameter

Figure 19 — DSA with Role A initiating establishment
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Result (p,  g)

Establish (a, pg _ »)
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253 (

For the def
used as ter
use of AS

operation?lvl‘ binding is established or terminated have to be specified by some other means (this can bg

manner s
ITU-T Rec

2531 (¢

a Agreement
b Establishment parameter

Figure 20 — DSA with Role B initiating establishment

Dperational binding specification templates
nition of a specific type of operational binding, the following thiree ASN.1 information object clag
plates. They allow those parts of the operational binding, type that can be formalized to be spec
N.1. Other aspects of the operational binding type, sueh‘as the procedures a DSA has to follo

ilar to the informal description of the DSA procedures during the name resolution process d
X.518 | ISO/IEC 9594-4).

perational binding information object class

kses may be
fied by the
v when an
done in a
escribed in

OPERATIONAL-BINDING ::= CLASS{
&Ag[eement,
&Copperation OP-BINDING-COQOP,
&both OP-BIND-ROEEOPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECTMDENTIFIER UNIQUE }
WITH SYN[FAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
[ROLE-A &roleA ]
[NROLE-B &roleB ]]
ID &id }

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. A variable notation is defined for this class to simplify its use as a template. The correspondence between the
definition of an operational binding type and the fields of the variable notation is as follows:

a) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that
referenced by the "AGREEMENT" field.
b) The application contexts and the operations of these application-contexts that are employed within the

112

cooperation phase of an operational binding instance of the defined type are those enumerated following
the"APPLICATION-CONTEXTS" field. All operations of alisted application-context are selected unless
the optional "APPLIES TO" field is present and followed by a list of references to operations that are
selected from the application context. This list is an object class set composed of instances of the

OPERATION information object class.
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¢) Theclass of the operational binding is defined by the "SYMMETRIC" or "ASYMMETRIC" fields. In the
case of a symmetric operationa binding, the term "SYMMETRIC" is followed by a single information
object of class OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an
asymmetric operational binding, the term "ASYMMETRIC" is followed by two information objects of
class OP-BIND-ROLE, one referenced by the subfield "ROLE-A" and the other by "ROLE-B".

d) The object identifier value that serves to identify this type of operational binding is defined by the "I1D"
field.

25.3.2 Operational binding cooperation information object class

OP-BINDING-COOP ::= CLASS{
&applContext APPLICATION-CONTEXT,
&Operations OPFRATION OPTIONAI }
WITH SYN[TAX {
&applContext
[ APPLIES TO &Operations ] }

The OP-BIND-COOP information object class serves as a specification template for the identification of the operations
of a named application context, some aspect of which is determined by the operational binding:"An instance ¢f this class
is meaningful only within the context of a particular operational binding type. A varjable’ notation is defiped for this
class to simpplify its use as a template. The correspondence between the definition of anoperational binding type and the
fields of the variable notation is as follows:

a TheapplContext field identifies an application context, some or-all of whose operations are if some way
determined by an operational binding.

) The"APPLIES TO" field, if present, identifies the particular operations to which the operational binding

applies. If the field is absent, the operational™ binding applies to al the operatidns of the
application-context.

25.3.3 (perational binding role information object class

OP-BIND-ROLE ::= CLASS {

&estiablish BOQOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&moldify BOOLEAN DEFAULT FALSE,
&Mo(difyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TelminateParam OPTIONAL }

WITH SYN[TAX {
[ ESTABLISHMENT:INFTIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION:INITIATOR &modify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

The OP-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.
An instance of this class is meaningful only within the context of a particular operational binding type. A variable
notation is defined for this class to simplify its use as a template. The correspondence between the definition of an
operational binding role and the fields of the variable notation is as follows:

a) The"ESTABLISHMENT INITIATOR" field indicates whether the DSA assuming the defined role may
initiate the establishment of an operational binding of a particular type.

b) The"ESTABLISHMENT PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming
the defined role when an instance of the operational binding type is established.

c¢) The "MODIFICATION INITIATOR" field indicates whether the DSA assuming the defined role may
initiate the modification of an operational binding of a particular type.
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d) The"MODIFICATION PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.

€) The "TERMINATION INITIATOR" field indicates whether the DSA assuming the defined role may
terminate the establishment of an operational binding of a particular type.

f) The"TERMINATION PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is terminated.

26 Operationsfor operational binding management

This clause deflnes aset of operatlons that can be used to establish, modlfy and termi nate operat|onal b| ndlngs of various

: s i ; i e type. The
specificatign of these operatlons makes use of the def|n|t|ons provided for a certam type of operatlonal binding by
application|of the OPERATIONAL-BINDING information object class template.

NOTE +{ By using this facility, arbitrary types of operational bindings may be managed. These,operatigns (together with the
associafed application-context) provide a means of extensibility concerning DSA interactions! )New types aof operational bindings
may be|defined in the future which extend the functionality that is provided between DSAs/

26.1 Application-context definition

The set of pperations for managing operational binding instances can be used-far’the definition of an application-context
in the folloving two ways:

1) An application-context may be constructed containing” only the operations for operatiopal binding
management. An application-context for generic{operational binding management is |defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during-the cooperative phase of the operational bindirlg form one
or more separate application-contexts.

2) The set of operations can be imported into the module used to define a specific application-cpntext. The
operational binding management) operations can then be used together with the operatipns of the
cooperative phase within a single application-context.

NOTE - The first approach is'useful in the case where a specialized component of a DSA want$ to use an association

solely for managing the set of operational bindings of that DSA, and it is not prepared to accept|any of the operations
defined for the co-operative phase (e.g. updateShadow).

26.2

m

stablish Operational Binding operation

The Establjsh Opetational Binding operation allows establishment of an operational binding instance of a predefined
type, betwpen two' DSAs. This is achieved through the transfer of the establishment parameters and the terms of
agreement vvh|ch were deflned in the def|n|t|on of the operatlonal bi nd| ng type The arguments of the operation may be
signed, encr ' jer may sign, encrypt,
or signand encrypt the results.

In the case of a symmetrical operational binding, either of the two DSAs may take the initiative to establish an
operational binding instance of the predefined type.

In the case of an asymmetrical operationa binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishes the
operational binding, depending on the specific definition of the operational binding type.

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-establishOperationalBinding }
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EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {

bind
bind
acce

ingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
ingID [1]  OperationalBindinglD OPTIONAL,
ssPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetl{@bindingType}),

roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSetH{@bindingType}),

roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,

agreement [6] OPERATIONAL-BINDING.&Agreement

valid
secy
DIR(

OpBinding
shag
hierg
nong

Operationg
iden
vers

The compd
defined by
value to th
operational
Establish(

The initiati
bindingID
instance arf

({OpBindingSetl{@bindingType}),
[7] Validity DEFAULT { },

TityParameters {87 SecurityParameters OPTHONAL;
OP.&dopEstablishOpBindArg-QOP{@dirqop} }

Set  OPERATIONAL-BINDING ::= {
owOperationalBinding |
irchicalOperationalBinding |
bpecificHierarchicalOperationalBinding }

IBindingID ::= SEQUENCE {
ifier INTEGER,
on INTEGER }

nent bindingType states which type of operational binding is to-e established. Operational bindi
the use of the OPERATIONAL-BINDING information object(class template which assigns an obj

perationalBindingArgument, a parameterized type.

is absent within the operation argument, the résponding DSA shall assign an ID to the operatio
d return it in the bindingID componentCof the establishOperationalBindingResult. In either

establishing an operational binding, both the identifier and version components of the OperationalBindi

must be ass
The compd

The role th
with the

iigned and issued by the DSA making-the assignment.
nent accessPoint specifiestheaccess point of the initiator for subsequent interactions.

at the DSA issuing the\Establish Operational Binding operation assumes is indicated by the CH
bptions symmetric{ ¥oleA-initiates, and roleB-initiates. The CHOICE option governs thg

establishmént parameters employed by the initiating and responding DSAS. The semantics of the roles arg

part of the

"ESTABLI
type is om

The comg

itted if establishment of the operational binding type requires no establishment parameter

onenhgreement contains the terms of agreement governlng the operat|onal blndmg i

content d

g types are
t identifier

e operational binding type. The bindingType is taken.from the "ID" field of one of the insfances of an
binding type referenced by  OpBindingSet. This set is a parapeter of

ng DSA may assign an identification to the,eperational binding instance via the bindingID component. If

hal binding
case, when
nglD vaue

HOICE type
particular
defined as

definition ef\the operational binding type. The ASN.1 type of the CHOICE is determined by the
SHMENT.RARAMETER" of the initiator'sOP-BIND-ROLE information object class template]|

TOHOICE
from the initiator.

nstance. Its actual

arameter is defined by

the "AGREEMENT" field of theDPERATIONAL BINDING mformatlon object class template of the operat|0nal binding

type.

The duration that the operational binding instance shall exist is definatldnThe starting time of the existence of the
operational binding instance is specified/#idFrom and the time that the operational binding instance is terminated is

given inva

Validity ::=

valid

valid

lidUntil.

SEQUENCE {
From [0] CHOICE{

now [0] NULL,

time [1] UTCTime } DEFAULT now : NULL,
Until [1] CHOICE {

explicitTermination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL }
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If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed, encrypted,
or signed and encrypted (see 15.3) by the responder.

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, Role A replies , or Role B replies --
initiator CHOICE {

COM
DIR(

The bindin
CHOICE €
one of th
Establishd

The identi
identify thi
may be use
instance.

The compd

The initiati
bindingID
instance an

Theroleth
with the o
definition

PARAME]

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

—————————————————————————({OpBirdirgSet{@bintirg e oOPHONA L
PONENTS OF CommonResults },
OP.&dopEstablishOpBindRes-QOP{@dirqop} }

gType component is contained within the result to indicate the type of operational binding for us

ent. Its value is the same as that provided by the establishment initiator and istaken from the "
b instances of an operational binding type referenced by OpBindingSet.(hhis set is a pd
perationalBindingResult, a parameterized type.

ication of the established operationa binding instance may be returned in bindingID. It shall

d in any other operation that is executed within the cooperative phase of the established operatio

nent accessPoint specifies the access point of the responder for subsequent interactions.

is absent within the operation argument, the'responding DSA shall assign an ID to the operatio
d return it in the bindingID component of\the establishOperationalBindingResult.

pt the DSA replying to the Establish Operational Binding operation assumes is indicated by the Cf
tions symmetric, roleA-injtiates and roleB-initiates. The semantics of the roles are defined as|
f the operational binding type. The ASN.1 type of the CHOICE is determined by the "ESTABL
[ER" of the responder'®P-BIND-ROLE information object class template. TGEIOICE type i

establishnpent of the operational binding type requires no establishment parameter from the respongd

26.3

=

The Modif

lodify Qperational Binding operation

y-@perational Binding operation is used to modify an established operational binding. Th

b within the
D" field of
rameter of

be used to

operational binding instance in any subsequent Modify or Terminate Operational Binding opgration, and

nal binding

ng DSA may assign an identification to the ‘eperational binding instance via the bindingID component. If

nal binding

HOICE type

part of the

ISHMENT

5 omitted if
ler.

e right to modify is

AR ATIOMN A TLA T

indicated
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OP-BIND-ROLE andOPERATIONAL-BINDING information object class templates.

type using the

The components of an operational binding that can be modified are the content of the agreement for the operational
binding and its period of validity. Further, a modification parameter can be specified by the initiating role. The
arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3) by the requestor. If so

requested

, the responder may sign, encrypt, or sign and encrypt the result.

modifyOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }
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ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),

roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),

roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,

newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement

({OpBindingSet}{@bindingType}) OPTIONAL,

vali
secy

DIR(

The compd

the"ID" fi¢ld of one of the instances of an operational binding type referenced by OpBindingSet. Thisset is

of ModifyQ

The identif
operational
that of bing

The optior]
changed.

The role t
the option
definition

PARAME]
modificati

The comp
instance.

informatio
agreemen

f8—Vatidity OPTHONAL;
rityParameters

[9] SecurityParameters OPTIONAL },
OP.&dopModifyOpBindArg-QOP{@dirqop} }

nent bindingType states which type of operational binding is to be modified. The bindingType is
perationalBindingArgument, a parameterized type.

cation of the operational binding instance to be modified is given by bindingID. The revised iden
binding instance is given by newBindingID. The version component,ef newBindingID must be
ingID.

al component accessPoint is present if the initiator's~access point for subsequent inte

nat the DSA issuing the Modify Operational Biriding operation assumes is indicatedCBpta
ssymmetric, roleA-initiates and roleB-initiates! The semantics of the roles are defined
pf the operational binding type. The ASNyl type of GhOICE is determined by the "MOIL
[ER" of the initiator'sOP-BIND-ROLE igformation object class template. TB&IOICE type i
n of the operational binding type requires no modification parameter from the initiator.

pnentewAgreement, if present,.contains the modified terms of agreement governing the g
The ASN.1 type for this parameter is defined by the "AGREEMENT" field fRERATIONA
N object class template of.the operational binding typewfgreement is not present, the par
t are not changed by the-operation.

The optionalalid componént may be used to indicate a revised period of validity for the altered agr
componeryt is absent, tivalidFrom component is presumed to have the valoe and thevalidUntil cd
assumed o be unchanged. If th@idFrom component is present and refers to an instant of time
current agreementiremains in effect until that time.

If the Modjfy{@perational Binding operation succeeds, the following result is returned and, may be s
Signed anc nnrr\]/pfnr’l (cnn 15 Q) h\]/ the rnepnnrlnr'

taken from
R parameter

tifier of the
Jreater than

ractions is to be

E type with

as part of the
DIFICATION
5 omitted  if

perational binding
| -BINDING
ameters of the

cementlid the
mponent is
n the future, the

igned, encrypted, or

ModifyOperationalBindingResult ::= CHOICE {

null

[0] NULL,
protected [1] PROTECTED { SEQUENCE {
newBindingID OperationalBindinglID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResults },

DIRQOP.&dopModifyOpBindRes-QOP{@dirqop} } }

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification

initiator.
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26.4  Terminate Operational Binding operation

The Terminate Operational Binding operation is used to request the termination of an established operational binding
instance. The right to request termination is indicated by the "TERMINATION INITIATOR" field(s) within the
definition of the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information object
class templates. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3) by the
requestor. If so requested, the responder may sign, encrypt, or sign and encrypt the result.

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-terminateOperationalBinding }
TerminatePperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindjngType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindjngID [1] OperationalBindingID,
-- symmetric, Role A initiates, or Role B initiates --
initigtor CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateBaram
({OpBindingSet{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB,&TerminateParam
({OpBindingSet}{@bindingType})}” OPTIONAL,
terminateAt [5] UTCTime OPTIONAL,

secuyrityParameters [6] SecurityParameters OPTIONAL{;,
DIRQOP.&dopTermOpBindArg-QOP{@dirqop} }

The compgnent bindingType states which type of operational™binding is to be terminated. The bindingTy

from the "
parameter

The identification of the operational binding instance to be terminated is given by bindingID. The version
present in the bindingID isignored.

The role that the DSA issuing the Tefminate Operational Binding operation assumes is indicated by the CH
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as

definition

PARAMETER" of the initiator’'sOP-BIND-ROLE information object class template. TB®IOICE type i

terminatio

If the operational hinding is not to be terminated immediately, a delayed termination time can deéine

If the Terminate Operational Binding operation succeeds, the following result is returned and, may

bf TerminateOperationalBindingArgument, aparameterized type.

Df the operationa hinding type. The ASN.1 type of the CHOICE is determined by the "TERN

h of the operational binding type requires no termination parameter from the initiator.

pe is taken

D" field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a

component

HOICE type
part of the
1INATION
5 omitted if

chineAt.

be signed, encrypted,

or signed and encrypted (see 15.3) by the responder:

TerminateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [1] PROTECTED { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResults },

DIRQOP.&dopTermOpBindRes-QOP{@dirqop} } }

It is not possible for the responding DSA to return the termination parameter defined for its role to the termination

initiator.

118

ITU-T Rec. X.501 (1997 E)


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

I SO/IEC 9594-2 : 1998 (E)

26.5 Operational Binding Error

An Operationa Binding Error reports a problem related to the usage of operations for management of operational
bindings. The parameter of the error may be signed, encrypted, or signed and encrypted (see 15.3) by the responder.

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

OpBindingErrorParam,
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidlD (0),
duplicatelD (1),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing 4),
roleAssignment 5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable 9),
modificationNotAllowed (20) },

bindjngType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}y OPTIONAL,

agregementProposal [2] OPERATIONAL-BINDING.&Agreement

retry]At
COMPONENTS OF CommonResults }

The values|of problem have the following meanings:

a

({OpBindingSet}{@bindingType}) OPTIONAL,
[3] UTCTime OPTIONAL,

invalidID: The operational hinding ID given inthe request is not known by the receiving DSA| or isin the
wrong state for the requested operation.

duplicatelD: The operational bindingslD given in the establishment request aready efists at the
responder. This may be caused by aprior attempt to establish an operational binding instange when the
result was lost and initiator has repeated the establishment request.

unsupportedBindingType: ~The requested operational binding typeis not supported by the D$A.

notAllowedForRole: A.management operation on the operational binding instance has been requested
which is not allowed for the role that the requestor plays (e.g. a Terminate Operational Binding operation
has been issued-hy*a DSA that takes a role which is not allowed to initiate the termingtion of the
operational binding instance).

parametersMissing: Any required establishment or termination parameters that are defined for the type
of operational binding are missing.

roleAssignment: The requested role assignment for an asymmetric operational binding instapce has not
been accepted.

0)
h)

)

k)

invalidStartTime: The specified starting time for the operational binding instance has not been accepted.

invalidEndTime: The specified termination time for the operational binding instance has not been
accepted.

invalidAgreement: The terms of agreement for the requested operational binding instance have not been
accepted. The terms of agreement that would be accepted by the responding DSA can be returned in
agreementProposal.

currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modification
of the requested operational binding instance. A time when the request should be repeated can be given in
retryAt.

modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is
not permitted for this binding instance.
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The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding operation to
propose arevised set of agreement parameters as described in 25.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable to indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding operation should be retried.

The CommonResults component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters. The
SecurityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the
CommonResults if the parameter of the error is to be signed by the responder.

26.6 Operational Binding Management Bind and Unbind

The DSAOperationalBindingManagementBind and DSAOperationalBindingManagementUnBind operaiigns, defined
in 26.6.1 and 26.6.2, are used by a DSA at the beginning and end of a particular period of operatienal binding
managemeft activity.

Protection [for the dSAOperationalBindingManagementBind and dSAOperationalBindingManagementUhbind shall
be equivalgnt to the protection applied to the DSABind and DSAUnbind operations.

NOTE t+ The credentials required for authentication may be carried by the Security_Exchange Servicg Element (see ITU-T
Rec. X.p19 | ISO/IEC 9594-5) in which case they are not present in the bind arguments ofresults.

26.6.1 [SA Operational Binding Management Bind
A dSAOperationalBindingManagementBind operation is used to begin a period’of operational binding manggement.
dSAOperajionalBindingManagementBind OPERATION ::= directoryBind

The comppnents of the dSAOperationalManagementBind are~jdentical to their counterparts in dirgctoryBind
(see ITU-T|Rec. X.511 | ISO/IEC 9594-3) with the following differences.

NOTE t+ The credentials required for authentication maybe' carried by the Security Exchange Servicg Element (see ITU-T
Rec. X.p19 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

26.6.1.1 Ipitiator Credentials

The Credefptials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to be
sent to the fesponding DSA. The AE-title shall.lbé in the form of a Directory Distinguished Name.

26.6.1.2 Responder Credentials

The Credeptials of the DirectoryBindResult alows information identifying the AE-Title of the responding|DSA to be
sent to the |nitiating DSA. The AE-fitle shall be in the form of a Distinguished Name.

26.6.2 [SA Operational ‘Binding Management Unbind
A dSAOperationalMaagementUnbind operation is used to end a period of providing operational binding mpnagement.
dSAOperajionalBindingManagementUnbind OPERATION ;= directoryUnbind

There are no arguments, results or errors.
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(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which al non-

leaf nodesi

n the subtree are assigned names.

contained
to access
f constrain

UsefulDefipitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}
DEFINITIONS ::=

BEGIN

-- EXPORTIS All --

-- The types and values defined in this module are exported for use in the other)OASN.1 modules
-- within the Directory Specifications, and for the use of other applications which will use them
-- Directory] services. Other applications may use them for their own purpaSes, but this will no
-- extensiofs and modifications needed to maintain or improve the Directory service.
ID :=  OBJECT IDENTIFIER

ds ID = {joint-iso-itu-t ds(5)}

-- categorigs of information object --

module ID = {ds 1}
serviceElement ID = {ds 2}
applicationContext ID = {dsa}
attributeType ID = {ds 4}
attributeSyntax ID = {ds 5}
objectClags ID 3= {ds 6}

-- attribute $et ID = {ds7}

algorithm 1D = {ds 8}
abstractSyintax ID = {ds 9}

-- object ID = {ds 10}

-- port ID m= {ds 11}
dsaOperatjonalAttribute ID = {ds 12}
matchingRule ID = {ds 13}
knowledggMatchingRule ID = {ds 14}
nameForm ID = {ds 15}

group ID = {ds 16}

subentry ID = {ds 17}
operationakAtiributeType Tn) = {ds-18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accessControlAttribute ID = {ds 24}
rosObject ID = {ds 25}

contract ID = {ds 26}

package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
securityExchange ID = {ds 32}
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-- modules --

usefulDefinitions ID = {module usefulDefinitions(0) 3}
informationFramework ID = {module informationFramework(1) 3}
directoryAbstractService ID = {module directoryAbstractService(2) 3}
distributedOperations ID = {module distributedOperations(3) 3}
protocolObjectldentifiers ID = {module protocolObjectldentifiers(4) 3}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 3}
selectedObjectClasses ID = {module selectedObjectClasses(6) 3}
authenticationFramework ID = {module authenticationFramework(7) 3}
algorithmObjectldentifiers ID = {module algorithmObjectldentifiers(8) 3}
directoryObjectldentifiers ID = {module directoryObjectldentifiers(9) 3}
upperBounds ID = {module upperBounds(10) 3}

dap ID 2= {module dap(11) 3}

dsp 115 fmodutedsp(2)S}
distributegDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 3}
directoryShadowOIDs ID = {module directoryShadowOIDs(14) 3}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15) 3}
disp ID = {module disp(16) 3}

dop ID = {module dop(17) 3}
opBindingManagement ID = {module opBindingManagemen{(18) 3}
opBindingPIDs ID = {module opBindingOIDs(19) 3}
hierarchicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 3}
dsaOperatjonalAttributeTypes ID = {module dsaOperationalAttributeTypes(22) 3}
schemaAdministration ID = {module schemaAdministration(23) 3}
basicAccegsControl ID = {module basicAccessControl(24) 3}
directoryQperationalBindingTypes ID = {module directoryOperationalBindingTypes(25) 3
certificatelExtensions ID = {module ceriificateExtensions(26) 0}
directoryManagement ID = {module directoryManagement(27) 1}
enhanced$ecurity ID = {module-enhancedSecurity (28) 1}
directorySecurityExchanges ID = {module directorySecurityExchanges (29) 1}
-- synonyms --

id-oc ID =~ objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr 1D = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-doa ID = dsaOperationalAttribute

id-kmr ID = knowledgeMatchingRule

id-soc ID = schemaObjectClass

id-soa ID = schemaOperationalAttribute

id-ar ID = administrativeRoles

id-aca ID = accessControlAttribute

id-ac ID = applicationContext

id-rosObject ID = rosObject

id-contract ID = contract

id-package ID package

id-acScheme ID = accessControlSchemes

id-ce ID ;= certificateExtension

id-mgt ID = managementObject

id-avc ID ;=  attributeValueContext

id-se ID = securityExchange

-- obsolete module identifiers --

-- usefulDefinition ID
-- informationFramework ID
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directoryAbstractService ID = {module 2}
distributedOperations ID = {module 3}
protocolObjectldentifiers ID = {module 4}
selectedAttribute Types ID = {module 5}
selectedObjectClasses ID = {module 6}
authenticationFramework ID = {module 7}
algorithmObjectidentifiers ID = {module 8}
directoryObjectldentifiers ID ‘= {module 9}
upperBounds ID = {module 10}
dap ID = {module 11}
dsp ID = {module 12}
distributedDirectoryObjectldentifiers ID = {module 13}
-- unused rpedile-identifiers
diregtoryShadowOIDs ID = {module 14}
diregtoryShadowAbstractService ID ‘= {module 15}
disp ID = {module 16}
dop ID = {module 17}
opBihdingManagement ID = {module 18}
opBihdingOIDs ID ‘= {module 19}
hiergrchicalOperationalBindings ID = {module 20}
dsaQperationalAttribute Types ID = {module 22}
schemaAdministration ID = {module 23}
basi¢AccessControl ID ‘= {module 24}
opergtionalBindingOIDs ID = {module25}
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Annex B

I nformation Framework in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of al of the ASN.1 type, value and macro definitions contained in this Directory

Specification. The definitions form the ASN.1 module InformationFramework.

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}

DEFINITIONS ::=
BEGIN

-- EXPORTIS All --

-- The typeés and values defined in this module are exported for use in the othervVASN.1 modules
-- within the Directory Specifications, and for the use of other applications which-will use them
-- Directory| services. Other applications may use them for their own purposesy but this will no
-- extensiofs and modifications needed to maintain or improve the Directory service.

IMPORTS
id-og, id-at, id-mr, id-oa, id-sc, id-ar, id-nf, selectedAttributeTypess.directoryAbstractService
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}

commonName, generalizedTimeMatch, generalizedTimeOrderingMatch, booleanMatch,
objettldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes
OPT|ONALLY-SIGNED, TypeAndContextAssertion

FROM DirectoryAbstractService directoryAbstractService ;
-- attribute flata types --

Attribute = SEQUENCE {

contained
to access
{ constrain

type ATTRIBYTE.&id ({SupportedAttributes}),
values SET.SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes{ @type}),
contpextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }
AttributeType ::= ATTFRIBUTE.&id
AttributeValue (:i= ATTRIBUTE.&Type
Context ::E_SEQUENCF {
contextType CONTEXT.&id ({SupportedContexts}),
contextValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET OF ContextAssertion } OPTIONAL }
ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}
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-- Definition of the following information object set is deferred, perhaps to standardized

-- profiles or to protocol implementation conformance statements. The set is required to

-- specify a table constraint on the values component of Attribute, the value component

-- of AttributeTypeAndValue, and the assertion component of AttributeValueAssertion.

SupportedAttributes  ATTRIBUTE ::= {objectClass | aliasedEntryName, ... }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

- naming ata lt\,/pnc

Name ::= |CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequgnce ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelativeDigstinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
valug ATTRIBUTE.&Type({SupportedAttributes}{@type}),
primiaryDistinguished BOOLEAN DEFAULT TRUE,
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE £
distingAttrValue ATTRIBUTE.&Type ({SuppartedAttributesl{@type}) OPTIONAL,
contextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }

-- subtree data types --

SubtreeSpjecification ::= SEQUENCE {

bass [0] LocalName DEFAULT{},
COMPONENTS OF ChopSpecification,
speqificationFilter [4] Refinement OPTIONAL }

-- enmpty sequence specifies whole administrative area
LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
spedificExclusions [1I] SET OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL }

BaseDistapeel#= INTEGER (0 .. MAX)

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement}

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

ITU-T Rec. X.501 (1997 E)

125


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

WITH SYNTAX {

[ SUBCLASS OF &Superclasses |

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }

ObjectClassKind ::= ENUMERATED {
abstract (0),
structural (1),
auxiliary  (2)}

-- object classes --

top OBJEEFEEASS——=
KINI abstract
MUST CONTAIN { objectClass }
ID id-oc-top }

alias OBJECT-CLASS ::= {
SUBCLASS OF {top}

MUST CONTAIN { aliasedEntryName }

ID id-oc-alias }

-- ATTRIBYTE information object class specification --

ATTRIBUTE ::= CLASS {
&detivation
&Ty%e

&eqlality-match

&ordering-match

&sulpstrings-match

&single-valued

&colfective

-- operational extensions --

&nojuser-modification

&usage

&id
WITH SYN[TAX {

[ SUBTYPE OF

[ WITH SYNTAX

[ EQUALITY MATCHING RULE

[ ORPERING MATEHING RULE

[ SUBSTRINGSMATCHING RULE

[ SINGLE VALUE

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Fype’ or &derivation required --
MATCHING-RULE OPTIONAL,
MATCHING-RULE.OPTIONAL,

MATCHING-RULE OPTIONAL,

BOOLEAN DEFAULT FALSE,
BOOLEAN'DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]

&Type ]
&equality-match ]
&ordering-match ]
&substrings-match ]
&single-valued ]

[ COLLECTIVE &collective ]

[ NOJUSER'MODIFICATION &no-user-modification ]
[ USAGE &usage]

ID &id }

AttributeUsage ::= ENUMERATED {
userApplications 0),
directoryOperation (2),
distributedOperation  (2),
dSAOperation 3)}

-- attributes --

objectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID
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aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {
&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SYNTAX &AssertionType ]

ID &id }

ISO/IEC 9594-2 : 1998 (E)

-- matching rules --

objectldentifierMatch MATCHING-RULE ::= {
SYN[TAX  OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {
SYN[TAX  DistinguishedName
ID id-mr-distinguishedNameMatch }

-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {
&namedObjectClass OBJECT-CLASS,
&MahdatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE}
WITH SYN[TAX {
NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes
[ ANP OPTIONALLY &OptionalAttributesq
ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }
WITH SYN[TAX {
NAME FORM &nameForm
[ SUPERIOR'RULES &SuperiorStructureRules ]
ID &id }
DITStructureRule = SEFQUENCE {
ruleldentifier Ruleldentifier ,

-- must be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules SET OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

-- CONTENT-RULE class and DIT content rule data types --

CONTENT-RULE ::= CLASS{

&structuralClass OBJECT-CLASS.&id UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}
DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,
auxiliaries SET OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET OF ATTRIBUTE.&id OPTIONAL }
CONTEXT ::= CLASS {
&Type,
&Assgertion OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {
WITH SYNTAX  &Type
[ ASBERTED AS &Assertion ]
ID &id }
DITContextUse ::= SEQUENCE {
attriputeType ATTRIBUTE.&id,
mangatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optignalContexts [2] SET OF CONTEXT.&id OPTIONAL }
DIT-CONTEXT-USE-RULE ::= CLASS {
&attfibuteType ATTRIBUTE.&id UNIQUE,
&Mahdatory CONTEXT OPTIONALy
&Optional CONTEXT OPTIONAL }
WITH SYN[TAX {
ATTRIBUTE TYPE &attributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OP[FIONAL CONTEXTS &Optional ] }
-- system schema information objects --
-- object clgsses --
subentry PBJECT-CLASS ::={
SUBCLASS OF {top}
KINL structural
MUST CONTAIN_s.commonName | subtreeSpecification }
ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {
NAMES subentry
WITHATITRIBUTES { anmnnl\lnmn}
ID id-nf-subentryNameForm }

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary

ID

id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary

ID

id-sc-collectiveAttributeSubentry }

contextAssertionSubentry OBJECT-CLASS ::= {
KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}

ID
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-- attributes --

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }

modifyTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--asper4l.sb)orc)orlTU-T Rec. X.660 [ ISO/IEC §624-1

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifyTimestamp }

subschempTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec.X. 680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO YSER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }

creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO YSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

modifiersName ATTRIBUTE =

WITH SYNTAX DistinguishedName
EQUALITY MATCHING-RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO YSER MOBIRICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }
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collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

hasSubordinates ATTRIBUTE ::={

WITHSYNTAX BOOTEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO WSER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

administrgtiveRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

subtreeSpgcification ATTRIBUTE ::= {
WITH SYNTAX  SubtreeSpecification
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-oa-subtreeSpecification }

collectivelixclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id<oa-collectiveExclusions }

contextAssertionDefaults ATTRIBUTE\x= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

-- object idéntifier assignments --

-- object clgsses =

id-oc-top OBJECT IDENTIFIER ::= {id-oc 0}
id-oc-alias OBJECT IDENTIFIER ::= {id-oc 1}
-- attributes --

id-at-objectClass OBJECT IDENTIFIER ::= {id-at O}
id-at-aliasedEntryName OBJECT IDENTIFIER  ::= {id-at 1}

-- matching rules --

id-mr-objectldentifierMatch OBJECT IDENTIFIER  ::=  {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER  ::=  {id-mr 1}
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-- operational attributes --

id-oa-excludeAllCollectiveAttributes
id-oa-createTimestamp
id-oa-modifyTimestamp
id-oa-creatorsName
id-oa-modifiersName
id-oa-administrativeRole
id-oa-subtreeSpecification
id-oa-collectiveExclusions
id-oa-subschemaTimestamp
id-oa-hasSubordinates
id-oa-subschemaSubentryList
id-oa-accessControlSubentryList

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-oa 0}
{id-oa 1}
{id-oa 2}
{id-oa 3}
{id-oa 4}
{id-oa 5}
{id-oa 6}
{id-oa 7}
{id-oa 8}
{id-oa 9}
{id-oa 10}
{id-oa 11}
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id-oa-collectiveAtiributeSubentryList
id-oa-contextDefaultSubentryList
id-oa-contextAssertionDefault

-- subentry/|classes --

id-sc-subentry
id-sc-accegsControlSubentry
id-sc-collefctiveAttributeSubentry
id-sc-contextAssertionSubentry

-- Name fgrms --

id-nf-subeptryNameForm

-- administrative roles --

id-ar-autojomousArea
id-ar-accegsControlSpecificArea
id-ar-accegsControllnnerArea
id-ar-subsghemaAdminSpecificArea
id-ar-collegtiveAttributeSpecificArea
id-ar-collegtiveAttributelnnerArea
id-ar-contgxtDefaultSpecificArea

END

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENFFIER
OBJECT IRDENTIFIER
OBJECIIDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

Tid-oa 12}
{id-oa 13}
{id-oa 14}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-s¢"3}

{id-nf 16}

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar 5}
{id-ar 6}
{id-ar 7}
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Annex C
SubSchema Administration Schemain ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration in the form
of an ASN.1 module, SchemaAdministration.

SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 3}
DEFINITIONS ==
BEGIN

-- EXPORTIS All --

-- The typep and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to-access

-- Directory| services. Other applications may use them for their own purposes, but this will net'constrain

-- extensiofs and modifications needed to maintain or improve the Directory service.

IMPORTS
infomationFramework, selectedAttributeTypes, upperBounds, id-sog, id-soa
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}

OBJECT-CLASS, ATTRIBUTE, MATCHING-RULE, DITStructuregRutle, DITContentRule,
ObjdctClassKind, AttributeUsage, NAME-FORM, CONTEXT ‘objectldentifierMatch
FROM InformationFramework informationFramework

Direg¢toryString {}, integerFirstComponentMatch, integerMatch,
objertldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-sghema
FROM UpperBounds upperBounds;

-- types --

DITStructureRuleDescription ::=. SEQUENCE {
COMPONENTS OF DITStructureRule,

namg [1] .(SET OF DirectoryString { ub-schema } OPTIONAL,

desdription DirectoryString { ub-schema } OPTIONAL,

obsqlete BOOLEAN DEFAULT FALSE }
DITContentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

namg [4] SET OF DirectoryString { ub-schema } OPTIONAL,

desdription DirectoryString { ub-schema }OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE
MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,

description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DirectoryString { ub-schema}}

-- describes the ASN.1 syntax

AttributeTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypelnformation }
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AttributeTypelnformation ::=
derivation
equalityMatch
orderingMatch
substringsMatch
attributeSyntax

SEQUENCE {
[0] ATTRIBUTE.&id OPTIONAL,

ISO/IEC 9594-2 : 1998 (E)

[1] MATCHING-RULE.&id OPTIONAL,
[2] MATCHING-RULE.&id OPTIONAL,
[3] MATCHING-RULE.&id OPTIONAL,

[4] DirectoryString { ub-schema }OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplication }
ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsqlete BOOLEAN DEFAULT FALSE,
infofmation [0] ObjectClassInformation }
ObjectClagsIinformation ::= SEQUENCE {
subdlassOf SET OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mangpatories [3] SET OF ATTRIBUTE.&id OPTIONAL,
optignals [4] SET OF ATTRIBUTE.&id OPTIONAL }
NameFornDescription ::= SEQUENCE {
identifier NAME-FORM.&id,
name SET OF DirectoryString { ub-schema } OPTIONAL,
desdription DirectoryString { ub-schema } OPTIONAL,
obsqlete BOOLEAN DEFAULT FALSE,
information [0] NameForminformation }

NameFormInformation
subqrdinate
nam|{ngMandatories

::= SEQUENCE {

OBJECT-CLASS.&id,
SET OF ATTRIBUTE.&idy

nam|ngOptionals SET OF ATTRIBUTE.&id OPTIONAL }

MatchingRuleUseDescription

;= SEQUENCE. {

identifier MATCHING-RULE.&id,

namg SET OF DireetoryString { ub-schema}

desdription DirectoryString { ub-schema}

obsqlete BOOLEAN

information [0] SETOF ATTRIBUTE.&id }
ContextDescription ::= SEQUENCE {

identifier CONTEXT.&id,

namg SET OF DirectoryString {ub-schema}

desdription DirectoryString { ub-schema}

obsqlete BOOLEAN

information [0] Contextinformation }

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,

Contextinformation
syntax
assertionSyntax

DITContextUseDescription ::
identifier
name
description
obsolete
information [0]

DITContextUselnformation ::
mandatoryContexts
optionalContexts

::= SEQUENCE {

DirectoryString { ub-schema},

DirectoryString { ub-schema } OPTIONAL }

= SEQUENCE {

ATTRIBUTE.&id,

SET OF DirectoryString { ub-schema}

DirectoryString { ub-schema}
BOOLEAN
DITContextUselnformation }

= SEQUENCE {
[1] SET OF CONTEXT.&id OPTIONAL,
[2] SET OF CONTEXT.&id OPTIONAL }

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,
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-- object classes --

subschema OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN {

dITStructureRules |

nameForms |

dITContentRules |

objectClasses |
attributeTypes |
contextTypes |

dITContextUse |
matchingRules |

matchingRuleUse }
ID id-soc-subschema}

-- attributeq

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

dITContenfRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

matchingHules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

objectClagses ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

nameForms ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

DITStructureRuleDescription
integerFirstComponentMatch
directoryOperation
id-soa-dITStructureRule }

DITContentRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContentRules }

MatchingRuleDeschiption
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRules }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

ObjectClassDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-objectClasses }

NameFormDescription
objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-nameForms }
matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRuleUse }

structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID
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governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

contextTypes ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

dITContextUse ATTRIBUTE ::= {
WITH-SYNTAX

INTEGER
integerMatch
TRUE

TRUE

directoryOperation

ISO/IEC 9594-2 : 1998 (E)

id-soa-governingStructureRule }

ContextDescription

objectldentifierFirstComponentMatch

directoryOperation
id-soa-contextTypes }

EQUALITY MATCHING RULE
USAGE
ID

-- object identifier assignments --

-- schema ¢bject classes --

id-soc-sublschema

-- schema @perational attributes --

id-soa-dITHtructureRule
id-soa-dITContentRules
id-soa-matchingRules
id-soa-attr|buteTypes
id-soa-obj¢ctClasses
id-soa-nanfeForms
id-soa-matchingRuleUse
id-soa-strycturalObjectClass
id-soa-govierningStructureRule
id-soa-contextTypes
id-soa-dITContextUse

END

DITCaontextl Icnnner\ripfinn

objectldentifierFirstComponentMatch

directoryOperation
id-soa-dITContextUse }

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECTIBENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-soc 1}

{id-soa 1}
{id-soa 2}
{id-soa 4}
{id-soa 5}
{id-soa 6}
{id-soa 7}
{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
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Annex D

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessCantral(24) 3}

DEFINITIONS ::=
BEGIN

-- EXPORTIS All --

-- The typep and values defined in this module are exported for use in the other ASN.1 modules)contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory| services. Other applications may use them for their own purposes, but this will not constrain

-- extensiofs and modifications needed to maintain or improve the Directory service.

IMPORTS
id-aqa, id-acScheme, informationFramework, upperBounds, sé€lectedAttributeTypes,
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(@)wusefulDefinitions(0) 3}

ATTRIBUTE, AttributeType, DistinguishedName, ContextAssertion, SubtreeSpecification,
MATICHING-RULE, objectldentifierMatch
FROM InformationFramework informationFramework

ub-tag
FROM UpperBounds upperBounds

Uniqueldentifier, NameAndOptionatUlD, directoryStringFirstComponentMatch,
Direg¢toryString

FROM SelectedAttributeTypes selectedAttributeTypes;

-- types --
AClltem :;F SEQUENCE.{
identificationTag DirectoryString { ub-tag },
precpdence Precedence,
authenticationLevel AuthenticationLevel,
itempPrYserFirst CHOICE {
—terTFiTst o —SEQUENCET
protectedltems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protectedltems ::= SEQUENCE ({

entry [0] NULL OPTIONAL,
allUserAttributeTypes [1]  NULL OPTIONAL,
attributeType [2] SET OF AttributeType OPTIONAL,
allAttributeValues [3] SET OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET OF AttributeTypeAndValue OPTIONAL,
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selfValue [6] SET OF AttributeType OPTIONAL,

rangeOfValues [7]  Filter OPTIONAL,

maxValueCount [8] SET OF MaxValueCount OPTIONAL,

maximmsSub [91 INTEGER OPTIONAL,

restrictedBy [10] SET OF RestrictedValue OPTIONAL,

contexts [11] SET OF ContextAssertion OPTIONAL }
MaxValueCount ::= SEQUENCE ({

type AttributeType,

maxCount INTEGER }

RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }

UserClassps ::= SEQUENCE {

allUgers [0] NULL OPTIONAL,
thisntry [1] NULL OPTIONAL,
namge [2] SET OF NameAndOptionalUID OPTIONAL,

userGroup [3] SET OF NameAndOptionalUID OPTIONAL,
-- dn component must be the name of an

-- entry of GroupOfUniqueNames

subtfee [4] SET OF SubtreeSpecification OPTIONAL }

ItemPermigsion ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem --
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission ::= SEQUENCE ({
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem

protgcteditems Protectedltems,
grantsAndDenials GrantsAndDenials }

AuthenticgtionLevel ::= CHOICE {
basigLevelsSEQUENCE {

level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL },
othe) EXTERNAL }

GrantsAndDenials ::= BIT(STRING {
-- permissions that.may be used in conjunction
-- with any component of Protecteditems

grantAdd (0),
denyAdd (2),
grantbiscloseOnError (2),
denybisetoseonrEr+or—3);
grantRead 4,
denyRead 5),
grantRemove (6),
denyRemove ),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse 9),

grantExport (20),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
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denyRename @,
grantReturnDN (18),
denyReturnDN (29),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23)}
AttributeTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
-- attributes --
accessControlScheme ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
ID id-aca-accessControlScheme }
prescriptiieACI ATTRIBUTE ::= {
WITH SYNTAX AClltem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-prescriptiveACl }
entryACl ATTRIBUTE ::= {
WITH SYNTAX AClltem
EQUALITY MATCHING RULE directoryStringFirst€omponentMatch
USAGE directoryOperation
ID id-aca-entryAC{}
subentryACI ATTRIBUTE ::= {

WITH
EQU
USA
ID

-- object id4
-- attributes

id-aca-acc
id-aca-pre
id-aca-ent
id-aca-sub|

-- access c

H SYNTAX

GE

bntifier assignments --

pssControlScheme
scriptiveACl

yACI

entry AC!

DNtro) schemes —

ALITY MATCHING RULE

AClltem

directaryStringFirstComponentMatch

diréctoryOperation
id-aca-subentryACl }

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-acal}
{id-aca4}
{id-aca5}
{id-aca6}

basicAccessControlScheme

simplifiedAccessControlScheme

rule-based

-access-control

rule-and-basic-access-control

rule-and-si

END

mple-access-control

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3}
{id-acScheme 4}
{id-acScheme 5}
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Annex E

DSA Operational Attribute Typesin ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 10 through 20 in the form of an
ASN.1 module, DSAOperationalAttributeTypes.

DSAOperational AttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 3}

DEFINITIO
BEGIN

-- EXPORT]
-- The type
-- within thé
-- Directory

-- extensio

IMPORTS
id-ddg
sele

ATT

Ope

Accgq

NS .=

S All --

5 and values defined in this module are exported for use in the other ASN.1 modules-contained
Directory Specifications, and for the use of other applications which will use them\to access
services. Other applications may use them for their own purposes, but this will not constrain

s and modifications needed to maintain or improve the Directory service.

a, id-kmr, informationFramework, distributedOperations, opBindingManagement,
CtedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3 }

RIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

ationalBindingID
FROM OperationalBindingManagementopBindingManagement

ssPoint, MasterAndShadowAccessRoints
FROM DistributedOperations distributedOperations

bitStringMatch

FROM SelectedAttributeTypes selectedAttributeTypes ;

-- data typgs --
DSEType [:= BIT STRING{
root (0), -- root DSE --
glue ), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry 3), -- object entry --
alia 4 - alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (20), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- Iimmediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16) } -- DSA-Specific subentry --
SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer --
agreementID [3] OperationalBindingID }
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Supplierinformation ::= SET {
COMPONENTS OF
supplier-is-master
non-supplying-master

(4]
(5]

Consumerinformation
SupplierAndConsumers

COMPONENTS OF
consumers

= SET{

(3]

-- attribute types --

dseType ATTRIBUTE ::= {

SupplierOrConsumer,
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL }

::= SupplierOrConsumer

AccessPoint,
SET OF AccessPoint }

-- supplier --

-- consumer --

-- supplier --

WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE

NO YSER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }

myAccesspPoint ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO WUSER MODIFICATION
USAGE
ID

superiorKmowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

specificKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO YSER MODIFICATION
USAGE
ID

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint
accessPointMatch

TRUE

TRUE

dSAOperation
id-doassuperiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKknowledge }

nonSpeciffcKnowledge~ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY"MATCHING RULE

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch

NO USER-MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-nonSpecificKknowledge }

supplierKknowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

consumerKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID
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secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

-- matching rules --

SupplierAndConsumers
supplierAndConsumersMatch

TRUE
dSAOperation

id-doa-secondaryShadows }

accessPointMatch MATCHING-RULE ::= {
SYNTAX  Name
ID id-kmr-accessPointMatch }

masterAndShadowAccessPointsMatch MATCHING-RULE ::

SYNTAX __ SET OF Name

ISO/IEC 9594-2 : 1998 (E)

ID id-kmr-masterShadowMatch }

supplierOfConsumerinformationMatch MATCHING-RULE ::

SYN[TAX  SET {

ae-title [0] Name,
agreement-identifier  [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

supplierAnpdConsumersMatch MATCHING-RULE ::= {

SYN[TAX Name

ID id-kmr-supplierConsumersMatch }

-- object identifier assignments --

-- dsa opergtional attributes --

id-doa-dsgType
id-doa-myApccessPoint
id-doa-superiorKnowledge
id-doa-specificKknowledge
id-doa-nonSpecificKknowledge
id-doa-supplierKnowledge
id-doa-consumerKnowledge
id-doa-secjondaryShadows

-- knowledge matching rules --

id-kmr-acdessPointMatch
id-kmr-magterShadowMatch
id-kmr-sugplierConsumerMatch
id-kmr-sugplierConsumersMatch

END

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT/IDENTIFIER
OBJEET IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-doa 0}
{id-doa 1}
{id-doa 2}
{id-doa 3}
{id-doa 4}
{id-doa 5}
{id-doa 6}
{id-doa 7}

{id-kmr 0}
{id-kmr 1}
{id-kmr 2}
{id-kmr 3}
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Annex F

Operational Binding Management in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 3}
DEFINITIONS ==
BEGIN

-- EXPORTIS All --

-- The typep and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them toaccess

-- Directory| services. Other applications may use them for their own purposes, but this will net'constrain

-- extensioms and modifications needed to maintain or improve the Directory service.

IMPORTS
diregtoryShadowAbstractService, hierarchicalOperationalBindings,
dop,|directoryAbstractService, distributedOperations

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService

hiergrchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

OPERATION, ERROR
FROM Remote-Operations-InformationsObjects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

APPLICATION-CONTEXT
FROM Remote-Operations-lnformation-Objects-extensions {joint-iso-itu-t
remg@te-operations(4) informationObjects-extensions(8) version1(0)}

id-op-establishOperationalBinding, id-op-modifyOperationalBinding,
id-op-terminateOperationalBinding, id-err-operationalBindingError
FROM DirectoryQperationalBindingManagementProtocol dop

diregtoryBind, directoryUnbind, securityError, CommonResults, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

OPT|ONALLY-PROTECTED, DIRQOP
FROM EnhancedSecurity enhancedSecurity

AccessPoint
FROM DistributedOperations distributedOperations;

-- bind and unbind --
dSAOperationalBindingManagementBind OPERATION ::= directoryBind
dSAOperationalBindingManagementUnbind OPERATION ::= directoryUnbind

-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }
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EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1]  OperationalBindinglD OPTIONAL,
accessPoint [2]  AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetl{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSetH{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSetl{@bindingType}),
valid [71  Validity DEFAULT { },

secyrityParameters {8} SecurityParameters OPTIONAL;
DIRQOP.&dopEstablishOpBindArg-QOP{@dirqop} }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
vers|on INTEGER }

Validity ::¥ SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] UTCTime } DEFAULT now : NULL,
validuntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL }

EstablishQperationalBindingResult ::= OPTIONALLY-PRQTECTED { SEQUENCE {
bindjngType [0 OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindjngID [1] OperationalBindingID OPTIONAL,
accgssPoint [2] AccessPoint,

-- syfnmetric, Role A replies , or Role B replies&
initigtor CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet{@bindingType}),
roleA-replies [4] ORERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{@bindingType}),
roleB-replies [5]«. "OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dopEstablishOpBindRes-QOP{@dirqop} }

modifyOpg¢rationalBinding OPERATION ::= {

ARGUMENT. ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRPORS { operationalBindingError | securityError }
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
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newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] \Validity OPTIONAL,

securityParameters

[9] SecurityParameters OPTIONAL },

DIRQOP.&dopModifyOpBindArg-QOP{@dirqop} }

ModifyOpe
null

protected

rationalBindingResult

[0] NULL,

[1] PROTECTED { SEQUENCE {

newBindingID OperationalBindingID,

bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),

newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet{@bindingType}),

valid Validity OPTIONAL,

::= CHOICE {

DIR(

terminate(
ARG
RES
ERR
COoD

Terminate
bind
bind
- sy
initig

term
secu
DIR(

Terminate
null
prot

DIR(

-- errors an

ULT
ORS

DperationalBindingArgument

COMPONENTS OF CommonResults },
OP.&dopModifyOpBindRes-QOP{@dirqop} } }

perationalBinding OPERATION
UMENT

n=
TerminateOperationalBindingArgument
TerminateOperationalBindingResult
{operationalBindingError | securityError}

E id-op-terminateOperationalBinding }

::= OPTIONALLY-PROTECTED { SEQUENCE {
OPERATIONAL-BINDING.&id ({OpBindingSet}),
OperationalBindinglID,

(0]
(1

ngType
nglD

mmetric, Role A initiates, or Role B initiates --

tor CHOICE {
symmetric OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet{@bindingType}),
OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindifigSet}{@bindingType})} OPTIONAL,
nateAt [5] UTCTime ORTIONAL,

rityParameters [6] SecurityParameters OPTIONAL },

OP.&dopTermOpBindArg-QOP{@dirqop} }

(2]
(3]

(4]

roleA-initiates

roleB-initiates

DperationalBindingResult(::=" CHOICE {
[0] NULL,
[1] PROTECTED { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResults },

OP.&depTermOpBindRes-QOP{@dirqop} } }

pcted

d\parameters --

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
OpBindingErrorParam,
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-err-operationalBindingError }

OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
invalidIlD 0),
duplicatelD (2),

unsupportedBindingType
notAllowedForRole
parametersMissing
roleAssignment
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invalidStartTime
invalidEndTime

invalidAgreement
currentlyNotDecidable
modificationNotAllowed
OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
UTCTime OPTIONAL,

CommonResults }

bindingType [1]
agreementProposal [2]

retryAt [3]
COMPONENTS OF

-- information object classes --

OPERATIQNAL -BINDING ::= CI ASS{

(6),
),
8),
9),
(10) },

ISO/IEC 9594-2 : 1998 (E)

&Agleement,
&Copperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYN[TAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA ]

[ ROLE-B &roleB 1]
ID

OP-BINDING-COOP ::= CLASS{
&applContext
&Opkrations

WITH SYN[TAX {
&applContext
[ APPLIES TO

OP-BIND-ROLE ::= CLASS{
&estlablish
&Esf{ablishParam

&TelminateParam
WITH SYN[TAX {

[ ESTABLISHMENT:INITIATOR
[ ESTABLISHMENT-PARAMETER

[ MODIFICATION-INITIATOR

[ MODIFICATION-PARAMETER

[ TERMINATION-INITIATOR

[ TERMINATION-PARAMETER

&Operations ] }

APPLICATION-CONTEXT,
OPERATION OPTIONAL }

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL }

&establish ]
&EstablishParam ]
&modify ]
&ModifyParam ]
&terminate |
&TerminateParam ] }

OpBindingSet

OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |

nonSpecificHierarchicalOperationalBinding }

END
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Annex G

The Mathematics of Trees

(This annex does not form an integral part of this Recommendation | International Standard)

V2

V3

V6

ad »®

Vl

A treeis a|

vertex V'. for example, the tree in the figure has seven vertices; labelled V1 through V7, and’six arcs, labelleg

0.

Two vertices V' and V are said to be the initial and final vertices, respectively, ofan arc afrom V to V. For ¢

and V3 arg
but not the

have the sgme final vertex.

The vertex
"root" of th

A vertex th
asa"leaf"

An oriente
acal, Vi
example, t
understood

TISO3410-94/d21:

the initial and final vertices, respectively, of arc a2. Several different arcs may have the same in
same final vertex. For example, arcs al and a3 have the same initia vertex, V1, but no two arcsi

that is not the final vertex of any arc is often referredito as the root vertex, or even more inforn
e tree. For example, in the figure, V1 istheroot.

at is not the initial vertex of any arc is often\referred to informally as a leaf vertex, or even more
bf the tree graph. For example, vertices V3; V6 and V7 are |eaves.

i path from a vertex V to a vertex Wis a set of arcs (al, &, ..., @) (n > 1) such that V is the initi
s the final vertex of arc a, and the final vertex of arc & is also the initial vertex of arc ak*1 for 1
ne oriented path from vertex; V1 to vertex VO is the set of arcs (a3, &, &). The term "path’|
to denote an oriented path from the root to a vertex.

set of points, called vertices, and a set of directed lines, called arcs; each arc ateads from a vertex V to a

al through

xample, V2
tial vertex,
n the figure

nally as the

informally,

Al vertex of
t k < n. For
should be
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Annex H

Name Design Criteria

(Thisannex does not form an integral part of this Recommendation | International Standard)

The information framework is very general, and alows for arbitrary variety of entries and attributes within the DIT.
Since, as defined there, names are closely related to paths through the DIT, this means that arbitrary variety in namesis
possible. This annex suggests criteriato be considered in the design of names. The appropriate criteria have been used in
the design of the recommended name forms which are to be found in ITU-T Rec. X.521 | ISO/IEC 9594-7. It is
suggested that the criteria also be used, where appropriate, in designing the names for objects to which the recommended
name forms do not apply.

Presenﬂy, nnl\]/ onecriterion is addressed; that of user-friendliness

NOTE

The remairder of this annex discusses the concept of user friendliness applied to names.

Names with which human beings must deal directly should be user-friendly. A user-friendly-name is one th

Not all names need to be user-friendly.

At takes the

human usgr’s point of view, not the computer’s. It is one that is easy for people to’deduce, remember and understand,

rather than one that is easy for computers to interpret.

The goal ¢f user-friendliness can be stated somewhat more precisely in terms of the following two p,

The followling subgoals follow from the goal of user-friendliness:

d

A human being usually should be able to correctly guess an object’s user-friendly n
information about the object that he naturally possesses. For example, one should
business person’s name given only the information)about her casually acquired throy
association.

When a object's name is ambiguously specified, the Directory should recognize th
conclude that the name identifies one particular object. For example, where two peopl
name, the last name alone should be'considered as inadequate identification of either

Names should not artificially remove natural ambiguities. For example, if two people
"Jones", neither should“be required to answer to "WJones" or "Jones2". Instead, the
should provide a user-friendly means of discriminating between the entities. For exam
first name and middle initial in addition to last name.

Names should)admit common abbreviations and common variations in spelling. For
employed.by'the Conway Steel Corporation and the name of one’s employer figures
of the_fnames "Conway Steel Corporation”, "Conway Steel Corp.", "Conway Steel",
suffice_to identify the organization in question.

In-Certain cases, alias names can be used: to direct the search for a particular entry

rinciples:

ame on the basis of
be able to guess a
gh normal business

at fact rather than
e have the same last

party.

share the last name
naming convention
ple, it might require

example, if one is
in one’s name, any
and "CSC" should

, in order to be more

nser-friendly _or to reduce the scope of a search The following example demanstrate

s the use of an alias

d)

e)
f)
a)

name for such a purpose: As shown in Figure H.1, the branch office in Osaka can also be identified with

the name { C = Japan, L = Osaka, O = ABC, OU = Osaka-branch }.

If names are multi-part, both the number of mandatory parts and the number of optional parts should be

relatively small and thus easy to remember.

If names are multi-part, the precise order in which those parts appear should generally be immaterial.

User-friendly names should not involve computer addresses.

In certain cases, contexts can be used to provide alternative names. For example, as

shown in Figure H.2,

the person Jones can be identified by {O = "XYZ", OU = "Research", CN = "Jones"} when the context is

Language = English, and {O = "XYZ", OU = "Recherche", CN = "Jones"} when the co
= French.

ITU-T Rec. X.501 (1997 E)

ntext is Language

147


https://iecnorm.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

C= JapanF

L = Osaka L = Tokyo

OU = Osaka-branch

TISO3420-94/d22

Figure H.1 — Aliasing example

O = XYX

OU = Research Recherche
Language=English, Language=French

CN = Jones

TISO8920-99/d23

Figure H.2 — Example of context variations of a name
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Annex |

Examples of various aspects of schema

(This annex does not form an integral part of this Recommendation | International Standard)

.1 Example of an Attribute Hierarchy

Figure I.1 shows a simple hierarchy of values of a generic telephoneNumber attribute, values of which are represented
as contained in the outer set. Two specific attribute types are derived from the generic type, workTelephoneNumber
and homeTelephoneNumber. Values of these types are represented as contained in the inner sets.

A value of type homeTelephoneNumber is contained in both the inner set representing homeTelephoneNumber and
the outer sgt representing telephoneNumber, but not the inner set representing workTelephoneNumber valugs.

A DIT strycture rule could be defined which permits entries to contain values of al three types shown in|Figure I.1.
Another rule could be defined permitting entries to contain only values of type telephoneNumber.

TISO3430-94/d24

A value having telephoneNumberSyntax
homeTelephaneNumber

workTelephoneNumber

00 @"

TelephoneNumber

Figure'h1 = Hierarchy of Telephone Number Attribute Values

1.2 Bxample of a Subtree Specification

The followiing is anlexample illustrating the specification of subtrees. Consider the portion of the DIT repfesented in
Figurel.2.

Subtree 1 dnd\subtree 2 are specified with respect to the administrative point having name a. The identifiersibl, c2, d3,
etc. represent local name values with respect to the administrative point a.

Subtree 1 may be specified as:

subtreel SubtreeSpecification ::= {
specificExclusions { chopBefore b1} }

Subtree 2 may be specified as:

subtree2 SubtreeSpecification BER
base b1}

Suppose that the entries identified in the figure with local names el, €2, etc., represent organizational person entries. A
subtree refinement could be specified to include all of these entriesin the administrative area as:
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subtree-refinementl SubtreeSpecification ::= {
specificationFilter
item id-oc-organizationalPerson }

This could be further refined to include only the organizational personsin subtree 2 as:

subtree2-refinement SubtreeSpecification::=  {
base b1,
specificationFilter
item id-oc-organizationalPerson }

TISO3440-94/d25

Subtree refinement 1

Figure I:2= Subtree Specification Example

1.3

(@a)

ichema Specification

.31

&)

bject Classes and Name Forms

The following object_€lasses, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used within a particular|subschema
administrafive area:

organization;

— organizationalUnit;

— organizationalPerson.

A name form is not required for the administrative entry, which will be the only entry in the subschema of object class
organization. The following name forms, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used to include entries of
class organizationalUnit and organizationalPerson:

— orgNameForm;

— orgUnitNameForm;

— orgPersonNameForm.
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1.3.2 DIT Structure Rules

ISO/IEC 9594-2 : 1998 (E)

The following structure rules are defined to specify a tree structure as shown in Figure 1.3. Figure 1.3 illustrates which

rule may be used to add entries at the various pointsin the DIT.

rule-0 STRUCTURE-RULE::={
NAME FORM
ID

rule-1 STRUCTURE-RULE::={

orgNameForm
0}

NAME FORM orgUnitNameForm

SUPERIOR RULES {rule-0}

ID 1}
rule-2 STRSGFIRERUEE==+

NAME FORM orgUniNameForm

SUPERIOR RULES {rule-1}

ID 2}
rule-3 STRUCTURE-RULE::={

NAME FORM orgUniNameForm

SUPERIOR RULES {rule-2}

ID 3}
rule-4 STRUCTURE-RULE::={

NAME FORM orgPersonNameForm

SUPERIOR RULES {rule-1, rule-2, rule-3}

ID 4}

Rule # 1
Organizatignal
Unit
Rule # 4 Rule # 2
Organizational Organizational
Person Unit
Rule # 4 Rule # 3
Organizational Organizational
Person Unit
Rule # 4
Organizational
Person
TISO3450-94/d26
Figure 1.3 — Example Subschema

.4 DIT content rules

The subschema administrator has the following two requirements to add supplemental information to entries in the
subschema administrative area:

all organizationalPerson and organizationalUnit entries should have the
organizationalTelephoneNumber attribute. This attribute should be returned when the Directory is
queried for telephoneNumbers;

all organizationalPerson entries will have the new attribute manager.
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