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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Real-time Ethernet — Real-time Automation Protocol for
Industrial Ethernet (RAPIEnet)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote

international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this|end and in addition to other activities, IEC publishes International Standards, Technical PASs, Tdchnical
Reports, Publicly Available PASs (PAS) and Guides (hereafter referred to as “IEC Pubhcation(s)’). Their
preparation is entrusted to technical committees; any IEC National Committee intgfested in the subjefpt dealt
witl may participate in this preparatory work. International, governmental and ngrcgover mntal arganfzations
liaiging with the IEC also participate in this preparation. IEC collaborate ational
Orgpnization for Standardization (ISO) in accordance with conditions determined by ben the
twolorganizations.

2) Thelformal decisions or agreements of IEC on technical matters express, as nearly ational
conpensus of opinion on the relevant subjects since each techniga rom all
intefested IEC National Committees

3) IEC| Publications have the form of recommendations for inte ational
Committees in that sense. While all reasonable efforts are/mad of IEC
Publlications is accurate for any
mis|nterpretation by any end user

4) In grder to promote international unifor cations
transparently to the maximum extent possible rgence
between any IEC Publication and the corresponding\national itated in
the Jatter

5) IEC]| provides no marking procedure to indicat for any
equjpment declared to be in

6) All disers should ensure that

7) No liability shall attach [ONJEC o rts and
members of its technlca COIW hage or
othgr damage of bs) and
expgnses arising er IEC
Publlications.

8) Attgntion is drawn tions is
indippensable forhe

9) Attdntion is dfa bject of
patént rights, IEC

A PAS i gble to

the pyblic

IEC-PAS 62573 has been processed by subcommittee 65C: Industrial networks, qf IEC

technical’committee 65: Industrial-process measurement, control and automation.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the

committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/488/NP 65C/496/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned will transform it into an International Standard.

This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single 3-year period, following which it
shall be revised to become another type of normative document, or shall be withdrawn.
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INTRODUCTION

This Publicly Available Specification (PAS) describes a set of specifications essential for the
ISO/IEC 8802-3-based “Real-time Automation Protocol for Industrial Ethernet (RAPIEnet),”
Each specification in this PAS is to be classified into a separate part of the IEC 61158 series.

This specification meets the industrial automation market objective of identifying the RTE
communication networks co-existing with the ISO/IEC 8802 series, providing more predictable,
time-deterministic, and reliable real-time data transfer.

More specifically, these profiles help correctly state the compliance with the ISO/IEC 8802
series[amdavoidthespreadof divergentimptementationsthatwoutdtimititsuse,; ctarity, and

understanding.

Additipnal profiles to address specific market concerns, ion safety or
inform R i 8 lis not
within profile
portio

This K of the
ISO/IH X of the
data | X fications essenfjial for
the R ¢ ms of
the th rence

Model



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 14 - PAS 62573 © IEC:2008(E)

Real-time Ethernet — Real-time Automation Protocol for
Industrial Ethernet (RAPIEnet)

1 Scope

In industrial control systems, several types of field devices may be connected to control
networks. These include drives, sensors and actuators, programmable controllers, distributed
control systems, and human-machine interface devices. The process control data and the
state data are transferred among these field devices in the system, and the communications
betwegen these field devices requires simplicity in application program to be eqcuted

with gdequate response time. In most industrial automation systems, ork is
required to provide time-deterministic and predictable response capa tions
Plant production may be compromised due to errors that could be j i ’ ontrol
system if the network does not provide a time-deterministic response : owing
charagteristics are required for a real-time Ethernet-based con ] {

b) the ability to share process data seamlessly acros

RAPIEnet is applicable to such an industrial time-
deterrinistic real-time communications are a funda

This HAS specifies the protocol set nece / , specifi ink layer
and the application layer, which is mappe - , i rvices
in accprdance with the three-layer fieldbus S , which i [ e OSI
Basic |Reference Model. e bdiv izatipn for
intercpnnection into a s anageable size. Throughout this PAS, the term
“servige” ided rence

model to the layer im

This HAS consis@

physical layer spe

Y

o O T

)

)

) dgta linkdaye
) .

)

e) application Iayer\protgcol specification.
The dervicerof bo he data link and the application layer in this PAS is a concgptual

architgctural service, independent of administrative and implementation details.

The data link layer describes the extension of the ISO/IEC 8802-3 data link layer for
RAPIEnet, and the application layer describes the utilization of the upper layer functions over
the RAPIEnet data link layer protocol.

2 Normative references

The following documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the
document (including any amendments) applies.

IEC 61158-3 (all parts), Industrial communication networks — Fieldbus specifications — Part 3:
Data-link layer service definition
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IEC 61158-4 (all parts), Industrial communication networks — Fieldbus specifications — Part 4:
Dat- link layer protocol specification

IEC 61158-5 (all parts), Industrial communication networks — Fieldbus specifications — Part 5:
Application layer service definition

IEC 61158-6 (all parts), Industrial communication networks — Fieldbus specifications — Part 6:
Application layer protocol specification

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnectioh — Basjc-Refgrence
Model: Naming and addressing

ISO/IFC 8802-3:2000, Information technology - : i Qforination
exchapge between systems — Local and metropolitan area netWork 8Ci i ents —
Part J: Carrier sense multiple access with collision detectig d and
physigal layer specificationss

ISO/IEC 8822:1994, Information technology — Ope tation
servick definition

ISO/IEC 8824-1:2002, Information SN.1):
Speciftication of basic notation

ISO/IEC 8825-1:2002, Information te Basic
Encoding Rules (BER), SiCE Rules
(DER

ISO/IEC 8886:199§, a link
servicg definitio

ISO/IEC 9545:1994 cation
Layer|structure

ISO/IEC vafion technology — Open Systems Interconnection — |Basic
Refer¢née ¢ C tions for the definition of OSI| services

3 Terms;-defi s, and abbreviations

For tHe purposes of this document, some of the following terms and definitions have been

compiled from the referenced documents. The terms and definitions of the ISO/IEC 7498-1,
ISO/IEC 8802-3, and IEC 61588 series shall be fully valid, unless otherwise stated.

3.1

IEC 61158 definitions

For the purposes of this document, the following definitions of IEC 61158 apply.

3.1.1

application
function or data structure for which data are consumed or produced

[IEC 61158-5:2007]
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3.1.2

application objects

multiple object classes that manage and provide a run-time exchange of messages across the
network and within the network device

[IEC 61158-5:2007]

3.13

bit

unit of information consisting of a 1 or a 0. This is the smallest data unit that can be
transmitted

[IEC §1158-4:2007]

3.1.4
client
1) object that uses the services of another (server) object to perform s

2) initjator of a message to which a server reacts
[IEC g§1158-4:2007]

3.1.5
comnjunication objects

components that manage and provide a run-tim
[IEC §1158-5:2007]

ang gssages across the ng¢twork

3.1.6
conneiction

logical binding between two _applicatio obj@vit'n
[IEC §1158-4:2007]

3.1.7
connilctor @
coupling device

with that of anothens

same or different devices

medium of one circuit or communication element
ion element

[IEC §1158-2:2007%

3.1.8
cyclig
term {sed tod & evenhts that repeat in a regular and repetitive manner

[IEC §1158-3:200

3.1.9
Cyclic Redundancy Check (CRC)

residual value computed from an array of data and used as a representative signature for the
array

[IEC 61158-4:2007]

3.1.10
data
generic term used to refer to any information carried over a fieldbus

[IEC 61158-3:2007]
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3.1.11
data consistency

means for coherent transmission and access of the input or output data object between and

within client and server

[IEC 61158-5:2007]

3.1.12
device

physical entity connected to the fieldbus composed of at least one communication element
(the network element) and which may have a control element and/or a final element

(transducer, actuator, efc.)

[IEC §1158-2:2007]

3.1.13
device profile

collecfion of device-dependent information and functionality p
similal devices of the same device type

[IEC §1158-5:2007]

3.1.1
diagnpsis information
all data available at the server for mai pose

[IEC §1158-5:2007]

3.1.15
error
discrejpancy between
or thepretically correct

1158-4:20®

[IEC §

3.1.16
error

gener or definitions and corresponding error codes

[IEC §

3.1.17
error
identiffication of a spécific type of error within an error class

tween

asured value or condition and the spégcified

[[EC 64158=5:260F

3.1.18
event
an instance of a change of conditions

[IEC 61158-5:2007]

3.1.19
frame
denigrated synonym for data link protocol data unit

[IEC 61158-3:2007]
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3.1.20
index
address of an object within an application process

[IEC 61158-5:2007]

3.1.21

interface

shared boundary between two functional units, defined by functional characteristics, signal
characteristics, or other characteristics as appropriate

[IEC 61158-5:2007]

3.1.22
mastgr
devicg that controls the data transfer on the network and initiate
slaveq by sending messages, and that constitutes the interface tg_th

of the

[IEC §1158-2:2007]

3.1.23
mediym
cable,| optical fibre, or other means by which co cat transmitted begtween
two ol more points

[IEC §1158-2:2007]

3.1.24
netwqrk

set ofl nodes connected 8
repeafers, bridges, routers\a

[IEC gq11 58-6:200?
3.1.2§

node
endpdint of a lin

tion medium, including any interyening

point at which two or more links meet

[IEC §1158-2

3.1.2¢4
object

abstrdct representation of a particular component within a device

[IEC g1158-4:2007]

NOTE An object can be
a) an abstract representation of the capabilities of a device. Objects can be composed of any or all of the
following components:

1) data (information which changes with time);
2) configuration (parameters for behaviour);
3) methods (things that can be done using data and configuration);

b) a collection of related data (in the form of variables) and methods (procedures) for operating on that data
that have clearly defined interface and behaviour.

3.1.27
server
object that provides services to another (client) object

[IEC 61158-4:2007]
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3.1.28

service

operation or function that an object and/or object class performs upon request from another
object and/or object class

[IEC 61158-5:2007]

3.1.29
slave
data link entity accessing the medium only after being initiated by the preceding slave or
master

[IEC §1158-3:2007]

3.2 Definitions from other standards

The fgllowing definitions apply.

3.21
frame|
unit of data transmission for ISO/IEC 8802-3 media 2
data ynit between media access control service userg

nveys a protocol

[[EEE[Std. 802.1Q:1998]

3.2.2
message
ordergd series of octets intended to co

[derived from ISO 2382:18.

NOTE

3.2.3
switc
media

3.3

Terms layer
servic iNitio 2 pyotocol specifications, in 9.4 for the application layer slervice

3.4 |Symbols and abbreviations

Symb ls—and-abbreviations—of-this PAS—are—deseribed ocpalatc=y in—F4for-the—datatint |ayer
service definitions and protocol specifications, in 9.4 for the application layer service
definition, and in 10.4 for the application layer protocol specification.

4 Technology overview

4.1 General Information

This section describes the basic operating principles and technical features of RAPIEnet. The
aim of RAPIEnet is to maximize the use of full-duplex Ethernet bandwidth through the use of
an internal hardware Ethernet switch. Therefore, RAPIEnet provides a collision-free
transmission mechanism between two nodes. Every RAPIEnet device detects link failure and
link establishment using media sensing technologies and shares the link information with
each other so that fast connectivity recovery time is also guaranteed in a line or ring network.
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4.2 Operating principles

From an Ethernet point of view, a RAPIEnet device is a dual-port switching device that
receives and transmits standard ISO/IEC 8802-3 Ethernet frames. It is intelligent and can
control directional frame forwarding between its dual ports according to the network status
and device status.

4.2.1 Frame forwarding and receiving control

By using the internal full-duplex hardware switch, RAPIEnet provides a very efficient
transmission mechanism that allows each RAPIEnet device on a network to transmit frames at
any time without collision. Therefore, a RAPIEnet device transmits frames W|thout restriction
of medium access as soon as a frame appears in the transmit queue. re 1 shows the
forwanding and receiving control of the RAPIEnet device

[ Data link layer entity (DLE) ]/
Rx Tx RXE.I)

Forwarding
Control

N
ISO/IEC 8802-3 Ethernet Frame ‘ ISO/IEC 8802-3 Ethernet Frame
_ ISO/IEC 8802-3 Ethernet Frame

When|an Ether 3 gcel | edia access control (MAC) layer through the
physigal interfac RAPIEnet general device (GD, see 8.6.3.3) othdr than
the ring network ma 866 /3.3) or the line network manager (LNM, see 8.6.3.3),

handl¢s the recgived ing one of the following actions depending dn the
destination MAC address

a) Fqra 2 ept and deliver the received frame to the DLE, and forwqrd the
receivedNra

b) Fdr a frameldesignated to the device itself, accept and deliver the received frame [to the
DUE withoutforwaxding.

c) Fdr a frame designated to the other device, do not accept the received frame, but fgrward
théreceived frame to the other port.

This frame forwarding procedure is processed by the internal hardware switch so that it has
little impact on the performance of the RAPIEnet protocol. In Figure 1, when the DLE has two
concurrent frames to be transmitted through a common MAC port, such as a frame from the
upper layer and a frame to be forwarded from the other port, the “round-robin” method is used
to determine their transmission order.

As shown in Figure 2, the LNM disables both directional frame forward functions so that
frames are not forwarded to the other port.
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Data link layer entity (DLE)

Rx  Tx Rx Tx

MACH1 MAC2
| v I
PHY144W PHY2

In a ring network, a frame can be continuously circulatedwhenr ted devicelis not
found|or when the frame is broadcast on the network. N etwork, two RNMs
are aptomatically selected, and, as shown in Fjgure 3, each \] disables only one
directional frame forward function to prevent infinite frame)circutation~Aprimary RNM (RNMP)
is selected first and then one of its neighbourin ted as a secondary] RNM

(RNMB).
_~ KA N
SEIN &

Data link layer entity

Rx  Tx

MAC2

PHY2

t

YY) J

Figure 3 — Forward control of RNM

4.2.2 Link status monitoring

RAPIEnet provides an efficient mechanism for dynamic network topology management. When
a link between two devices is established or released, it is automatically detected by both
devices. This link status information is distributed and shared with every device on the
network so that the network topology can be dynamically managed. The link status
information is either “link active” or “link inactive” and the link status detection process is
initiated by the hardware-triggered signal event (see 7.8.4.3). A status of “link active” means a
RAPIEnet communication link is established between two devices and it is possible to send
frames through the link. A status of “link inactive” means a RAPIEnet communication link is
not established through an Ethernet MAC port and it is not possible to send frames through
the port. By sharing all the link information on the network, every RAPIEnet device on the
network knows the online network connectivity status (see 8.5.5). Figure 4 shows the intrinsic
link status monitoring procedure of the RAPIEnet data link layer (DLL).
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Data link layer entity (DLE)

Rx T Rx T RAPIEnet
DLL

Forwarding

Indicates the link PHY1 PHY2

Indicates the I|nk
status of “active” "

Figure 4 — Link status information

4.2.3 Error detection

A RAPIEnet device examines the frame check segue ) to~determine whethpr the
receivied frame is valid. When an invalid &ive ror is detected duripg the
FCS, the RAPIEnet device discards t BCeiy % rame is not forwarded|to the
next device.

4.3 |[Topology

Netwdrk topology is one af the gted control systems.

A ling topology is mare k eas) igure, and more cost-effective than p star
topolagy using E itches a RAPIEnet line topology, every device controls its dual
Etherpet MAC p@ i irline network. The link information between two jnodes
is shaT'ed with every, , and thus every device updates its own path table

with the link inform

In a fing netwo axe possible between two nodes: the clockwise path apd the
counter-clockwi Xh- ore, a RAPIEnet ring topology can maintain the ne¢twork
connefctiyi ' 3se of cable break or link failure. To provide reliable and redyndant
netwofrk conne RAPIEnet supports an online auto-configuration mechanism to form a

netwofk topology. When a link failure is detected in a ring network, the netwprk is
automatically-reconfiglired as a line network. RAPIEnet supports both line and ring n¢twork
topolagiesy.and also provides extremely fast recovery time from line-to-ring or from ring-fo-line
netwofks:

Figure 5 shows a basic example of RAPIEnet line network. A basic RAPIEnet line topology
can be configured between two nodes with a single connection. A large-scale RAPIEnet line
network can be expanded by extending the daisy-chained connection. Conversely, a large-
scale RAPIEnet line network can be divided into two or more smaller scale line networks.
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Basic Line Topology Basic Line Topology

i 3 e 3

| RAPIEnet | | RAPIEnet || + RAPIEnet | [ RAPIEnet |!

!| Device Device | '| Device Device |[!

I | | 1

L l— } L — i

New Line Topology

oy i
[ RAPIERe! [RAPIEnet [RAMEnet ‘RAPIEnetV
]| Device' Device Device | Device ||
| |
: |

Figurs g confected
between two end nodes in a line network, the network is adtomatica i a ring
network. On the other hand, the network is automaticall 3 s_a line network] when
any ”T aytomatically selected to| block
the infi

Device2

Device3

Deviced4

Figure 6 — Ring topology

4.4 Device reference model

This section describes the RAPIEnet device reference model using the principles,
methodology, and model of ISO/IEC 7498-1. The OSI| model provides a layered approach to
communications standards, in which the layers can be developed and modified independently.
This PAS defines functionality from the top to bottom of a full OSI stack and, potentially, some
functions for the users of the stack. Functions of intermediate OSI layers 3 through 6 are
consolidated into either the RAPIEnet data link layer or the RAPIEnet application layer.
Likewise, features common to users of the fieldbus application layer may be provided by the
RAPIEnet application layer to simplify user operation as shown in Figure 7.
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Application 1 (" socisHT TP/ —
Layer l e Application
 a
Data transfer
service
Data Link Event Diagnostic
Layer ~7
RAPIEnet MAC/DLL
[ MAC1 Forwarding ) MAC2 ]
v - . =]
Physical—— = = = =

- I ( EthemetPHY1 ] (  EthemetPHY2 |

Figure 7 — OSI basic reference mo

4.41 Physical layer

The HAPIEnet physical layer corresponds to the ISO 3%20¢ d and
physigal layer specifications. The physical layer recgives _data layer,
encodes the bits into signals, and transmits the es 0 i ) ected
transmission medium. Signals are the 3 d the
data ynits are passed to the data link Jaye

4.4.2 Data link layer (DLL)

The RAPIEnet DLL provides baS|c t|m inisti pport for data communications among
commpnication devices ¢ . e data link layer supports the [timing
demands typically required forl high-p ¢vautomation applications. These do not

extend it towards RTE. Thus, it is pdssible
, infrastructure components, or tedt and

to continue to use
meas remente

4.4.3

The RAPIEng icati r is designed to support the transfer of time-deterntinistic
applicption N esponses among communication devices in an autornation
envirgn ] t allows” for several optional services and protocol families to c{-exist
within|the Ymunication device. In this way, generic Ethernet communication, sifich as

TCP/UDP/IP=hased proto€ols, may be implemented alongside real-time communications, file
accesp protocol other generic protocols and services.

4.5 |Data link layer overview

The RAPIEnet DLL has some unique technical features, such as extremely fast network
recovery, plug and play, network management information base management, and automatic
network configuration.

4.51 Extremely fast network recovery (EFR)

EFR is one of the most outstanding technical features of the RAPIEnet protocol. When a link
fault is detected in a RAPIEnet ring network, the fault link information is broadcast to every
device on the network. Every device updates its own path table and tries to find a new path
around the fault. RAPIEnet provides extremely fast recovery time from topology changes to
provide redundant network connectivity. The link status information is monitored by the
hardware-triggered signal event (see 7.8.4), and the link status change information is
broadcast to every device on the network.
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4.5.2 Plug and play (PnP)

When a new device joins an existing network, the new link information is broadcast to

every

device on the network. The new device also collects existing link information from each device

so that it can communicate to the other nodes on the network without manual configurati

4.5.3 Network management information base (NMIB) management

on.

A RAPIEnet device automatically collects and maintains its network management information

base (NMIB), including network information and path table (see 8.3.6).

Every device on ne e _NeibAork nare and_gathe nk "“,—" on A
update its network information and path table. Every device updates its work infor
and path table when it receives link status change information.

4.5.4 Automatic network configuration (ANC)

To SﬁLpport EFR functions in both ring and line networks, ict the
dynanpic change in network topology. RAPIEnet also suppo ration.
When|the network topology is changed, the changed net every
devicg on the network, and then every device updates 3 nfgrmation ang path
table.| RNMs or LNMs are automatically selected MAC
address and data link address (see Annex A).

4.6 |Application layer overview

Indust » ist of primary automation devicg¢s (for
example, sensors, actuators, local displ i iators, programmable logic contfollers,
small [single-loop controller i lrols) as well as control and monitoring
equipment.

The tata transfer be akes place in a peer-to-peer or multicast
commjunication en

Figurs ) and
the DUL. PSSes.
RAPIEH other

Socks/HTTP/

FIP-€€ | RAPIEnct APPs | Any Other APPs

Application b J
Lopes £ LT o PN
TCP | | UDP
Acyclic Cyclic DLL
t t Data Data Alarm

4

A

|J

\

[ Queue Message Box IRun]—'l‘ime Process Module IDLL Event ]

Data Link

Layer RAPIEnet MAC/DLL

[ MAC <‘F£varding MAC ]

Figure 8 — Interaction between FAL and DLL
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RAPIEnet supports the publisher-subscriber communication model for cyclic data sharing as
shown in Figure 9. The publisher periodically multicasts preconfigured data, and subscribers
receive that data. This cyclic data sharing is the most widely used model in industrial
applications.

STATION 1 STATION2 . . . . STATION n
device device device
Station 1 Station 1 Station 1

_ Tx Sector Rx Sector Rx Sector
Station 2 e Station 2 a0 ———————— Station 2
RA OCLULU] 1 X DCLL_UI 3 RA OTCLU]
Station 3 Station 3 o 3
Rx Sector Rx Sector )
Station 4 Station 4
Rx Sector Rx Sector
Station 5 Station 5
Rx Sector Rx Sector

event-triggered data trangfer as
the internal or external events. The
or event-triggered or user-triggered

RAPIH
showrj
servel

applic

Client #N

— DBy Data Acquisition

B Module
Request >
Response L. 1!
.- [ET
Server #2 Server #N

Figure 10 — Client-server communication model

5 Physical layer

5.1 Overview

The RAPIEnet physical layer corresponds to the ISO/IEC 8802-3:2002 access method and
physical layer PASs. For RAPIEnet network systems, the following full-duplex physical layer
technologies are used.

a) 100BASE-TX;
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b) 100BASE-FX;
c) 1000BASE-T (IEEE 802.3:2005);
d) 1000BASE-X (IEEE 802.3:2005).

NOTE Recently proposed physical layer technologies, such as 10 Gigabit Ethernet or 100 Gigabit Ethernet, can
also be used for the RAPIEnet physical layer because RAPIEnet is designed to be independent of the physical
layer technology.

In a RAPIEnet network, any combination of these physical layer technologies may be used.
Changeovers from one physical layer to another are supported.

5.2 100BASE-TX

100BASE-TX is an electrical physical layer system specified in ISO/IEC(8802-3, /\use¢s two
pairs ¢f Category 5 balanced cabling as specified by ISO/IEC 11801.

5.3 |100BASE-FX

100BASE-FX is an optical fibre physical layer system specifi ps two

transmission technologies over fibre.

5.4 |1000BASE-T

s four

1000BASE-T is an electrical physical layer sys &
; e may

pairs pf Category 5 balanced cabling
also be used.

5.5 [1000BASE-X

10008 uses
four tr

6 D

6.1

This g b real-
time jons to facilitate the interconnection of automation gystem
compct| erfts, link services provide reliable and transparent| data
commjunieation 19 IEnet data link users through the logical interface betwegn the
ISO/IE ' ayer and the DLL.

The Data(link Service is provided by the Data link Protocol that uses the services available
from the{physical layer. This sectlon defines the Data link Service charactenshcs thlat the
highe dures
for sharing and maintaining the network |nformat|on in a RAPIEnet network.

6.2 Scope
6.2.1 Overview

This subclause provides the common elements for basic time-critical messaging
communications between devices in an automation environment. The term “time-critical” in
this context means the prioritized full-duplex collision-free time-deterministic communication,
of which one or more specified actions are required to be completed with some defined level
of certainty. Failure to complete specified actions within the required time risks the failure of
the applications requesting the actions, with attendant risk to equipment, plant, and possibly
human life.
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This PAS defines in an abstract way the externally visible service provided by the RAPIEnet
DLL in terms of

a) primitive actions and events of the service;
b) parameters associated with each primitive action and event, and the form that they take;
c) interrelationships between these actions and events, and their valid sequences.

The purpose of this PAS is to define the services provided to

a) the RAPIEnet application layer at the boundary between the application and DLLs of the
fieldbus reference model,;

b) systems management at the boundary between the DLL and the system
the Fieldbus reference model.

managenjent of

6.2.2 Specifications

The pfincipal objective of this PAS is to specify the characteristj F\CONCEF DN Services
suitable for time-critical communications, and to supplement te (ON i ence [Model
in gujding the development of data Ilnk protocols for a-Criti
secon
comm

existing industrial

This R
it is
impler

o]

6.2.3

neless,
dress

correlation of paired primitives for ré

This R din the

There]i
Instea
protog

i¢ation.

The fopllowing ddoeume are indispensable for the application of this document. For|dated
refere adition cited applies. For undated references, the latest edition [of the
refere i

ISO/IRC
Model: The BaSIC Model

ISO/IEC 7498-3, Information technology — Open Systems Interconnection — Basic Reference
Model: Naming and addressing

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer PASs

ISO/IEC 10731:1994, Information technology — Open Systems Interconnection — Basic
Reference Model — Conventions for the definition of OSI services
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6.4 Terms, definitions, symbols, abbreviations, and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviations,
and conventions apply.

6.4.1 Reference model terms and definitions

This PAS is based in part on the concepts developed in ISO/IEC 7498-1 and ISO/IEC 7498-3,
and makes use of the following terms defined therein.

DL-address [7498-3]

DL{address-mapping
called-DL-address

calling-DL-address

cerltralized multi-end-point-connection
DL{connection
DL{connection-end-point

DL{connection-end-point-identifier

DL{connection-mode transmission [7498-1]
DL{connectionless-mode transmission [7498-1]
corfespondent (N)-entities [7498-1]

correspondent DL-entities (N=2)

correspondent Ph-entjties =1)
DL{duplex-transmission [7498-1]
(N)tentity [7498-1]

DL-entity\ (N=

Ph-en(@lﬂ
DL{facility [7498-1]
floy control [7498-1]
(N)Hayer [7498-1]
layer- [7498-1]
DL{local-view [7498-3]
DL{name [7498-3]
naming-(addressing)-domain [7498-3]
peer-entities [7498-1]
primitive name [7498-3]
DL-protocol [7498-1]
DL-protocol-connection-identifier [7498-1]
DL-protocol-data-unit [7498-1]
DL-relay [7498-1]
Reset [7498-1]

responding-DL-address [7498-3]
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Routing
Segmenting

(N)-service
DL-service (N=2)
Ph-service (N=1)

(N)-service-access-point
DL-service-access-point (N=2)
Ph-service-access-point (N=1)

DL-service-access-point-address

DL-service-connection-identifier

PAS 62573 © IEC:2008(E)

[7498-1]
[7498-1]

[7498-1]

[7498-1]

[7498-3]

[7498-1]

DL{service-data-unit
DL{simplex-transmission
DL{subsystem
systems-management

DL$-user-data

6.4.2 Service convention terms apd\defipi

This RAS also makes use of the follow
the DI[L.

acceptor

asymmetrical service

confirm (primitiv@
requestor.deli o Ve)

delive
DL-co
DL-fagili

DL-loq

ihed

O/IEC 10731 as they aq

DL-mandatory-facility
DL-non-confirmed-facility
DL-protocol-machine
DL-provider-initiated-facility
DL-provider-optional-facility

DL-service-primitive;
primitive

ply to
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DL-service-provider
DL-service-user
DLS-user-optional-facility

indication (primitive);
acceptor.deliver (primitive)

multi-peer

requesgt (primitive);
requestor.submit (primitive)

requegtor

respofpse (primitive);
acceptor.submit (primitive)

submit (primitive)
symmetrical service
6.4.3 Data link service terms and definitio

DL-selgment, link, local link

Singlg data link (DL) sub i ich\any ft connected data link entities (DLEg) may
commjunicate direct, i ing.data/link relaying, whenever all of those|DLEs
that are participating i qunication are simultaneously attentive to the DL-
subneftwork duri

Data llink service g

Distingtive poif { servi i i i i layer
entity.

NOTE | Thi N8 ived jrom ISO/IEC 7498-1, is repeated here to facilitate understanding of the| critical
distinctlon betwe vd their DL-addresses.

DLSAP address

Either-af-individuat BESAPaddress destgrating—a—singte PtSAP-ofa sirgte—data—tink—service
(DLS) user (DLS-user), or a group DL-address potentially designating multiple DLSAPs, each
of a single DLS-user.

NOTE This terminology was chosen because ISO/IEC 7498-3 does not permit the use of the term DLSAP-address
to designate more than a single DLSAP at a single DLS-user.

(individual) DLSAP-address

DL-address that designates only one DLSAP within the extended link

NOTE A single DL-entity may have multiple DLSAP-addresses associated with a single DLSAP.
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Data link connection endpoint address (DLCEP-address)
DL-address that designates either

a) one peer DL-connection-end-point;

b) one multi-peer publisher DL-connection-end-point, and implicitly the corresponding set of
subscriber DL-connection-end-points, where each DL-connection-end-point exists within a
distinct DLSAP and is associated with a corresponding distinct DLSAP-address.

DLS-user-entity DLS-user-entity

DLS-users
DLSAP DLSAP D@
X X Ny
g
;‘/ﬁ W 7
/ / N \
DLSAP. address Gup DLt S DLSAP-
adldresses address
DLtlayer ity ‘
\, <7 \\
RNSAP ‘ PhSAP
N A\
Phtlayer

DLSAPs a@

NOTE rvieesaccess points (PhSAPs) are depicted as ovals spanning the boundary
betwee

NOTE 2 SAP.
NOTE single
DLSAP

Error that-eceu & Y
octets in a data link protocol data uni

fterreception—ofall the
I

frame

Synonym for DLPDU

network management

Management functions and services that perform network initialization, configuration, and
error handling

protocol

Convention on the data formats, time sequences, and error correction for data exchange in
communication systems.
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receiving DLS-user

DL-service user that acts as a recipient of DLS-user data.

NOTE A DL-service user can be both a sending and receiving DLS-user concurrently.

sending DLS-user
DL-service user that acts as a source of DLS-user data.

device

single|DLE as it appears on one local link.
DL-address

local
dware

addre
link. O

uniquct] I is a
combi

ring
active

NOTE

linearn

topolo S octed in series, with two devices each connected to only
one o 3 a line

R-por|

port in ion device that is part of a ring structure

real-time

ability of a system to provide a required result in a bounded time
real-time communication

transfer of data in real-time

real-time Ethernet (RTE)

ISO/IEC 8802-3 based network that includes real-time communication

NOTE 1 Other communications can be supported, providing that the real-time communication is not compromised.

NOTE 2 This definition is based on, but not limited to, ISO/IEC 8802-3. It could be applicable to other IEEE 802
PASs, for example, IEEE802.11.
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RTE end device

device with at least one active RTE port

RTE port

media access control (MAC) sublayer point where an RTE is attached to a local area network

(LAN)

NOTE This definition is derived from that of bridge port in ISO/IEC 10038:1993, as applied to local MAC bridges.

switc

netwo|

ned network

rk also containing switches.

NOTE |Switched network means that the network is based on IEEE 802.1D and bridges
and prigrity operations.

link

transmission path between two adjacent nodes [derivéd fromNSQO

6.4.4| Symbols and abbreviations O

6.4.4.1 Common symbols and abbreviations

Term or abbreviation fA fi itioN’ meaning
DL d%link (used aka p efix\<< aé}e{\tr\e/
DLC g&ta WOnne}[‘r&}\ N \\/
DLCEP I ata\w( cor@?@@n dpeint /
DLE /\ 3 data @:k tity\Qe\Q@ctive instance of the DLL)
DLL "\ eata lin ayeE\ >
DLPBU /\ %Wroto@l data unit
DLPW /\ \ B{tawpmol machine
DLM \ ‘\ data¥i management
DLME \ \ \ déa link management entity (the local active instance of DLM)
DLM$ ) \ data link management service
DLS data link service
DLSAP data link service-access-point
DLSDU data link service-data-unit
FIFO first-in, first-out (queuing method)
NMT network management
OSI Open Systems Interconnection
Ph- physical layer (as a prefix)
PHY physical interface transceiver
PhL physical layer
RTE Real-time Ethernet
IEC International Electrotechnical Commission
IP Internet protocol (see RFC 791)
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ISO International Organization for Standardization
MAC media access control

NRT non-real-time

PDU protocol data unit

SAP service access point

RT real-time

TCP Transmission Control Protocol (see RFC 793)
UDP User Datagram Protocol (see RFC 768)

6.4.4.2 RAPIEnet: Additional symbols and abbreviations /\ x

Tgrm or abbreviation Definition or meani

\
EFR extremely fast recovery \ \ \ \/
GD general device & \ \ >
LNM line network manager / h \
PO power on /\\ )/ K \
PnP plug and play/\ A >
RNM ring network ma}a\ger \ \J

RNMP primary ring nem man&

RNMS }ec\ondary ring >\€tw k%\naé\

RNAC N S@Qg Mork am\}&@w\rgﬁow\/

uib / @\%e\uniq el ent}k\%ﬁ/

RARIEnet NMIB (\ > RAP%nét\net rk management information base
N

6.4.5

6.4.5.1 gonven s

This PAS scriptive conventions given in ISO/IEC 10731. The service model,
service primitives, and time-sequence diagrams used are entirely abstract descriptiong; they

do not represent~a_specification for implementation. Service primitives, used to repfesent
service user/provider interactions (see ISO/IEC 10731), convey parameters that indicate
information available in the user/provider interaction.

This PAS uses a tabular format to describe the component parameters of the DLS primitives.
The parameters that apply to each group of DLS primitives are set out in tables throughout
the remainder of this specification. Each table consists of up to six columns, containing the
name of the service parameter, and a column for each of those primitives and parameter-
transfer directions used by the DLS, including

the request primitive’s input parameters;

T Qo

the request primitive’s output parameters;

o O

)

)

) the indication primitive’s output parameters;
) the response primitive’s input parameters;

)

the confirmation primitive’s output parameters.

D
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The request, indication, response and confirmation primitives are also known as requestor.

acceptor.deliver, acceptor.submit, and requestor.deliver primitives, respectively (see ISO/IEC 10731).

submit,

One parameter, or a portion of it, is listed in each row of each table. Under the appropriate
service primitive columns, the following code is used to specify how the parameter is used,
and its direction.

M

u

parameter: mandatory for the primitive

parameter: a user option that may or may not be provided depending on the
dynamic use of the DLS-user. When not provided, a default value for the

parameter is assumed

B

—

Some

a)

b)

In any
assoc

parameter is conditional upon other parameters or upon the onment
DLS-user

lank) parameter is never present.

(n) an indication that following
parameter and its use.

particular interface, not all parameters<shathbs
ated with the DLSAP/= p is\

of the

tically
le;

to the

blicitly

In the dashed lines indicate cause and effect gr time
sequejnce relationship indicate that events occur at approximately thel same
time.

6.4.5.2

In the] and DLM interfaces, dashed lines indicate cause and
effect|or tim JUBNCE yships between actions at different stations, while soliq lines
with jrro icatexéause and effect time sequence relationships that occur within the DLE
provide ’

The fqllowing. notation} a shortened form of the primitive classes defined in 6.4.5.1, is used in
the figures~and tables.

req: requestprimitive

ind: indication primitive

cnf: confirmation primitive (confirmation)

res: response primitive

6.5
6.5.1

Data link service and concept

Overview

This PAS specifies the RAPIEnet data link services for an ISO/IEC 8802-3 based time-
deterministic control network, which is one of the communication networks for RTE. The
communication services support timing demands typical of high-performance automation
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applications. They do not change the basic principles of ISO/IEC 8802-3, but extend it toward
RTE. Thus, it is possible to continue to use standard Ethernet hardware, infrastructure

components, or test and measurement equipment, such as network analysers.

The RAPIEnet DLL provides reliable and transparent data communication between two
RAPIEnet end devices. The RAPIEnet DLL also guarantees abstract transparent data transfer
between DL-users so that DLL provides flexible and convenient network connectivity to

network users.

the ri
switch
contrg
transn
RAPIE
users.

RAPIEnet
MAC/DLL

Forwarding
Control

6.5.1.
The [

RAPIH
the co

Three

Data service is used to transmit a RAPIEnet frame to a destination device or d

pvices

using the priority option. DL-DATA service IS a queued service using the KT-queue.

Sporadic data service (DL-SPDATA)

Sporadic data service is used to transmit a common protocol frame, such as TCP/IP or
UDP. RAPIEnet data link layer transmits without modification any received DLSDUs
generated by a DLS-user. In this case, DLSDU is assumed to include DLPDU. DL-

SPDATA is a queued service using the NRT-queue.
Network control message

Network-control-message service is used by the DL-management entity to

share

network-related information with the other devices in a RAPIEnet network segment.
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6.5.1.2.1 Primitives of the data service’

The sequence of primitives for the data service is shown in Figure 13.

DL-DATA request and DL-DATA indication correspond to the MA-DATA request and MA-
DATA indication defined by ISO/IEC8802-3, respectively.

Sender Receiver(s)

DLS-user DLE DLE DLS-user

|
|
|
|
DL-DATA. request |
I
|
|
|

_DL-DATA. confirm |

DL-DATA. indicg
o

The spnder DLS-user prepares a DLSDU for a single i g L/S-user, or for multiple
DLS-ysers. The DLSDU is passed to the local DLE \ie nterface by means of|a DL-
DATA|request primitive. The DLE qu ‘
is transmitted by the DLPM to the receitver D

The rgceiving DLE(s) attempt to delive theﬁ ed\DLSDU to the specified DLS-user(q).

There : iote DLEs or of delivery to the intended
DLS-yser(s); acknowledge r. When the DLSDU is transmitted, it reaches all
receiver-side DLEs at|at ametime, igrnoring signal propagation delays. Each DLE

addrepsed by t S : eived the data error-free, passes the DLSDU and
assoc|ated addr ationMo the [otal DLS-user by means of a DL-DATA indication
primit

6.5.1.2. adic data service

The s e sporadic data service is shown in Figure 14. DL-SHDATA
reque indication correspond to the MA-DATA request and MA{DATA
indicafi C8802-3, respectively.

Sender Receiver(s)

DLS-user DLE DLE DLS-user

DL-SPDATA. request
—_—

DL-SPDATA. confirm
—

N DL-SPDATA. indication
e

Figure 14 — Sequence diagram of DL-SPDATA service

DL-SPDATA service is used to transmit other protocol frames, such as TCP/IP or UDP. DL-
SPDATA service is transmitted through both R-ports using the non-real-time (NRT) queue
without referring to the path table and without modification of the received DLSDU.
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6.5.1.2.3 Primitives of the network control message service

The sequence of primitives for the network control message service is shown in Figure 15.
DL-NCM_SND request and DL-NCM_SND indication correspond to the MA-DATA request and
MA-DATA indication defined by ISO/IEC 8802-3, respectively.

Sender Receiver(s)

DLS-user DLE DLE DLS-user

I
I
I
I
DL-NCM_SND.request |
—> —
I
|
I
I

DL-NCM_SND. confirm

DLPDU _
| DL-NCM_SND(indidati

The DIL-NCM_SND service is used to transmit a netiwor . SND
servicg is transmitted to one or both R-ports thr

6.5.1.8

Each PLE on the link is designated by/a DL-add range of individual DL-addregses is
limited, from 0 to a maximum of 2 the DL-address assignmeni (see
8.4.3.8.2).

The DL-address OxFFFF\ eS§sage. This DL-address is either confjgured
by the applicationfro is set on the devjce (for example, using address switches).

Field r\&(m\ Positi Value/Description
Destination DW \b1> b0 OxFFFF: broadcast address

OxFFFE: network control address (C_NCM_ADDR)
OxFFFD — OxFFDE: user-defined multicast address
OxFFDD: invalid address

0x0100 — OxFFDC: reserved

0x0000 — Ox00FF: regular RAPIEnet address

6.5.1.3.1 Broadcast address

If the destination DL-address is OxFFFF, the destination MAC address field contains the
ISO/IEC 8802-3 broadcast MAC address (see 8.4.3.3.2.1).

6.5.1.3.2 Network control address

If the destination DL-address is C_NCM_ADDR, the destination MAC address field contains
C_NCM_MAC_ADDR. (see 8.4.3.3.2.2) However, NCM_LINK_ACTV and NCM_ADV_THIS
messages are transmitted using C_ NCM_ADDR as destination address (see 8.4.3.3.2.2).

NOTE C_NCM_ADDR cannot be accessed by the DLS-user.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

-40 - PAS 62573 © IEC:2008(E)

6.5.1.3.3 User-defined multicast address

A user-defined multicast address may be used to indicate multiple recipients. This PAS does
not restrict the use of the user-defined multicast address and it is not a mandatory feature in
RAPIEnet (see 8.4.3.3.2.3).

6.5.2 Detailed description of the data service
6.5.2.1 General

DL-DATA request and DL-DATA indication correspond to the MA-DATA request and MA-
DATA indication defined by ISO/IEC8802-3, respectively.

DL-DATA service provides 1:1 or 1:N data transmission in a RAPIEn a0t {DATA
service is used by the DLS-user to send a DLSDU to a single peer<end ¢ iceNor multiple
peer-gnd devices. The DL-DATA service is processed by the prio ionyingj in the
DL-DATA request primitive. Figure 16 shows the DL-DATA service pxocedue-

RAPIEnet RAPIEnet
End Device 1 End Device 2

DLS User

DL-Layer

MAC

S zle

i

Sl

.

g

m— .2

T R%
(&7

6.5.2.2

The dpta service primitives and their associated parameters are summarized in Table|2 and
the pr|mitive sequence is shown in Figure 13.

Table 2 — Primitives and parameters used in DL-DATA service

Function Location Primitive Direction Parameters
Send data Sender DL-DATA request To DLE DST_addr
Priority
DSAP
SSAP

Group mask
Group mask length
DLSDU

DLSDU length



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

PAS 62573 © IEC:2008(E) -41 -
Function Location Primitive Direction Parameters

Send data confirmation Sender DL-DATA confirm From DLE Status

to calling DLS-user

Receive data Receiver(s) DL-DATA indication From DLE DST_addr
SRC_addr
SSAP
DLSDU
DLSDU length

6.5.2.8 Transmit/receive data

6.5.2.8.1 Function

DL-DATA service primitives allow the DLS-user to transfer me
DLS-yser or multiple peer DLS-users at remote devices.

6.5.2.8.2

Table|3 indicates the parameters of DL-DATA servicg.

Table 3 — DL-D

Types of primitives and the parameters

8 sSingle peer

@G\%s and @a ers

PN

DL-DATA Njeét\/(ndication Confirm
Parameter ( (\ Input > Output Output
DST_addr N\ /\\ \ M M(=) -
SRC_addr N F/ M -
Priority l M M(=) -
psap N 2 ¢ N - -
SSAP N\ N u (=) -
Group m%g(\ > U - -
Groums length U - -
DLSRU S\ ) M M(=) -
DLSRMenath  \ M M(=) -
statug 2\ - - M

6.5.2.8.2.1

DST_addr

This parameter indicates the destination DL-address of the DLE(s) for which the DLPDU is
intended. It may be an individual or multicast (including broadcast) DL-address. It should be

noted that this is the DL-address, not the MAC address (see Table 1).

6.5.2.3.2.2 SRC_addr

This parameter indicates the source DL-address of an individual DLE, which sends the

DLPDU.

6.5.2.3.2.3

Destination service access point (DSAP)

This parameter indicates the destination service access point of the DLE for which the DLPDU
is intended. The DSAP address is not reserved for any particular application.
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6.5.2.3.2.4 Priority

This parameter indicates the message priority of the DL-DATA service request and the priority
of the frame in the RT-queue. A DLS-user can indicate the message priority of a DL-DATA
service request according to the application.

6.5.2.3.2.5 Source service access point (SSAP)

This parameter indicates the source service access point of the DLE from which the DLPDU is
being sent. The source SAP address is not reserved for any particular application.

6.5.2.3.2.6  Data link-service data unit (DLSDU)

This garameter specifies the information that is transferred from local DLS o-thée remote
DLS-yser.

6.5.2.8.2.7 DLSDU length

This parameter indicates the length of DLSDU in bytes.

6.5.2.3.2.8 Status

This p service was provided
succe arameter can be one pf

a) “s

b) *“f3

c) “fg

d) “f3

6.5.3

6.5.3

This , transmission between single DLSAIPs or
unack om a single DLSAP to a group of DLSAPs gn the
exten R and DL-SPDATA indication correspond to the MA{DATA
request and MA<DA ing ion defined by ISO/IEC 8802-3, respectively. The DL-SHDATA
service allo DL ransfer non-RAPIEnet message data to a single-peen DLS-
user N U eer-DLS-usérs at remote devices. The DL-SPDATA service is progessed
throug . A)DLSDU from a DLS-user is not modified and is transmitted tp both
R-port i

6.5.3.2 Sequence of primitive

The sporadic message data service primitives and the parameters are summarized in Table 4
and the primitive sequence is shown in Figure 14.

Table 4 — Primitives and parameters used in DL-SPDATA service

Function Location Primitive Direction Parameters
Send Sporadic Data Sender DL-SPDATA request To DLE DLSDU
DLSDU length
Confirmation to calling Sender DL-SPDATA confirm From DLE Status
DLS-user
Receive Sporadic Data Receiver(s) !DL-‘SPPATA From DLE DLSDU
indication DLSDU length
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6.5.3.3 Transmit/receive sporadic data

6.5.3.3.1 Function

— 43 —

DL-SPDATA service primitives allow the DLS-user to transfer message data to a single-peer
DLS-user or multiple-peer DLS-users at remote nodes through the two R-ports.

6.5.3.3.2

Type of primitives and the parameters

Table 5 indicates the parameters of sporadic data service.

Table 5 — DL-SPDATA primiti | I

DL-SPDATA Request Indicati% Confitm
N
Parameter Input Outpty/\ O\{pﬁt\
DLSDU M M) N\ ¢
DLSDU | = \
ength M ﬂ@( ) . >
Status - ( \ \ Ib}\
0
6.5.3.8.2.1

This parameter indicates the DLSDU §

6.5.3.8.2.2

This parameter indicates the

6.5.3.8.2.3 Status
This parameter S
provided succes

one of

a) “sliccess —s
b) “fgi
c) “fqi

6.5.4
6.5.4.1

e was
an be

The ngtwork control message service is used by the DLM to share network-related information

with the other devices in a RAPIEnet network segment. The network conirol message service
is a local device information transfer service initiated by the DLM.

6.5.4.2 Sequence of primitives

The network control message data service primitives and the parameters are summarized in
Table 6, and the primitive sequence is shown in Figure 15.

Table 6 — Primitives and parameters used on DL-NCM_SND service

Function Location Primitive Direction Parameters
Send Network Control DLM DL-NCM_SND request To DLPM DST_addr
M
essage NCMT

DLMDU
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DLMDU length
R-port

Confirmation to calling DLPM DL-NCM_SND confirm To DLM Status
DLM

Receive Network DLPM DL-NCM_SND To DLM DST_addr
Control Message indication
SRC_addr
NCMT
DLMDU

DLMDU length

R=port

6.5.4.8 Transmit/receive network control message
6.5.4.8.1 Function

DL-NCM_SND service primitives allow the DLS-user to tré
a single peer DLS-user or multiple peer DLS-users at re

pes to

6.5.4.8.2 Type of primitives and parameter

Table|7 indicates the parameters of thé n

Table 7 — DL-NC

N
DL-NGM_SND \ \\ \% est | Indication | Confirm
VRN

Parameter A Mut output output

DST_addr [ M M(=) ]

SR AN D z
S

NCMT /\ R M M(=) -
pLMDU N\ N M M(=) -
DLMWe\qth\ M M(=) -
TN e T

SRR - z
XN\ N

6.5.4.8.2.1 DST_addr

This parameterimdicatesthedestimatiomr Dt=addressof the DtE(s) for which—theBtPDU is
intended. When the network control message (NCM) type is NCM_LINK_ACTV or
NCM_ADV_THIS, the destination DL-address is set to C_NCM_ADDR (see 8.4.3.3.2.2). When
the network control message type is NCM_LINE_START or NCM_RING_START, the
destination DL-address is set to the broadcast address (see 8.4.3.3.2.1).

6.5.4.3.2.2 SRC_addr

This parameter indicates the source DL-address of an individual DLE from which the data link
management data unit (DLMDU) is being sent.

6.5.4.3.2.3 Network control message type (NCMT)

This parameter indicates the type of network control message. Table 8 describes the NCMT.
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Table 8 — Summary of Network Control Message Type

Network Control Message Type

Description

NCM_LINK_ACTV

This message type indicates that a new RAPIEnet link has been
established through an R-port. This network control message is
transmitted through the newly activated R-port

DLM detects the status of each R-port using the Ph-
LINK_STATUS_CHANGE and Ph-GET_LINK_STATUS services. When
an R-port’s status is changed from link inactive to link active, local
device information is transmitted through the newly activated R-port

NCM_ADV_THIS

NCM_ADV_THIS message is used to transmit the recipient’s local
device information when the recipient receives the NCM_LINK_ACTV

message I1rom the newly InKed device. This message 15 transhitted

through the R-port, which is used to receive fhe M_LINKHACTV
message

NCM|LINE_START

This message is used to broadcast that th been
automatically configured as a line network. ed by

the DLM whose state has changed to line
network is divided into two line re is
detected in a ring network, and th B line
network

NCM]|RING_START This message is used to br been
automatically configured as a n . ifiated
and transmitted throu has
changed to RNMP

NCM|ACK_RNMS This age is/o&ed hyth Rhg\iidewc to advise that the RNMp has
been<successfi IIy seI cted: NMS message is unicas{ from

the RN S tothe

6.5.4.8.2.4

This parameter indicates the

6.5.4.8.2.5

This parameter
network control

6.5.4.8.2.6

This parame

6.5.4.8.

DU in

This paramete the DLMS-user to determine whether the requested servicg was
provided successfully. If it failed, the reason is specified. The value of this parameter ¢an be

one of

a) “ok — success — network control message is successfully completed”;

b) “failure — invalid parameters in the request”.

6.6 Data link management services

6.6.1 General

This section describes the interface between a DLE and a data link management system user
(DLMS-user). The services of this interface are required for the protocol that implements the

DLS specified in 7.5
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6.6.2 Data link management service (DLMS) facilities

The DLMS provides the facilities for the initialization, configuration, event and error handling
between the DLMS-user and the logical functions in the DLE. The following functions are
provided to the DLMS-user.

a) Reset the local DLE.

b) Request for and modification of the actual operating parameters and of the counters of the
local DLE.

c) Notification of unexpected events, errors, and status changes, both local and remote.
d) Request for identification of the local DLE, and its DLSAP configuration.

6.6.3 Data link management service (DLMS)
6.6.3.1 Overview
The DLMS provides the following services to the DLMS-user.

Réset
Sat-value

)
)
c) Gegt-value
d) SAP-allocation
e) SAP-deallocation
f) GIt—SAP—information

g) Get-diagnostic-information
h) Eyent
i) Get-path

The sprvices Reset,
information, Eve

allocation, SAP-deallocation, Get-diagnostic-
ed mandatory. The others are optional.

6.6.3.2

The DLMS-user iceto€ause the DLM to reset the DLE. Reset is equivalent to
powerlon. The eives a confirmation of the reset.

6.6.3.8

The DILMS-usE his service to assign new values to the DLE variables. The DLM$-user
receivies a_confirmatioh of whether or not the specified variables have been set to the new

values.

6.6.3.4 Get-value

This service enables the DLM to read DLE variables. The response includes the actual value
of the specified variables.

6.6.3.5 SAP-allocation

The SAP-allocation service is used by the DLMS-user to obtain a SAP assignment from the
DLM. To receive a service request from the peer device and deliver the received DLSDU to
the corresponding DLS-user, the destination DLS-user should obtain a SAP assignment
before the service transaction. However, the SSAP does not have to be assigned beforehand
because the default SSAP value of 0 is used for normal DL services. An SSAP might be
assigned for special application functions.
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6.6.3.6
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SAP-deallocation

The SAP-deallocation service is used by the DLMS-user to release and return the allocated

SAP to DLM. The deallocated SAP can be used again using the SAP-allocation service.

6.6.3.7

Get-SAP information

The Get-SAP information service is used by the DLMS-user to obtain information from the
DLM about the allocated SAP.

6.6.3.8

Get-diagnostic-information

The QJet-diagnostic information service is used by the DLMS-user to obtai
information about the local device, remote devices, and the network.

6.6.3.9

DLM employs this service to inform the DLMS-user about certai

6.6.3.10

The Qet-path service is used by the DLS-user to
determine which is the preferred R-port.

6.6.4

The DLMS and their primitives are sum

Event

Get-path

Overview of interactions

rent diadnostic

DLL.

tion from the DLM to

Service

Parameter

Reset -ﬁ{SE}\Re}%st\ <none>
Q DLM@ES*T\CNm Status
Set-vglue LMeSET™ Mequest Variable name
\K Desired value
BJ\M-égT_VALUE confirm Status
Get-valug DLMET_VALUE request Variable name

/bLM-GET_VALUE confirm

Status

Current value

SAP-gllocation DLM-SAP_ALLOC request SAP
DLS-user ID
DLM-SAP_ALLOC confirm Status
SAP-deallocation DLM-SAP_DEALLOC request SAP
DLM-SAP_DEALLOC confirm Status
Get-SAP-information DLM-GET_SAP_INFO request SAP
DLM-GET_SAP_INFO confirm Status
DLS-user ID
Get-diagnostic-information DLM-GET_DIAG request Diag-type
DLM-GET_DIAG confirm Status,

Diagnostic information

Event

DLM-EVENT indication

DLM event ID
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Service Primitive Parameter
Get-path DLM-GET_PATH request DST_addr
DLM-GET_PATH confirm status
R-port

The sequences of the DLM primitives are shown in Figures 17 and 18.

dea

6.6.5
6.6.5.
6.6.5.1.

The O

Local : Remote
BtivtS=user DEvE }
|
|
DLM-xxx. request I
N I
I
|
|
_ DLM-xxx. confirm | I
N N I
I
Figure 17 — Sequence diagram of Reset, Se \P -
q ves
ge diagram of event service primitive
of service and interactions
LM4{Reset request primitive allows the DLM to reset the DLE. Reset is equivalent to
powerl en,vWhen the DLE receives a reset request from the DLM, the DLE sets its stdtus to
' = i -Reset

“offline

confirmation primitive with the success or failure status of the result.

6.6.5.1.2

Types of primitives and the parameters

6.6.5.1.2.1

Table 10 indicates the primitives and parameters of the Reset service.
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Table 10 - DLM-RESET primitives and parameters

DLM-RESET Request Confirm

Parameter Input Output

Status - M

NOTE Establishing a method by which a confirmed primitive is correlated with its
corresponding preceding request primitive is a local responsibility.

6.6.5.1.2.2 Status

This J)arameter allows the DLMS-user to determine whether the reqgeste
provi
one of

a) “ok — successfully completed”;
b) “fgilure — terminated before completion”.
6.6.5.2 Set-value

6.6.5.2.1 Function

This gervice is used to assign new values to
receivies confirmation that the specified variab

6.6.5.2.2 Types of primitives and

6.6.5.2.2.1 General

servic
ed successfully. If it failed, the reason is specified. The value of thjs parameter ¢

ofNthe DLE. The DLM
e new values.

Table|11 indicates the primiti f\the Set-value service.
ble 11" - -SET "VALUYE primitives and parameters
(\\/\Q. R Request Confirm
Par eﬁ\r Input Output

Yamaig nae v :

A |
Q%Ns\ ) : z

N Establishing a method by which a confirmed primitive is correlated with its
corres ing preceding request primitive is a local responsibility.

P was
an be

B-user

6.6.5.2.2.2 Variable name

This parameter specifies the variable in the DLE whose value is to be set.

NOTE The selectable variables and their permitted values or value ranges are defined in Clause 8.

6.6.5.2.2.3 Desired value

This parameter specifies the desired value for the selected variable.
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6.6.5.2.2.4 Status

This parameter allows the DLMS-user to determine whether the requested service was
provided successfully. If it failed, the reason is specified. The value of this parameter can be
one of:

a) “ok —success — the variable could be updated”;

b) “failure — the variable does not exist or could not assume the new value”;

c) “failure — invalid parameters in the request”.

6.6.5.3 Get-value

6.6.5.8.1 Function

This gervice is used by the DLMS-user to read the value of a DLE v hse of

the DILMS returns the actual value of the specified variable.

6.6.5.8.2 Type of primitives and parameters of DLM-GE
6.6.5.3.2.1 General

Table|12 indicates the primitives and parameters of tiie Get-

Table 12 - DLM-GET_.VALU rignitiv s@d parameters

DLM-GET_VAL\UF\ \ West Confirm

Parameter ( Input Output
Variable name \ \\ M

Current value &\( \) \\/ - M
N

Status I K ~—/ - M
od
eques

NOTE blighing a/me Wa confirmed primitive is correlated with its
corresp y\p ceding\r t prinqitive is a local responsibility.

6.6.5.8.2.

This - The

select

6.6.5.8.2.

This parameter is present when the status parameter indicates that the requested servige was
performed successfully. This parameter specifies the current value of the selected variable.

NOTE The observable variables and their permitted value ranges are defined in Clause 8.
6.6.5.3.2.4 Status

This parameter allows the DLMS-user to determine whether or not the requested service was
provided successfully. If it failed, the reason is specified. The value of this parameter can be
one of:

a) “ok — success — the variable could be read”;

b) “failure — the variable does not exist or could not be read”;

c) “failure — invalid parameters in the request”.
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6.6.5.4 SAP-allocation
6.6.5.4.1 Function

SAP-allocation service is used by the DLMS-user to obtain a SAP assignment from the DLM.
The DLMS-user receives the DLM-SAP_ALLOC confirmation primitive indicating success or
failure.

When a frame is received, the DLE examines the destination SAP address field in the frame
and delivers the received frame to the corresponding DLS-user.

NOTE The allocation of SSAP is not restricted in this PAS. The default SSAP value of 0 is used for normal DL
servicep. However, SSAP may be assigned a specific value for special application function

NOTE |The method to allocate a SAP address is not restricted in this PAS so that a § obtainl a SAP
assignment from the DLM without restriction. Therefore, network users need to check\ indis hddress
is not duplicated with SAP addresses already allocated.

6.6.5.4.2 Types of primitives and the parameters
6.6.5.4.2.1 General

Table|13 indicates the primitives and parameters of t

Table 13 - DLM-SAP_ALLO/C\Q‘)?'X iti

DLM-SAP_ALISO{ \ \ wa\u/ea Confirm

Parameter \qut Output
eSS\ :
pLs-user D ¢ N\ /7 N\ ) | Oim :
N
Status [\ (\ \) - M
y

NO Establishing etho b@a confirmed primitive is correlated with its
correspondig precéding request priwmitive is a local responsibility.

6.6.5.4.2.2

This pa
assignmer

s, the” SAP for which the DLMS-user is attempting to obtgin an

NOTE | The methodtq allgcate an SSAP is not restricted in this PAS.

6.6.5.4.2:3 DLMS-user ID

This parameter indicates the numeric identification of the DLMS-user. This identification is
unique to a local RAPIEnet device.

6.6.5.4.2.4 Status

This parameter allows the DLMS-user to determine whether or not the requested service was
provided successfully. If it failed, the reason is specified. The value of this parameter can be
one of:

a) “ok —success — SAP successfully allocated to DLS-user”;

b) “failure — indicated that the designated SAP is already used”;

c) “failure — invalid parameters in the request”.
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6.6.5.5 SAP-deallocation
6.6.5.5.1 Function

The SAP-deallocation service is used by the DLMS-user to release and return an allocated
SAP to the DLM. The DLMS-user receives the DLM-SAP_DEALLOC confirmation primitive
indicating success or failure. The deallocated SAP can be reassigned to the DLS-user using
the SAP-allocation service.

6.6.5.5.2 Types of primitives and the parameter
6.6.5.5.2.1 General

Table|14 indicates the primitives and parameters of the SAP-deallocation servi

Table 14 — DLM-SAP_DEALLOC primitives and p{f\x

DLM-SAP_DEALLOC Requf/t\ W\?
Parameter Inp?t/\\ O\put

SAP /M-\ N \\/

Status M
NOTE Establishing a method WhICh onfi s related with its
corresponding preceding req imi cal esp

6.6.5.9.2.2 SAP

This garameter indicates
allocation to the DLM.

NOTE | The deaIIo

6.6.5.9.2.3 Stat:

This garameter aNows the to determine whether or not the requested servige was
provided suce g , the reason is specified. The value of this parameter ¢an be
one of:

a) “ok —su he_vartable could be read”;

b) “fgilure — indi SAP is not allocated to any DLS-user”;

c) “fgilure sinvalid parameters in the request”.

6.6.5.6 - Get-SAP-.information
6.6.5.6.1 Function
GET-SAP-information is used by the DLMS-user to obtain SAP information from the DLM. The

DLMS-user receives the DLM-GET_SAP_INFO confirmation primitive with the allocated DLS-
user ID and SAP status.

6.6.5.6.2 Types of primitives and the parameters
6.6.5.6.2.1 General

Table 15 indicates the primitives and parameters of the Get-SAP-information service.
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Table 15 - DLM-GET_SAP_INFO primitives and parameters

DLM-GET_SAP_INFO Request Confirm
Parameter Input Output
SAP M -
DLS-user ID -
Status -
NOTE Establishing a method by which a confirmed primitive is correlated
with its corresponding preceding request primitive is a local responsibility.

6.6.5.5.2.2

This

information from the DLM.

NOTE

6.6.5.6.2.3

This

allocated.

6.6.5.6.2.4

This garameter allows the

one of:

a) “o
“fg
“fa

6.6.5.7
6.6.5.7.

The Get-tha

information, i
information;zand

y.2

6.6.5.

The method of obtaining information about an SSAP is not

arameter indicates the numericAjdentifi

— success A the
ilure — ind S

SAP

pbtain

DLS-user ID

ser to which the AP is

Status

e was
an be

ation service is used by the DLMS-user to obtain diagnostic
0\ local device information, remote device information, network [status
e path table.

Types of primitives and the parameters

6.6.5.7.2.1

General

Table 16 indicates the primitives and parameters of the Get-diagnostic-information service.

Table 16 — DLM-GET_DIAG primitives and parameters

DLM-GET_DIAG Request Confirm
Parameter name Input Output
Diag-type M -
Local device Information - C
Network information - C
Path table information - C
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DLM-GET_DIAG Request Confirm

DL-address C -

Status - M

NOTE Establishing a method by which a confirmed primitive is correlated
with its corresponding preceding request primitive is a local responsibility.

6.6.5.7.2.2 Diag-type

This
parameter has one of three values:
table Information (see 8.6.3.2).

local device information, network

6.6.5.7.2.3 Local device information

If the
the DI

6.6.5.7.2.4

If the
the DI

6.6.5.7.2.5

. This
r path

hed to

hed to

If the |Diag-type is specified as path i ath table information is returped to

DLMStruser using DLM-G
6.6.5.7.2.6 DL-addre
This parameter@s
paranjeter indicates’t

6.6.5.7.2.

This p

a) “ok — sucgess — the diagnostic information could be read”;

b) “fgilure s invalidparameters in the request”.

. This

ige was

an be

6.6.5.8 Event

6.6.5.8.1 Function

This service is used to notify the DLMS-user that certain events or errors have occurred in the

DLL.

6.6.5.8.2 Types of primitives and the parameters
6.6.5.8.2.1 General

Table 17 indicates the primitives and parameters of the event service.
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Table 17 — DLM-EVENT primitives and parameters

DLM-EVENT Indication

Parameter

Output

DLM event ID

M

6.6.5.8.2.2 DLM event ID

This parameter specifies the primitive or composite event in the DLE the occurrence of which

is beihg announced. The possible values are defined in the correspongdi subclauges of
Clauseg 8.
Table |18 indicates the DLM event identifier.
Table 18 — DLM event identifie
DLM-event-identifier \ b‘es\\r\nm
EVEN[T_NET_TPG_CHG This event i ntlfler dic es\\that hMetwork topology has
changed
EVEN[T_DEV_STATE_CHG Th| |fer dicates that the local device’d DLM
state nge
EVEN[T_THIS_ADDR_COLLISION vent |dent| er |nd| ates that the local device’s DL-
ad is dO ||cate er device on the network
EVEN[T_THIS_ADDR_COLLISION_CLEAR ThIS nt\identifier indicates that the local device’s DL-
ssc lisign has been cleared
EVEN[T_NET_ADDR_COLLISKON Thl eyent identifier indicates that there exist at leagt two
evices o e network that have the same DL-address
EVEN[T_NET_ADDR_ COL EAR is event identifier indicates that the remote device|s DL-
address collision has been cleared
EVEN[T_IN_DEVIC ﬁﬁs event identifier indicates that a new device has [joined
{\ the network
EVEN[T_OUT DEVIZE \\_) This event identifier indicates that a device has Idt the
network
6.6.5.
6.6.5.9.
The Qef«path service is used by the DLMS-user to obtain the path table entry and preferred
R-port+ i i i i to the
destination device.
6.6.5.9.2 Types of primitives and the parameters

6.6.5.9.2.1 General

Table 19 indicates the primitives and parameters of the Get-path information service.
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Table 19 — DLM-GET_PATH primitives and parameters

DLM-GET_PATH Request Confirm

Parameter Input Output
DST_addr M -

R-port - M

MAC address - M

Status - M

NOTE Establishing a method by which a confirmed primitive is correlat ith
its corresponding preceding request primitive is a local responsibility.

N

6.6.5.9.2.2 DST_addr

This garameter indicates the destination DL-address of the e DEPDU i to be
delivered.

6.6.5.9.2.3 R-port

This garameter indicates the preferred sed to

send the DLPDU.

6.6.5.

6.6.5.

D.2.4

D.2.5

MAC address

This )arameterws B was
provided successfulylf an be
one of:

a) “o mation could be read”;

b) “fgilure invalid pa the request”;

c) “fgil D\_-agdress wollision for the designated node”;
d) “fgilure ted\node is not found in the path table”.
6.7 |MAC-<contro

6.7.1 General

This subclause describes the interface between a DLE and a MAC control service (MACS)
user (MACS-user). The services of this interface are needed for the DLM state machine
specified in 8.6.3.3.

6.7.2 MAC control service
6.7.2.1 Overview
MAC control functions are provided by the following services:

a) MAC-reset;
b) MAC-forward-control.

The MAC-reset and MAC-forward-control services are considered mandatory.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

PAS 62573 © IEC:2008(E) - 57 -

6.7.2.2 MAC-reset

The MACS-user uses this service to reset the MAC. Reset is equivalent to power on. The
MACS-user receives a confirmation that this has taken place.

6.7.2.3 MAC-forward-control
Every RAPIEnet device has dual MAC Ethernet ports. The MAC-forward-control service is

used by a MACS-user to control the frame relay function between two R-ports. The MACS-
user receives a confirmation that this has taken place.

6.7.3 —Overview of interactions

The MAC control services and their primitives are summarized in Table
Table 20 — Summary of MAC control primitives and'p etars
Service Primitive \ }’@ra ete§
MA[-Reset MAC-RESET request /\ Non&\ \
MAC-RESET confirm s}&s\\/
MA[-forward-control MAC-FW_CTRL request R-p\os\)
(\ Mard enable
K \J Mus
The s in Figure 19.
: Remote
|
|
I
I
I
|
|
|
 MAC-xxx. confirm |
< <« |
|
Figu = i = = = i imitive

6.7.4 Detailed specification of service and interactions
6.7.4.1 MAC-reset
6.7.4.1.1 Function

The MAC-Reset request primitive is used to reset the MAC. The MACS-user receives the
MAC-Reset confirmation primitive with the success or failure of the result.

6.7.4.1.2 Types of primitives and the parameters
6.7.4.1.2.1 General

Table 21 indicates the primitives and parameters of the MAC-Reset service.
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Table 21 — MAC-RESET primitives and parameters

MAC-RESET Request Confirm

Parameter Input Output

Status M

NOTE Establishing a method by which a confirmed primitive is correlated with its
corresponding preceding request primitive is a local responsibility.

PAS 62573 © IEC:2008(E)

6.7.4.1.2.2

n two

AC-forward-control service allo

Status

MAC-forward-control

Function

user rol the frame relay fu

RAPIEnet R-ports.

e MAC-forward-control service.

primitives and parameters

<

Request Confirm
Input Output
M -
orwq\&at}}ﬁ M -
Ws\\) : Y
Establishing a method by which a confirmed primitive is correlated with
|ts corresponding preceding request primitive is a local responsibility.

ide was

an be

nction

6.7.4.2.2.1

R-port

This parameter indicates the R-port whose frame relay function is to be controlled. When this
parameter is indicated as R-port1, the frame relay function from R-port1 to R-port2 is to be
controlled. On the other hand, when this parameter is indicated as R-port2, the frame relay
function from R-port2 to R-port1 is to be controlled.

6.7.4.2.2.2

Forward enable

This parameter allows the MACS-user to enable or disable the frame relay function of the
designated R-port.
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6.7.4.2.2.3 Status

This parameter allows the MACS-user to determine whether or not the requested service was
provided successfully. If it failed, the reason is specified. The value of this parameter can be
one of:

a) “ok — successfully controlled”;

b) “failure — invalid parameters in the request”.

6.8
6.8.1

This {
user).
8.6.3.

s)

6.8.2
6.8.2.
Ph-co

a) PH
b) PH
c) PH

The

mandatory.

6.8.2.

The P
userr

6.8.2.

active

6.8.2.

The H
inform

Ph-control service

General

ubclause describes the interface between the PhE and Ph-contro
The services of this interface are required for the DLM state/n

Ph-control service
| Overview
htrol provides the following services to the PhS-u

-reset;
-get-link-status;
-link-status-change.

services Ph-reset, Ph-get-link 2 link-status-change are cons

p Ph-reset

hS-user uses this
bceives a

Ph-link-statiss-change service is used to notify the PhS-user of link status c
atioh.,This sefvice is initiated by the hardware-triggered signal event in the ph

layer.

(PhS-

pecified in

dered

PhS-

, “link

hange
ysical

6.8.3

The P

Overview of interactions

h-control services and their primitives are summarized in Table 23.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 60 - PAS 62573 © IEC:2008(E)

Table 23 — Summary of Ph-control primitives and parameters

Service Primitive Parameter
Ph-reset Ph-RESET request <none>
Ph-RESET confirm Status
Ph-get-link-status Ph-GET_LINK_STATUS request R-port
Ph-GET_LINK_STATUS confirm R-port
link status
Status
Ph-link-status-change Ph-LINK_STATUS_CHANGE indication R-port /\

The s¢quences of the Ph-control primitives are shown in Figure

Local |

PhS-user PhE

Ph-xxx. request

q I

. Jh-xxx. confirm \| %
Y '

Figure 20 - :@

PhS-user PhE

et and Ph-get-link-status service primitijve

Remote

Local

indication
<l
«

I
I
I
I
I
-LINK_STATUS_CHANGE. |
I
I
f
|

Figure 21 — Sequence diagram of Ph-link-status-change service primitive

6.8.4 Detailed specification of service and interactions
6.8.4.1 Ph-reset
6.8.4.1.1 Function

The Ph-reset request primitive is used to reset the PhE. The PhS-user receives the Ph-reset
confirmation primitive with an indication of success or failure.
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6.8.4.1.2 Types of primitives and the parameters

6.8.4.1.2.1 General

Table 24 indicates the primitives and parameters of the Ph-reset service.

Table 24 — Ph-RESET primitives and parameters

Ph-RESET Request Confirm

Parameter Input Output

Status - M

NOTE Establishing a method by which a confirmed primitive is correla with its
corresponding preceding request primitive is a local responsibility. (‘\

6.8.4.1.2.2 Status

This garameter allows the PhS-user to determine whethe
provided successfully. If it failed, the reason is speci
one of:

a) “ok — successfully completed”;
b) “fgilure — terminated before comple

6.8.4.2 Ph-get-link-status

6.8.4.2.1 Function

physigal layer.

6.8.42.2 Typ
6.8.4.2.2.

Table

h-GET_LINK_STATUS primitives and parameters

ice was

an be

m the

>Ph-GET_LINK_STATUS Request Confirm
Parameter Input Output
R-port M -
link status - M
Status - M
NOTE The method by which a confirmation primitive is correlated with its corre-
sponding preceding request primitive is a local matter.

6.8.4.2.2.2 R-port

This parameter indicates the designated R-port to read the link status information.
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6.8.4.2.2.3 Link status

This parameter indicates the returned link status information. The returned link status value is
one of:

a) “Link Active — the link is activate and the transmission path between two adjacent nodes is
available”;

b) “Link Inactive — the link is inactivate and the transmission path between two adjacent
nodes is not available”.

6.8.4.2.2.4 Status

ted seryvice was
ameter-g¢an be

This ﬂarameter allows the PhS-user to determine whether or not the req
provided successfully. If it failed, the reason is specified. The value of t
one of:

a) “ok — success — the R-port link status could be read”;
b) “fgilure — invalid parameters in the request”.

6.8.4.8 Ph-link-status-change

6.8.4.8.1 Function

The Rh-link-status-change service is used to motify user~of link status change
informlation. This service is initiated by t Lf signal event.

6.8.4.8.2 Types of primitives and the patam
6.8.4.8.2.1 General

Table |26 indicates the prifqiti z of the Ph-link-status-change service.

<> \/T-WESQT\%_\C/I-!ANGE Indication
/Ré‘éme\"% \/A\ Output

ot M

6.8.4.8.2.

This parameterindicates the R-port whose link status is changed.

7 Data’link layer protocol specification

7.1 Introduction

This clause describes the RAPIEnet data link protocol. This section of the data link protocol
PAS is one of the Real-time Ethernet (RTE) specifications to facilitate the interconnection of
automation system components. RAPIEnet data link services provide reliable and transparent
data communication between RAPIEnet data link users through the logical interface between
the ISO/IEC 8802-3 physical layer and the data link layer (DLL).

This clause of the data link protocol specifies the detailed descriptions of data link services
specified in Clause 7. This clause defines the data link protocol functions and the
characteristics for the interactions between the peer devices.
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7.2 Scope
7.21 General

The DLL provides basic time-critical data communications between devices in an automated
environment. RAPIEnet provides priority-based cyclic and acyclic data communication using
an internal collision-free, full-duplex dual-port Ethernet switch technology. For wide
application in various automation applications, RAPIEnet does not restrict the cyclic/acyclic
scheduling policy in the DLL.

7.2.2 Specifications

This HAS describes

a) prpcedures for the timely transfer of data and control information ' ita link user
entity to a peer user entity and among the data link entities forming ( i data
link service provider;

b) prpcedures for giving communication opportunities based MAC,
with provisions for nodes to be added or removed during

c) stfucture of the fieldbus data link protocol data units™DLP S s$fer of
ddta and control information by the protocol of jon as
physical interface data units.

7.2.3 Procedures

The pfocedures are defined in terms o

a) inferactions between peer data link entiti through the exchange of figldbus
DUPDUs;

b) inferactions between<a da i i same
sygtem through the.exc imiti

c) inferactions betwegen ¢ same
sygtem thro@e e

7.24 Applicabilit

These that

suppo Idbus

refere s > in an open syistems

interc ioh eRryi ent. Profiles provide a simple multi-attribute means of summarizing

an im Li inistic

communicatiops<ieeds.

7.2.5 Conformance

This these

procedures. This PAS does not contain tests to demonstrate compliance with such
requirements.

7.3 Overview of the data link protocol
7.3.1 General

RAPIEnet extends Ethernet according to the ISO/IEC 8802-3 specification with mechanisms
to transfer data with predictable timing demands typical of high-performance automation. It
does not change the basic principles of the Ethernet PAS ISO/IEC 8802-3 but extends it
toward RTE. Thus, it is possible to continue to use standard Ethernet hardware, infrastructure
components, or test and measurement equipment, such as network analysers.
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7.3.2 Overview of medium access control

A RAPIEnet device requires an integrated switch with two ports (ring ports) connected to the
ring. A RAPIEnet network system is constructed with full-duplex, collision-free Ethernet
switching devices as a ring or a line network. RAPIEnet guarantees collision-free data
transmission between two devices linked by a full-duplex Ethernet connection. Thus, the
RAPIEnet data link layer provides reliable, transparent and collision-free data transmission
among DLS-users.

A RAPIEnet connection provides collision-free, full-duplex data communication between two
devices. Therefore, a RAPIEnet device can transmit a frame at any time without restriction of
media_access rights. RAPIEnet data link layer does not restrict the scheduling method to use
for dqta link resources, but each device can be individually scheduled by the application
program so that RAPIEnet can be applied flexibly in various applications

A RAFH s|.
a) A itte eighbpuring
de

b) A & ¢ ation device by

When
proce
affect

agrwarding procedure is
ing time, and it dogs not

7.3.3

This gubclause describes the assumed ice (PhS) and the constraintg used
by the¢ DLE. The physicalnservice_is \ass ide the following service primitives
specif

The a equest and MA-DATA.indication.

The tg ghown in Figure 22.

, MAC DLE
iPhPDU

MA-DATA.ind

§~~~\‘~ L ———

B el s

Figure 22 — Interaction of PhS primitives with DLE

The MA-DATA request primitive defines the transfer of data from a MAC client entity to a
single peer entity or multiple peer entities in the case of group addresses.

The MA-DATA indication primitive defines the transfer of data from the MAC sublayer entity
(through the optional MAC control sublayer, if implemented) to the MAC client entity or
entities in the case of group addresses.

7.3.4 DLL architecture

The RAPIEnet DLL provides reliable and efficient higher-level data transfer service using a
full-duplex ring or line topology without any specific access control scheme. The RAPIEnet
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DLL is modeled as a combination of control components of the data link protocol machine
(DLPM) and the DLL management interface.

The DLPM transmits the data link service data unit (DLSDU) generated by the local DLS-user
to the appropriate R-port according to the data link service policy. The DLPM also examines
the received frame and delivers the received DLPDU to the appropriate DLS-user.

The DLL management interface provides DLL management functions to maintain the network
management information base (NMIB). The NMIB includes local device information, network
information and the path table. The DLL is comprised of the components listed in Table 27.

Table 27 — DLL components

Components Description /
DL-prptocol machine Transmits the DLSDU received from local DLS- sg?\t gh’the regl-time
queue (RT-queue) or non-real-time queue -quede) N EXamines the
(DLPN) received frame and delivers the DLPDU to the dppropriate DhS-User
DLL management interface Holds the station management variables tiyxat belong ta theXDLL; rk/manages
A synchronized changes of the link parameters
(DLM-interface) “
The internal arrangement of these components, and th re 23.

The a

'DL-Data
Transfer Sel

AP_DEALLOC.req/ .cnf
-GET_SAP_INFO.req / .cnf
DLM-SET_VALUE.req/ .cnf
DLM-GET_VALUE.req/ .cnf

DL-DATA.req/ .cnf / .in: DLM-GET_DIAG.req /.cnf

_ DL-SPDATA.req / .cnf DLM-RESET.req/ .cnf
DI—S user A DLM-EVENT. irre:g “
A
Dm(-:M\_SNthq / .c}/\i: d \4
DL-layer v\ \\/

[ 7 i
Mueb\N hR\g- Queue } DLM
\D@M \4
< > ‘ Environment variables

v interface

\ 4

A

MAC MAC

Broadcast | Multicast || Unicast ‘ Device information ‘

NMIB
» » » - -
—> Network information
» Path table

\ 4 \ 4 A 4 A

Dual MAC A

MACA1 MAC2

Ph-layer > > (—A—/

Ph- Data i v Dual PHY v PhL|nk Status Service |

Transfer Service | IPh-RESET.req / .cnf |
PHY1 PHY2 IPh-GET_LINK_STATUS.req / .cnf |

Ph-DATA.req /.ind

tBhﬁ-LINKfSTATU S_CHANGE.ind |

Figure 23 — Data link layer architecture
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7.3.4.1 DLL management (DLM) interface support function

DLM is one of the key RAPIEnet features that enables the Plug and Play (PnP), Network Auto
Configuration (NAC), and Extremely Fast Recovery (EFR) functions. DLM spontaneously
maintains and shares local device information and network-related information with every
device on the network.

a) RAPIEnet NMIB management

The DLM interface maintains the NMIB including the local device information that indicates
the physical and logical status of the device, the network information that indicates the
current network configuration status, and the path table that indicates the path information
to the other devices and their profiles

b) P|I|.Ig and Play (PnP)

When a device joins the existing network, it is automatically dg
without extra manual configuration of parameters so that the ney
difectly with the other devices on the network.

e teeland\eonfjgured
unicate

c) Ngtwork auto configuration (NAC)

RAPIEnet supports ring and line network topologies. |
ring-to-line or from line-to-ring topology, the change. is ~ay i i and
brpadcast to every device on the network, and the i ation and path table
er)Iries are automatically updated.

d) E

When the network is changed fr€
information are automatically update

remely fast recovery (EFR)

e) System diagnostic services
The DLM interface also

7.3.5 Data type

This qubclause descripes
section are onl >
implementation i e

descriped in 8.6.

n this
3. The

ype is

7.3.5.
Data

repres
value

7.3.5.

Data d
0,..., 2"". The data are represented as blt sequences of length n. The bit sequence

b=byq1~by
is assigned the value
UNSIGNEDN = b, 42" " +..+ 52" +5y2°

The bit sequence starts on the right with the least significant byte as shown in Table 28.
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Table 28 — UNSIGNEDnN data type

Octet number 1 2 3 4 5 6 7 8
UNSIGNED8 | b,..b,

UNSIGNED16 | b,..b, | bs..b,

UNSIGNED24 | b,.b, | bs..by | D,y.D

UNSIGNED32 | b,.b, |bs.by | D,.by | by.0y

UNS|GNED40 | b,.b, |b..b, |by.by |by by |by.by, (\
ONS[GNEDAE | by.by | By | by | by | by | b * &
UNS|GNED56 | b,..b, | bs.by | Dyy.byg | by.by | byy.bs, %@ %\.bém
UNS|GNEDSS | by.by | bsb, | byby | by.b 1%,&.1348 ber- b

7.3.5.3 Signed integer

Data ¢f basic data type INTEGERN ha ¢ e value range is from —p"t
2"". The data are represented as bit seqiences o ) ~Th€ bit sequence
b=by1~by
is ass|gned the value
INTEGEl@bn
INTEGERA =
The b|t sequence s 3 ght with the least significant byte as shown in Table 29.
Table 29 — INTEGERN data type
Octpt number | 1/ 2 3 4 5 6 7 g
INTHGERS b,.b,
INTEGER16 b,.b, bs.b,
INTEGER24 b,.b, bs..bg by;.by
INTEGER32 b,.b, bs..bg by.by | by.b,,
INTEGER40 b,.b, bs..bg by.by | by.b, | by.byy
INTEGER48 b,.b, bs..bg by.by | by.b,y | by.bsy, | by,.by,
INTEGERS6 b,.b, bs..bg by.by | by.byy | byg.by, | by by | Dby
INTEGERG4 b,.b, bs..bg by.by | by.byy | byg.by, | by.byy | bssibyy | by by
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7.3.5.4 Octet String

The data type OCTET_STRINGn is defined below. The n represents the byte length of the
octet string.

ARRAY[n] of UNSINGED8 OCTET_STRINGn

7.3.5.5 Visible String

The datatypeWSIBEE_STRINGT is—defimedbetow—The—admissibte—vatues—of data—f type
VISIBLE_CHAR are 0x00 and the range 0x20-0x7E. The data are interp ~bib|coded
charagters. The n indicates the byte length of the visible string.

UNSINGEDS8 VISIBLE_CHAR
ARRAJY[n] of VISIBLE_CHAR VISIBLE_STRINGn

Therel|is no 0x00 necessary to terminate the string.

7.3.5.6 Time of day

The (tlta type TIMEOFDAY is defin c ¥$ists of UNSIGNED16¢ date
counting and UNSIGNED32 millisecond\jelds,

TIMEQFDAY

UNSIGNED32 milliseconds A time 0000 in milliseconds.

UNSIGNED16 date co

7.3.6 Local

This RAS uses DLS-use grameters P(...) and local variables V(...) as a megans of
clarifyjng the & actions and the conditions under which those actions are| valid.
The speC|f|c S0 al timers T(...) as a means of monitoring the actions |of the
distribjuted -prQuider and”of ensuring a local DLE response to the absence of|those
actionps. S satior) uses local counters C(...) for performing rate measurgment
functipns. esocal queues Q(...) as a means of ordering certain activities, of

clarifyjng the.effects
activitjes dare“valid.

of certain actions, and of clarifying the conditions under which|those

Unless otherwise specified at the moment of their creation or ot DLE activation:

a) all variables shall be initialized to their default value, or to their minimum permitted value if
no default is specified;

b) all counters shall be initialized to zero;

c) all timers shall be initialized to inactive.

DLM may change the values of configuration variables.

Local parameters and variables include DLE configuration parameters, local device
information, and NMIB variables. The DLE operational condition is stored in DLE configuration
parameters and the DLE configuration parameters are configured locally or remotely
according to the application. Local data link information, such as DL-address and the status of
each R-port are stored in the local device information. NMIB includes network information and
the path table. Network topology and the network-related variables are stored in the network
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information, and the device profile and path information of the other devices on the network
are summarized in the path table.

7.3.6.1 DLE configuration parameters

These parameters are required to configure the local DLE operation, and they are managed
by DLM. Every device on the same network segment has the same DLE configuration
parameters. DLM-GET_VALUE service and DLM-SET_VALUE service are used to read or
write the DLE configuration parameters. Table 30 shows the list of DLE configuration
parameters.

T
/\
Parameter Data type Default value crlptlon
Max DL-address UNSIGNED16 255 Maxi L-a
DLPM scheduling policy UNSIGNEDS 0 i

7.3.6.1.1  P(MAX_ADDR): Maxim

the DLM. The range pf this
255. This variable also indicatgs the
B5 are

This Jariable holds the maximum devic
variablle is 1-255. The default value g
maxin g
reserved.

7.3.6.1.2 P(DLPMS$

ve the
PMSP.

This Jariable ho
concufrent DLS
DLPM

a) 0 ecéived frame is served first. In this case, the mgssage
pr red

b) 1: with high priority is served first. If many DLSDUs are sfacked
wi the frame received first is served first.

7.3.6.2 Queues to support data transfer

When a DLS-user generates a DLSDU to be transmitted by the DLPM, the DLSDU is
encapsulated by the DLPDU. The DLPDU is then stored in the RT-queue or the NRT-queue
according to its application and service type. Table 31 shows the queue list for RAPIEnet data
transfer.

Table 31 — Queues to support data transfer

Parameter Data type Default value Description
RT-queue - - Transmit queue to store the real-time data
NRT-queue - - Transmit queue to store the non-real-time
data



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

-70 - PAS 62573 © IEC:2008(E)

7.3.6.2.1  Q(RTQ): RT-queue

The RT-queue stores the real-time DLPDUs generated by a DLS-user to be transmitted by the
DLPM. The size of the RT-queue is not restricted in this PAS and it is considered a detail of
the local implementation. The RT-queue is scheduled by the DLPM.

7.3.6.2.2  Q(NRTQ): NRT-queue

The NRT-queue stores non-real-time DLPDUs generated by a DLS-user. The size of the NRT-
queue is not restricted in this PAS and it is considered a detail of the local implementation.
Messages in the RT-queue are transmitted first. Messages in the NRT-queue are transmitted
only when the RT-queue is empty.

7.3.6. Variables to support SAP management

Allocation and de-allocation of the data link service access point ( by the

DLM. [When a frame is received, the DLPM examines the destin ; » g9 point
(DSAPR) in the DLSDU. If the DSAP is already allocated to a ‘ s the
appropriate DLS-user ID equivalent for the received DSAP.ad qress, & DIPM delivers
the received DLSDU to the DLS-user. If the service acc WA d and
no appropriate DLS-user ID is found in the DLM, the i [ i by the
DLPM,. Therefore, to receive a DLSDU from a certai 5t first
obtain a SAP allocation using the DLM-SAP_ALLOC segrvjce. [ d to a
DLS-yser, it is used to send and receive data u to the
DLM. |[The deallocated SAP can be S nd its
appropriate DLS-user ID are stored togethe ) imum
numbe¢r of SAP management items is te the
SAP address is not restricted in this” PAS. ment

t SAP management

variablles. %
T bIWo sup
N N

Parameter kDa}a/Qp\e b\faul\t\galue Description

SAP & /D’NS(QNED&\ - Service access point
DL S-user ID /\K@I ED32 \/\ \/ Numeric identification of the DLS-user tha

owns the SAP allocation

7.3.6.8.

This v

7.3.6.8.2 (U V(DLS_USER_ID): DLS-user ID

This variable holdS the 4-byte numeric identification of the DLS-user who owns the SAP
allocation.

7.3.6.4 Variables to support local device information management

To maintain the network topology, every device manages a device database including the
local device information and the other device information. Table 33 shows the list of device
information management variables.

Table 33 — Variables to support device information management

Parameter Data type Default value Description
DL-address UNSIGNED16 INVALID_ADDR Local DL-address
Device flags UNSIGNEDG64 0 Local device flags
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Device state UNSIGNEDS8 0 DLM state

Device UID UNSIGNEDG64 INVALID_UID Local device unique ID

Device UID for R-port1 UNSIGNED64 INVALID_UID Device unique ID connected through R-
port1

Device UID for R-port2 UNSIGNED64 INVALID_UID Device unique ID connected through R-
port2

MAC address UNSIGNED48 0 Local device MAC address

Port information UNSIGNED16 0 Local device port information

Protocol version UNSIGNEDS8 0 Local device protocol version

Devige type UNSIGNED16 0 Local device typV\

Devige description VISIBLE_STRING[16] “r Device descg’l;{tﬂn Wg

Hop dount UNSIGNED16 0 Hop coth/\ \

7.3.6.4.1 V(DL_ADDR): DL-address

This jariable holds the DL-address that designates

single| device on a specific local link whose value is(consStraingd, to
addregs may be provided by hardware settings (

The D|L-address is defined as Table 34«

TableN34 -

with a
e DL-
tware.

Data type

Access type DI\M

Value/Description

UNSIGNED16:8

ReadWrite) N\

0-255: DL-address

UNSIGNED16:8

R (N

ead

256-65535: reserved

7.3.6.4.

This
addre
and th
EVEN
cleare

]

2
7

| DL-
DLM,
is set,

flag is

Table 35 — Device flags
Bata-type Access-type Dt Access-type BtS-user VatuefBescription

UNSIGNEDG64:1 Read/Write Read Local DL-address collision flag

0x00: Normal

0x01: Collision
UNSIGNEDG64:1 Read/Write Read DLM state change flag

0x00: Normal

0x01: changed
UNSIGNED64:62 Read/Write Read Reserved
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7.3.6.4.3  V(DLM_STATE): DLM state

This variable holds the DLM state. DLM state is defined as shown in Table 36.

Table 36 — DLM state

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDS8 Read/Write Read 0x00: INVALID_DLM_STATE
0x01: standalone state (SA)

0x02: line network manager state
(LNM)

7.3.6.4.4 V(DEV_UID): Device UID

This Variable holds the unique 8-byte~identificati hat itifie , a RAPIEnet device in a
network. It is a combination of the 6<pyt 253 MA ddress and the 2-byfe DL-
address. The device UID is defined as i

Table 37 -
Data type A&ess\k;kp@ DLM A‘c%egs WDLS-user Value/Description
UNS|GNED64:16 Sad/Write ead_ ) 0-255: DL-address
256-65535: Reserved
UNSIGNED64:48\/ /P\e%/wmé\ Réad ISO/IEC 8802-3 MAC addrdss

7.3.6.4.5 “RP1)x Device UID for R-port1

This Jarja - D of the device that is linked through the R-port1. The devige UID
for R-port 3 own in Table 38.

Tab 3 — Unique identification of device connected to R-port1
Data’type Access type DLM Access type DLS-user Value/Description
UNSIGNEDG64:16 Read/Write Read 0-255: DL-address
256-65535: Reserved
UNSIGNED64:48 Read/Write Read ISO/IEC 8802-3 MAC Address

7.3.6.4.6 V(DEV_UID_RP2): Device UID for R-port2

This variable holds the UID of the device that is linked through the R-port2. The Device UID
for R-port2 is defined as shown in Table 39.
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Table 39 — Unique identification of device connected to R-port2

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDG64:16 Read/Write Read 0-255: DL-address
256-65535: Reserved
UNSIGNED®64:48 Read/Write Read ISO/IEC 8802-3 MAC Address

7.3.6.4.7 V(MAC_ADDR): MAC address

This yariable holds 6-byte ISO/IEC 8802-3 Ethernet MAC address of I device.| As a
RAPIEnet device has two Ethernet MAC ports, both MAC addresses should be\identicdl. The
MAC address is defined as shown in Table 40.

Table 40 — MAC address

Dajta type Access type DLM Access type DLS-us;r\ \QathID}sgﬂ{)tion
UNSIGNED48 Read/Write Read \WW%MAC address

7.3.6.4.

This Vv
linked

uch elements as link |status,
shown in Table 41.
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Table 41 — Port information

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNED16:1 Read/Write Read Port1 link status

0x00:R-port1 link inactive
0x01:R-port1 link active
UNSIGNED16:1 Read/Write Read Port2 link status

0x00: R-port2 link inactive
0x01:R-port2 link active

UNSIGNED461 Raoad\A\Lrite. Raoad Portl lnked-devdee-tvbe.
- P

UNSIGNED16:1 | Read/Write Read
UNSIGNED16:1 Read/Write Read bort1
UNSIGNED16:1 | Read/Write A @n Fotwarding function from R
port2 to R-port1
: Forward disabled

~ 0x01: Forward enabled

UNSIGNED16:10 Read/Writ{\f Re\@\g ‘> Reserved
N

7.3.6.4.9 V(PROT ER):

This viariable ho@e

ata typcy\ A&c\es type\DLM Access type DLS-user Value/Description

UNSIGNERS: ReadX N\ Read 0x00: major version 1

0x01: major version 2

| device. It is defined as shown in Table 4)2.

— Protocol version

(w ]

0x02: major version 3

0x03: major version 4

UNSIGNEDS:3 Read Read 0x00: minor version 0

0x01: minor version 1
0x02: minor version 2
0x03: minor version 3
0x04: minor version 4
0x05: minor version 5
0x06: minor version 6
0x07: minor version 7

UNSIGNEDS:3 - - Reserved

7.3.6.4.10 V(DEV_TYPE): Device type

This variable holds the local device type that represents the general function of the device.
The value of this variable is defined as shown in Table 43.
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Table 43 — Device type

Data type Access type DLM Access type DLS-user Value/Description

UNSIGNED16:8 Read Read/Write 0-255: general device type

0: invalid device type

1: programmable logic controller (PLC)
: motion controller

: human-machine interface (HMI)

: industrial personal computer

S S I \V]

- inverter

6: simple I/O

7-255: reserve

v

e

UNSIGNED16:8 | Read Read/Write 0-255: app(\NeW%

7.3.6.4.11 V(DEV_DESC): Device description

This variable contains a description of the local device.
is 16 bytes. It is defined as shown in Table 44.

Table@ ice deseri

Data type Access type DLM /"kcces }e\DI:S\user Value/Description

VISIBLE_STRING[16] | - W rlte \) Any string defined by a DLS-uger
set using the set DLL configurgtion
N

service
7.3.6.4.12 V(

This Mariable hold

um length of this variable

ber of devices between two devices. When th¢ DLM

receivies NCM_ADV \TH A DLPDU, the DLM saves the received hop count| value
in thig variablexthen ikcee s the hop counts in the received frame by 1 and transmjts the
frame|through the n this way, each device builds its own path table with|a hop

count ffor ox{1 and>a hgp count for R-port2. This variable is defined as shown in Tablg 45.

Table 45 — Hop count

Data ‘type Access type DLM Access type DLS-user Value/Description
UNSIGNED16 Read/Write - 0—255: Hop count
256-65535: reserved

7.3.6.5 Variables and counter to support network information management

Network information is managed automatically by the DLM. Network information variables and
counters are summarized in Table 46.

Table 46 — Variables to support managing network information

Parameter Data type Default value Description

Topology UNSIGNEDS8 NET_TPG_SA Network topology

Collision count UNSIGNEDS8 0 DL-address collision counter between
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remote devices

Device count UNSIGNED16 1 Device counter for the network segment

Topology change count UNSIGNED16 0 Network topology change counter

Last topology change time TIMEOFDAY 0 Date and time when the network
topology last was changed.

RNMP device UID UNSIGNEDG64 INVALID_UID UID of the RNMP device

RNMS device UID UNSIGNED64 INVALID_UID UID of the RNMS device

LNM device UID for R-port1 | UNSIGNED64 INVALID_UID UID of the LNM device in R-port1
direction

LNM device gtDfor R-port2—TONSTGNEDS% INVASTD—O1D OtbofthetNMdevice i R=port2
direction

Network flags UNSIGNEDG64 0 Network even

Y
R

riable is defined as

7.3.6.5.1 V(TPG): Topology

This VJariable holds the type of network topology. The vakie ofthi
shown in Table 47.

Table 47 — To (\
D3ata type Access type DLM \ \Q}sgss t\(ee DL -user) Value/Description
UNSIGNEDS8 Read/Write NRea Network topology
0x01: standalone
% 0x02: line topology
A 0x03: ring topology
~—"
7.3.6. : Cullisian ceount
This collision count for remote devices. The value is
increnrn mote DL-address collision is detected and the v3lue is
decre cleared. This variable is defined as Table 48
Table 48 — Collision count
Data type cces$ type DLM Access type DLS-user Value/Description
UNSIGNEDS Read/Write Read 0-255: remote DL-address collision cdqunt
7.3.6.5.3 C(DEV_CNT): Device Count

This variable holds the total number of devices on the network to a maximum of 256. It is
defined as shown in Table 49.

Table 49 — Device count

Access type DLS-user Value/Description

Read

Access type DLM
Read/Write

Data type
UNSIGNED16

0: not used
1-256: device count

257-65535: reserved
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7.3.6.5.4 C(TPG_CHG_CNT): Topology change count

This variable holds the topology change count. The value is incremented by the DLM when
the network is changed from ring-to-line or from line-to-ring topology. It is defined as shown in
Table 50.

Table 50 — Topology change count

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNED16 Read/Write Read 0-65535: Topology change count

7.3.6.5.5 V(TPG_CHG_TIME): Last topology change time

This yariable holds the date and time when the network topolo . tis

defingd as shown in Table 51.

Table 51 — Last topology charxge ti \

Dafta type Access type DLM Access type DKS-user ) Value/Description
a

THe dateafid time when the nefwork
topotQgy was last changed

TIMEQFDAY Read/Write

7.3.6.9.6 V(UID_RNMP): RNMP device UID

This variable holds the ) G MP on the network. It is defirled as
showrn in Table 52.

N

Data type ess~type\RLM ccess type DLS-user Value/Description
Jecssstype B, | A
UNSIGNED64:16 S/Wn \> Read 0-255: DL-address
256-65535: Reserved
UNSIGNED6448 [ Read(Write\ > Read ISO/IEC 8802-3 MAC address
N\
7.3.6.5.7 D_RNMS): RNMS device UID

This variable holds the UID of the device selected as the RNMS on the network. It is deined
as shown’in Table 53

Table 53 — RNMS device UID

Data type Access type DLM Access type DLS-user Value/Description

UNSIGNED®64:16 Read/Write Read 0-255: DL-address
256-65535: Reserved

UNSIGNEDG64:48 Read/Write Read ISO/IEC 8802-3 MAC address
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7.3.6.5.8 V(UID_LNM_RP1): LNM device UID for R-port1
In a RAPIEnet line network, the two end devices are automatically selected as the LNMs. This

variable holds the UID of the device selected as the LNM in the R-port1 direction. It is defined
as shown in Table 54.

Table 54 — LNM device UID for R-port1

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDG64:16 Read/Write Read 0-255: DL-address
256-65535: Reserved
UNSIGNED64:48 Read/Write Read ISO/IEC 885}2?3%\@0 addfesp

7.3.6.9.9 V(UID_LNM_RP2): LNM device UID for R-port2

In a RAPIEnet line network, two end devices are automatical NMs. This
variable holds the UID of the device selected as the LNM i R-pe tion. It is defined
as shown in Table 55.

Table 55 — LNM device UID fof R-p

(\ A\
Dpta type Access type DLM ( ccés“ty;@ DL%—US&) ‘\/ Value/Description
UNSIGNED64:16 Read/Write ﬁea 0-255: DL-address
/ 256-65535: Reserved

UNSIGNEDG4:48 | Read/Write \| Réad o, NN ISO/IEC 8802-3 MAC addres

7.3.6.5.10 V(NET_
This viariable hol :

bit in
this variable is set, 4 S fy the
DLMéIuser of the i y, the
designated bit in this karia i

Table 56 — Network flags

Dpta ty}e\\ Ag(%ss/type DLM Access type DLS-user Value/Description
UNSIGNEDG4:9 \Qe}é/Write Read Network topology change status
0x00: Normal
0x01: Network topology has changed
UNSIGNEDG64:1 Read/Write Read Network DL-address collision status
0x00: Normal
0x01: Network DL-address collision
detected
UNSIGNEDG64:1 Read/Write Read In device status
0x00: Normal
0x01: New device has joined the
network
UNSIGNED64:1 Read/Write Read Out device status
0x00: Normal
0x01: Device has left the network
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Data type Access type DLM Access type DLS-user

Value/Description

UNSIGNEDG64:60 - - Reserved

The bit fields in the network flags are defined as follows.

a) _DEVICE network topology change status

This bit is set to TRUE by the DLM when it detects that the network topology has changed.
This bit is reset to FALSE when the DLMS-user has been notified using the

EVENT NET TPG CHG service

b) Nefwork DL-address collision status

Thiis bit is set to TRUE by the DLM when it detects a DL-address ¢6
Thiis bit is reset to FALSE when the DL-address collision is cleare

¢) In device status

nefwork. This bit is reset to FALSE when the DLM
EVENT_IN_DEVICE service.

d) Ouf device status

Thiis bit is set to TRUE by the DLM when it detects
bitf is reset to LM
EVENT_OUTservice.

7.3.6.6
The pjath table is managed by the DL

RAPIENnet devices on the/network.
Table|57.

TabIeSZ»gl iablessand ceunter

support managing path information

REe network.

Sifg the

s left the network. This

using the

0 of table items related to the| other
counters for a table item are defihed in

Parameter \/\l{ata\tﬂ);\ Default value Description

DL-adlress /\ UN§LQNB@6 > INVALID_ADDR DL-address

Hop cpunt for W\ U\Ns\iGh@w INVALID_HOP_CNT | Hop count in R-port1 direction

Hop cpunt forkportZ | Ns@w;zﬁs INVALID_HOP_CNT Hop count in R-port2 direction

Prefefqred R-po UNS|GNEDS8 INVALID_R_PORT R-port with the smaller hop count
value to the peer device.

Destirjation R-per UNSIGNEDS8 INVALID_R_PORT Selected R-port for sending a frame
to the destination DL-address.

Device state UNSIGNEDS8 0 Peer device’s DLM state

MAC address UNSIGNEDA48 0 Peer device’s ISO/IEC 8802-3 MAC
address

Port information UNSIGNED16 0 Peer device’s local R-port
information

Protocol version UNSIGNEDS8 0 Peer device’s protocol version

Device type UNSIGNED16 0 Peer device’s application device
type

Device description VISIBLE_STRING[16] | “~ Peer device’s description

Device UID UNSIGNED64 INVALID_UID Peer device’s device UID

Device UID for R-port1 UNSIGNED64 INVALID_UID Device UID of the device connected
through the peer device’s R-port1

Device UID for R-port2 UNSIGNED64 INVALID_UID Device UID of the device connected
through the peer device’s R-port2
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Parameter Data type Default value Description
In net count UNSIGNED16 0 The number of times that the peer
device has joined in the network
In net time TIMEOFDAY 0 The date and time when the peer
device last joined the network
Out net count UNSIGNED16 0 The number of times that the peer

device has been disconnected from
the network

Out net time TIMEOFDAY 0 The date and time when the peer
device was last disconnected from
the network

7.3.6.6.1 V(path-DL_ADDR): DL-address

See 83.6.4.1

7.3.6.6.2 C(path-HOP_CNT_RP1): Hop count for R-por

This Mvariable indicates the frame forwarding counts fog ‘ i the local flevice
to the|peer device through the R-port1. It is defined as shown\n

D3ta type Access type DLM Value/Description
UNSIGNED16 Read/Write /'Read 0-255: Hop count for R-port
(\ 256-65535: Reserved
7.3.6.6.3 C(path ~Hop eount for R-port2
This Mariable indi 9 9 ing counts for sending a frame from the local ¢levice
to the|peer device \IV'is defined as shown in Table 59.

op count for R-port2 direction

D& tam \A es\ityp}“ﬁLM Access type DLS-user Value/Description
UNSIENED16 \Rew Read 0-255: hop count for R-port]
256-65535: Reserved

7.3.6.6.4 V(path-PREFER_RP): Preferred R-port

This vartabtehotds—the plcfcllcd R-port fot sending—a framefrom—thetocatdevicetothe peer
device without regard for the RNMP or RNMS. This variable is determined as the R-port that
has the smaller hop count value for the peer device. If the R-port1 hop count and R-port2 hop
count have the same value, R-port1 is selected as the preferred R-port. This variable is
defined as shown Table 60.

Table 60 — Preferred R-port

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNEDS8 Read/Write Read 0: Invalid
1: R-port1
2: R-port2
3-255: Reserved
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7.3.6.6.5 V(path-DST_RP): Destination R-port

This variable holds the destination R-port for sending a frame from the local device to the
peer device. In a line network, this variable has the same value as the Preferred R-port.
However, in a ring network, this variable is determined based on the RNMP and RNMS
position, because the preferred path may be blocked by the RNMP or RNMS. In this case, the

destination R-port is selected as the other R-port. It is defined as shown in Table 61.

Table 61 — Destination R-port

]
Ii)ata type

Access type DLM

Access type DLS-user

ValuﬂMption

UN$IGNEDS

Read/Write

Read

0: Invalj

7.3.6.6.6 V(path-DEV_STATE): Device state

See 8]3.6.4.3.

7.3.6.6.7  V(path-MAC_ADDR): MAC.add

See 8]3.6.4.7.

7.3.6.6.8  V(path-POR

See 8]3.6.4.8.

7.3.6.5.

See 8

7.3.6.5.

See 8

7.3.6.5.

See 8

7.3.6.6.12  V(path-DEV_UID): Device UID

See 8.3.6.4.4.

7.3.6.6.13 V(path-DEV_UID_RP1): Device UID for R-port1

See 8.3.6.4.5.

7.3.6.6.14 V(path-DEV_UID_RP2): Device UID for R-port2

See 8.3.6.4.6.
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7.3.6.6.15 C(path-IN_NET_CNT): In net count
This variable holds the number of times that the peer device has joined the network. When a

line network is merged into an existing network, the variables for the newly joined devices are
incremented together. This variable is defined as shown in Table 62.

Table 62 — In net count

Data type Access type DLM Access type DLS-user Value/Description
UNSIGNED16 Read/Write Read 0-65535: the number of times that
the peer device has joined the
network
7.3.6.6.16  V(path-IN_NET_TIME): In net time
This ariable holds the date and time when the peer device las . This
variablle is defined as shown in Table 63.
Table 63 — In net tj
Data type Access type DLM Access type D@S- se \ \\LgarﬁelDescnptlon
TIMHoFDAY Read/Write \ he dage and time when the deyice
S| ned in the network
7.3.6.6.17 C(path-OUT_NET_CNT):\Ou
This Variable holds the numbenQf ti device has been disconnected frgm the
network. When a deyi i i are disconnected from the network, the
variablles for the disconn i Mcremented together. This variable is defined as
showr] in Table 6
able64 — Out net count
Data type \6ck§s§\t\ype\l{LM Access type DLS-user Value/Description
UNSIGNED1 Read{W.rite Read 0-65535: the number of times that
x \X \/ the device has been disconnectpd
\ from the network
\‘>
7.3.6.6.18 V(path-OUT_NET_TIME): Out net time

This variable holds the date and time when the device was last disconnected from the network.
This variable is defined as shown in Table 65.

Table 65 — Out net time

Data type Access type DLM Access type DLS-user Value/Description

TIMEOFDAY Read/Write Read The date and time when the device
was last disconnected from the
network
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7.3.6.7 Variables, counters, timers, and queues to support path table management

7.3.6.7.1 Path table

The path table is composed of items related to the other devices on the network. It is
managed by the DLM in the form of an array table filled with the path information of each
device (see 8.3.6.6). The maximum size of the path table is a function of MAX_ADDR (see

8.3.6.1.1) as follows.

Path table: Array[n] of device’s path information, n = MAX_ADDR + 1

7.4  Generalstructure and encoding

7.4.1 Overview

The OLL and its procedures are necessary to provide services tp
services available from the physical layer. This clause describes th
of the|l management application protocol data unit (MAPDU), tb
commpnly used in this specification. This portion is identic
ISO/IEC 8802-3 specification.

NOTE |In this clause, any reference to bit £ of an octet is a referenceN\o
unsigndd integer is 2¥. This is sometimes referred to as “little-endian? Bit nu

7.4.2 MAPDU structure and encodin

e-octet

The Iq by the physical layer service
(PLS) e following service primitives
provid
a) M
b) M
7.4.3 soding and elements of procedure
7.4.3.
7.4.3.1.
The D ; encapsulated in the data field of a MAC frame as specified by
ISO/IH . Thé value of the length/type field is 88FEy, which is authjorized
and register ocol identification number by the IEEE Registration Authoiity, to
identifly a ' s frame. Figure 24 shows the RAPIEnet DLPDU structure.
Ethernet Header RAPIEnet RAPIEnet Telegram FC3
FleNMSFD | DA | sA {Gggfu lame Data and Pad CRC$2
m m (8 (6) (2} (4) e (32 ~ 1486) (4)

RAPIEnet Header

Ver & Len | DST Addr | SRC Addr FC EXT DSAP SSAP OPTIONAL

(2) (2) (2) (2) (2) (2) (2) (variable length)

Figure 24 — Common MAC frame format for RAPIEnet DLPDU
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7.4.3.1.2 MAC frame format for RAPIEnet fieldbus sporadic DLPDU

The MAC frame format used for RAPIEnet fieldbus sporadic data transmission is identical to
the frame format of Ethernet V2.0 specified by ISO/IEC 8802.3, Clause 3, and the value of the
length/type field is anything other than Ox88FE. Figure 25 shows the frame format for a
RAPIEnet fieldbus sporadic DLPDU.

Ethernet Header FCS
pre |SFD| DA | sA Tye/ Data and Pad CRC3?2
(M ) (6) (6) (2) (46 ~ 1500) (4)

Figure 25 — MAC frame format for other prot

7.4.3.2 Elements of the MAC frame
7.4.3.2.1 General

The elements of the MAC frame are the preamble,/the Y iter, ination
MAC address, the source MAC address, the leng > uence
(FCS)} all as specified by ISO/IEC 8802~3, Clays

7.4.3.2.2

The pfeamble of MAC frame is identical to 3 -3, Clause 3. This is a 7-octagt field
that i§ used to allow the i i ing i e circuitry to reach its steady-state
synchronization with the Wi e Niming e preamble pattern is:

“10101010 10101010 1910

The bjts are tran i S to right. The nature of the pattern is such that for
Manchester encodiyg periodic waveform on the medlum that enables bit
synchfonization. ¢

7.4.3.2.3
The star 3 is the
bit paftern seguénce 01011.” It immediately follows the preamble pattern and indicates

the start of a\frame.

7.4.3.2:4 Address field

The address fields (both destination MAC address and source MAC address) are identical in
structure and semantics to the address field of the basic MAC frame, described in ISO/IEC
8802-3, Clause 3. Each address field is 48 bits in length.

7.4.3.2.5 Destination MAC address field

The destination MAC address field is identical to ISO/IEC 8802-3, Clause 3. It specifies the
device(s) for which the frame is intended and may be an individual or multicast (including
broadcast) address. The destination MAC address is set to the corresponding DL-address by
the DLM. RAPIEnet also defines a special MAC address, 00-E0-91-02-05-99
(NCM_MAC_ADDR) for sharing network management information using the DLM services.
Every message received through the NCM_MAC_ADDR is delivered to the DLM to update the
network management information. The message is not forwarded by the MAC layer but the
message is examined and forwarded by the DLM.
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7.4.3.2.6 Source MAC address field

The source MAC Address field is identical to ISO/IEC 8802-3, Clause 3. This field specifies
the device sending the frame and is not interpreted by the DLE or the CSMA/CD MAC
sublayer.

7.4.3.2.7 Length/type field

The length/type field is identical to ISO/IEC 8802-3, Clause 3. To be identified as a RAPIEnet
frame, the value of the length/type field is set to 0x88FE, which is authorized and registered
as the protocol identification number for RTE-RAPIEnet by the IEEE Registration Authority.
frame with a value other than 0x88FE is identical to the frame in ISO/IEC 8802-3,

Every

Claus

7.4.3.

7.4.3.

This field stores the protocol version and the length of a RAPI

Versio|
major

The p

b 3, and is processed as a RAPIEnet fieldbus sporadic data frame.

B Elements of the RAPIEnet DLPDU

8.1 Version and length

n and length field is specified in Figure 26. The vergionN senteq by 2 bits 1

version and 3 bits for the minor version, and tr?eu.gt\s :
N

Version ang-heRath / & N\
Version A > Lq’ng@\ ‘\>
15[14[13[21 [11]10N9 DNaN 7 N\e{)s [4 )3 [2[1]0
Figure 26 - Version ength field

s are described in Table 66.

Mw}}e\ f’\ itic) Value/Description

Version Major b15-bf4 RAPIEnet Protocol major version
0x00: major version 1
> 0x01: major version 2

0x02: major version 3

0x03: major version 4

Minor b13-b11 RAPIEnet Protocol minor version

0x00: minor version 0

0x01: minor version 1
0x02: minor version 2
0x03: minor version 3
0x04: minor version 4
0x05: minor version 5
0x06: minor version 6
0x07: minor version 7

Length b10-b0 Frame length including FCS field

. This
or the
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7.4.3.3.2 DST_addr

This field indicates the destination DL-address of the node to which the frame is sent. This

value

is represented as shown in Figure 27.

Destination DL—address
DST_Addr
15[14[13][21J11]J10][9]8[7]6[5]4]3[2]1]0

Figure 27 — DST_addr field

The s

pparate field and its permissible values are described in Table 67.

Table 67 — Destination DL-address <\ x

Field Name Position VaIueIf(es&'rpﬁt{n\ B

DST_addr b15-b0 OxFFFF: broadcast agdr >

7.4.3.

If the
ISO/IH

7.4.3.
If the

contai
are trg

NOTE

8.2.1 Broadca

C 8802-3 MAC 3

8.2.2 N

7.4.3.8.2.

A uss

r-defined multicast address is used to indicate multiple recipients. However,

destination DL-p¢ » YX ; e destination MAC address field contaips the

5 field
sages

user-

defin

multicast ar{droeeing iIs not a mnndafnry feature in this epnr\ifir\aﬁnn_ It is r*loeig

ed for

use in a special application system that requires multicast communication. Therefore, user-
defined multicast addressing is not interoperable between heterogeneous devices. The
destination DL-address range from OxFFFD-OxFFDE is used to specify the user-defined
multicast address. However, the method of using the user-defined multicast address is not
specified in this PAS and is considered a local responsibility. This specification does not
restrict the use of user-defined multicast addresses, nor is it a mandatory feature.

7.4.3.3.3 SRC_addr

This field indicates the source DL-address of the node from which the frame is generated.

This v

alue is represented as shown in Figure 28.
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Source DL-address
SRC_Addr
15]14[13]21]11|10]9]8|7]6]5]4]3]2]1]0

Figure 28 — SRC_addr field
The separate field and its permissible values are described in Table 68.

Table 68 — Source DL-address

Field Name Position VaIueIDescriptior}/\

SRC_addr b15-b0 Source DL-address /\\

7.4.3.83.4 Frame control (FC)

The frame control field indicates the frame control infor
showr] in Figure 29.

VoE|RES| PRI

NS
1514131211 10N 9 N&N F[)I[2]1]0

7 Type of Service
MT: Network control message type

Figb

value\is represen

ed as

The s¢parate fiel alues are described in Table 69.
Table 69 — Frame control
ie

Position Value/Description

Valldatl o%xte sio ode b15 0x00: EXT Code is invalid
(VoE) 0x01: EXT Code is valid

ReServed b14 Reserved

nRl faYa Wil |
T \vAvay)

Peizciti, / A} 4 et
T Oty (1) T TOWEST POty

0x03: highest priority

Type of service (ToS) b11-b8 0x00: Network Control Message (NCM)
0x01: unconfirmed service request

0x02—-0x0F: Reserved

Network Control Message Type b7 — b0 0x00: reserved

(NCMT) 0x01: NCM_LINK_ACTV
0x02: NCM_ADV_THIS
0x03: NCM_LINE_START
0x04: NCM_RING_START
0x05-0xFF:reserved
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7.4.3.3.4.1 Validation of extension code (VoE)

If the frame has the extension field, VoE is set to TRUE; otherwise VoE is set to FALSE.

7.4.3.3.4.2 Priority

This field indicates the frame priority. This field contains the value of the message priority
parameter for the DL service. The highest priority is 0x03 and the lowest is 0x00.

7.4.3.3.4.3 Type of service (ToS)

This field indicates the type of DI service. A value of 0x00 indicates a network control
messdge among DLMs, and 0x01 indicates the unconfirmed service r t among| DLS-
users.

7.4.3.3.4.4 Network Control Message Type (NCMT)

NCMT]| field indicates the type of network control message.

7.4.3.8.4.41 NCM_LINK_ACTV

NCMT|: 0x01

This NCMT indicates that a new RAPI yh the R-port. This n¢twork
contrdl message is transmitted thrd & i R-port. The destination DL-
addregs contains C_NCM_ADDR. Whe SN i i essage, the DLM increments
the hgp count in the frame and forwards .yl ough the other R-port. This messpge is
discarded by the LNM or the device that g S

7.4.3.8.4.4.2 NCM_

NCMT|: 0x02
This network COF@ ansmit the recipient’s local device information when
the recipi i /" message from a new device on the networl. This

mess4
mess4
mess4
other
mess4

R-port that is used to receive the NCM_LINK JACTV
dress contains C_NCM_ADDR. When the DLM receivgs this
he hop count in the frame and forwards the frame through the
discarded by the LNM or the device that generatgd the

7.4.3.3.4.4.
NCMT[:

This network control message is used to broadcast that the network topology has been
automatically configured as a line network. This message is initiated by the DLM whose state
is changed to LNM when the existing line network is divided into two line networks, or when a
link failure is detected in a ring network and the network is reconfigured as a line network.
This message is broadcast on the network using the broadcast address.

7.4.3.3.4.4.4 NCM_RING_START
NCMT: 0x04

This network control message is used to broadcast that the network topology has been
automatically configured as a ring network. This message is initiated and broadcast through
both R-ports by the DLM whose state is changed to RNMP.
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7.4.3.3.5 Extension (EXT)

This field exists when the VoE bit in the frame control field is set to TRUE. The extension field

is spe

The s

cified as shown in Figure 30.
Extension Code
G Extension Type Extension Length
15[14]18J21[11J10]9[8[7][6]5[4]3]2]1]0
Where

G: Group Mask

Figure 30 — Extension field
pparate field and its permissible values are described in Table

Table 70 — Extension

Field name Position V@e\lbiéc\rikio{‘ \
bred - X

Group Mask Enable b15 0x0: Group masK is €
0x1: Group ask(rs\ijisab d

Extension Type b14-b8 0: Invalid e éqsié tym
(\\K1 : rese(ved fQr fu u

Extension Length b7-b0 L()—%le\lemof\s@gz/lon field
/]

7.4.3.

Group Mask Enable is a
deviceg or not, when thé

8.5.1 Group mask enable \>

b peer
group

mask |is enabled in t sk is
disabled in the pe®s s are
appended in the wp}io

7.4.3.8.5.2

This fleld indicate tension field. The value 0x00 indicates an invalid extg¢nsion
type and the other valyes are

7.4.3.8.5.3

This field jndicates length of the extension field. When group mask enable is set to [TRUE
and extension type is set to 0x00, the extension length specifies the length of the group mask
field. When group mask enable is set to FALSE and extension type is set to a value| other

than 0x00, extension length specifies the length of the extension field. When group mask
enable is set to TRUE and extension type is not set to 0x00, the first two bytes specify the
length of the group mask field and the next two bytes specify the extension type.

7.4.3.3.6 DSAP

This field indicates the SAP of the DLE to which the DLPDU is sent. The permissible values

are in

the range 0-65535. The DSAP is specified as shown in Figure 31 and Table 71.

Destination service access point
DSAP
15[14J13J21J11[10]9[8[]7[6[5][4]3]2]1]0

Figure 31 — DSAP field
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Table 71 — Destination service access point

Field name

Position

Value/Description

DSAP

b15-b0

Service access point of destination DLE

SSAP

This field indicates the SAP of the DLE from which the DLPDU is generated. The permissible
values are in the range 0-65535. The DSAP is specified as shown in Figure 32 and Table 72.

7.4.3.

field is
length

7.4.3.

This f

Source service access point

SSAP

&
15/14]13]21[11]10]9[8]|7[6]5]4]3JaNl N)

Figure 32 — Source service access point fie

Table 72 — Source service

Field name Position ~ K gyalt'l\elb%cw
SSAP B15-b0 S}r&ice&é&a% p{irﬁof‘sgyce DLE
B.8 Option

8.8.1

eld indicat
enabl¢ is set to

pption
imum

mask

ion type

gth of

length of the
field. When
group(m
\ Length of group mask and extension information
“Yength of group mask Length of extension information
31 |30|29U---j\18|17|16 15/6 |5 /J |2]1]0
Figure 33 — Length of group mask and extension information
7.4.3.3.8.2 Group mask

This field uses a bit sequence to indicate the receipt selection of a message. When group
mask enable is set to TRUE, the group mask field is appended in 4-byte units, i.e., 4, 8, 12 ...
32 bytes. Each bit indicates the receipt selection of the frame for the corresponding DL-
address. A 1 means TRUE for frame receipt and 0 means FALSE. The first bit indicates the
frame receipt option for highest DL-address. Figure 34 shows the bit sequence order of group
mask field when its length is set to 255. When the extension type is set to 0x00, the group
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mask field is appended to the option field. Otherwise, the group mask field is appended after
the length of group mask and extension information fields.

Group Mask
Group Mask

Upto 255 feses/ |10] 0 |8 [7[6]5]4]8]2]1]0

Figure 34 — Group mask option field

7.4.3.3-8-

This field is reserved for future extension. This field contains 4 bytes of gx infermjation.

7.4.3.8.9 Data and pad

This field indicates the data field received from a DLS-user.

7.4.3.8.10 Frame check sequence

The HCS construction, polynomial, and expected 302-3,
Clausge 3. In this clause, any reference to bit K ¢ whose
weight in a one-octet unsigned integer js 2K.

NOTE |This is sometimes referred to as “little-endian” i

For mpst of the protocol types in this ns (for

4-2), DLPDU-level error detection is
CS to the other DLPDU fields puring
fMength n, consisting of kK DLPDU mgssage
ing reception, a check is made to ensufe that
a legal (n, k) code word. The mechanism fpr this

examj:le, ISO/IEC 3309, ISQ/IEC
provided by calculating

transmission. This for
bits fdllowed by n - &k

the message and the
checklis as follo

The deneric for erator\polynomial for this FCS construction is speciffjed in
equation 4.3)3.1 d the_polynomial for the receiver’s expected residue is spécified
in equation \ . The specific polynomials for each DL-protocol tyge are
speciffed in

e/713 — FCS length, polynomials and constants

Protogol | Item Value

RAPIEpet {n-k 32

G(X) XdZ+XZb+XZd+XZZ+X1b+X1Z+X'|'|+X’|U+X8+X/+XO+X4+XZ+1

(notes 1, 2, 3)

R(X) X314+X304+X264+X25+X24+x18+ X154+ X144+ X124 X114+ X104+ X8+ X6+ X5+ X4+ X3+X+1
(notes 3, 4)
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octets.

NOTE 2 This G(X) polynomial is relatively prime to all and is thus not compromised by any

all primitive scrambling polynomials of the form 1 + X+ XK,

NOTE 4 The remainder R(x) should be 1100 0111 0000 0100 1101 1101 0111 1011 (X31
respectively) in the absence of errors.

NOTE 1 Code words D(X) constructed from this G(X) polynomial have Hamming distance 4 for
lengths < 22 901 octets, Hamming distance 5 for lengths < 371 octets, Hamming distance 6 for lengths
< 33 octets, Hamming distance 7 for lengths < 21 octets, and Hamming distance 8 for lengths < 11

polynomials commonly used in DCEs (modems), i.e., the differential encoding polynomial 1 + X-1 and

NOTE 3 These are the same polynomials and methods as specified in ISO/IEC 8802-3 (Ethernet).

of the

to X0,

7.4.3.

The o
code
dimen
are m

NOTE

Then,

and th

The ¢
the m

8.11 Action at the sending DLE
Figinal message (i.e., DLPDU without an FCS), the FCS, and
word (concatenated DLPDU and FCS) are regarded as vecto

sion k, n - k, and n, respectively, in an extension field ov
i ... mg and the FCS bits are f_k-1 ... fg, where

mq ... mg form the first octet sent;

MgN-7 -.- M8N form the Nth octet se

layer symbol(s) of the messag
cal layer symbol(s) of the me
er framing information).

+ mg-1XT + mg

X1 + ... + fp (for the case of k = 32)
..+ fo

bmpesite vector D(X), for the complete DLPDU, is constructed as the concatena
pssage and FCS vectors

ssage
X), of

de bits

e and
ssage

(1)

ion of

D(X) M(X) Xn-k + F(X)

mqXn-1 + moXn-2 + . + mgXn-k + fi_ g Xn-k-1+ _ + fq

(3)

m4Xn-1 + moXn-2 + ... + mX32 + f31X31+ ... + fg (for the case of k = 32)

The DLPDU presented to the physical layer shall consist of an octet sequence in the specified

order.

The redundant check bits fh.k-1 ... fg of the FCS are the coefficients of the remainder F(X),
after division by G(X), of L(X) (Xk + 1) + M(X) Xn-k where G(X) is the degree n-k generator
polynomial for the code words

G(X) = Xn-k + g Xkt + .+ 1

(4)
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and L(X) is the maximal weight (all ones) polynomial of degree n-k-1

L(X) = Xnk1+ Xn-k2+  +X+1 (5)
= X831+ X714+ X183+ X124+ . + X2+ X + 1 (for the case of k = 32)
That is,
F(X) = LX) (Xk+ 1)+ M(X) Xn-k (modulo G(X)) (6)

NOTE The L(X) terms are included in the computation to detect initial or terminal message truncation or extension
by adding a length-dependent factor to the FCS.

NOTE |As a typical implementation when n-k = 32, the initial remainder of the division ig et to allLongs. The
transmitted message bit stream is multiplied by XN-K and divided (modulo 2) by the g € igl G(X),
specifigd in equation (4). The ones complement of the resulting remainder is transmitfed as i S, with
the coefficient of XN-K-1 transmitted first.
7.4.3.83.12  Action at the receiving DLE
The oftet sequence indicated by the PhE is concatenated 4 FCS,
and rggarded as a vector V(X) of dimension u

V(X) = vqXu-1+ voXu-2 + |+ v 14X + vy (7)
NOTE |Because of errors, u can be different ffom e/di S mitted code vector.
The reémainder R(X) is computed for V( J and FCS, by a method gimilar
to thaf used by the sending DLE (see 7.4.3.3.11)\ uting F(X).

R(X) = (8)

= rn_k_

E(X) i defined t ¢ of the additive (modulo 2) differences betwegn the
transmitted code . \ eived vector V(X) resulting from errors encouptered
in the|[PhS provider b :

E(X) (9)
If no err thery’ E(X) = 0, and R(X) will equal a non-zero constant rempinder
polynom

RokX)=" Xn-k (modulo G(X)) (10)
whosd value is independent of D(X). Unfortunately, R(X) will also equal Rgok(X) in thoselcases

where E(X) is an exact non-zero multiple of G(X), in which case there are undetectable errors.
In all other cases, R(X) will not equal Rgk(X); such DLPDUs are erroneous and can be

discarded without further analysis.

NOTE In a typical implementation, the initial remainder of the division is preset to all ones. The received bit
stream is multiplied by XN-K and divided (modulo 2) by the generator polynomial G(X), specified in equation (8).

7.4.4 Order of bit transmission

The order of bit transmission is identical to ISO/IEC 8802-3, Clause 3. Each octet of the
DLPDU with the exception the FCS is transmitted with the low-order bit first.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

7.4.5

- 94 - PAS 62573 © IEC:2008(E)

Invalid DLPDU

An invalid DLPDU shall be defined as one that meets at least one of the following conditions;

this is

almost identical to ISO/IEC 8802-3, Clause 3.

a) The frame length is inconsistent with a length value specified in the length/type field. If the
length/type field contains a type value defined by ISO/IEC 8802-3, 3.2.6, then the frame
length is assumed consistent with this field and should not be considered an invalid
DLPDU on this basis.

b) Itis not an integral number of octets in length.
¢) The bits of the incoming DLPDU excluding the FCS field do not generate a CRC value

H . [y H 'l
|dellllbdl O UIc UTIc 1CUCIVCU.

d) It

The c
an invj

NOTE
DL-use

7.5
7.5.1

This d
DLPD
paran

users

NOTE
unsigng

7.5.2

Figurg
DLPD

s inconsistent with a F-type value of RAPIEnet fieldbus DLPDU.

bntents of invalid DLPDUs shall not be passed to the DL-user of
alid DLPDU may be communicated to the network managemen

Invalid DLPDUs may be ignored, discarded, or used in a private ma
. The use of such DLPDUs is beyond the scope of this PAS.

DLPDU structure and procedure

General

In this section, an
d integer is 2%, and

Comm

35 shows
U and is not describe

N

\ \\\ \ Version and Length
rsio@ Length

B4 1321 (11109 [8 [ 765432 10
~

Figure 35 — Common DLPDU field

hce of

he RTE

of the
tents,
LPDU
DLS-

e-octet

every

7.5.21 Version

This field indicates the RAPIEnet protocol version with a 5-bit sequence. The highest 2 bits
specify the major version and the lowest 3 bits specify the minor version (see 8.4.3.3.1).

7.5.2.2 Length

This field indicates the length of the data field in bytes including the FCS field. The
permissible values are in the range 12—-1498.
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7.5.3 DL-DATA transfer
7.5.3.1 DT DLPDU
7.5.3.1.1 General

The DT DLPDU is used to carry RAPIEnet data from one device to another.

7.5.3.1.2 DT DLPDU structure

Figure 36 shows the process of building a DT DLPDU and Figure 37 shows the structure of
the DT DLPDU.

DLL-related .
DLS-user parameters Service—related data/\<*
DL-DATA.req < \

Service-related parameters v /\

MAC-related DLL- ?51 3

D|_-|ayer parameters header E(SDU\\ .\% LP
— MA-DATA.req 3 \ \

[ 3 \

Ph-layer \/

a DT)DLPD

DST Addr ?Q:}m{ FC \SQ M’ SSAP opt DATA
(N
e 3R- DLPD
L\ pa

W U structure

7.5.3.1.3 ters

Table|2 DT DLPDU parameters.

Table 74 — DT DLPDU parameters

Parameter Data type Value/Description
DST_aaar UNSITGNED TG Destination DL-address
[Optional]
-Broadcast

-Multicast (user-defined)

-Unicast
Priority UNSIGNEDS8 0x00-0x03
0x04—-0xFF: Reserved
DSAP UNSIGNED16 Destination DLSAP of remote device
SSAP UNSIGNED16 Source DLSAP
Group mask - Intended destination device bit array. Only when

broadcast or multicast.
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Parameter Data type Value/Description
Group mask length UNSIGNEDS Length of group mask. Only when broadcast or multicast
Data - DLSDU
Data length UNSIGNED16 Length of DLSDU

7.5.3.1.31 DST_addr

This parameter indicates the destination DL-address of the DLE(s) for which the DLPDU is

intended. This may be an individual or multicast (including broadcast) address; _not its
MAC Rddress. The destination address for unicast is explicitly assigned a tween
0x0000 and OxO00FF. A user-defined multicast address is assigned”aNzvatu range
OxFFDE-OxFFFD. A broadcast address is assigned the value OxFFt S 0100-
OxFFDC are reserved. The value OxFFDD indicates an invalid addres

7.5.3.1.3.2 Priority

This fleld indicates the frame priority with a 2-bit seq lue of
the message priority parameter of the DL service. Thg is the

lowest (see 8.4.3.3.4.2)

7.5.3.1.3.3 DSAP

See 8/4.3.3.6

7.5.3.1.3.4 SSAP

See 8(4.3.3.7

7.5.3.1.3.5

See 8/4.3.3.8.2

7.5.3.1.3.6 enyg

See 8{4.3.3.

7.5.3.1.3.

This 1a
7.5.3.1.3.8 Data length

This field indicates the length of the data field in bytes. The permissible values are in the
range 0-1486.

7.5.3.1.4 Sending

When the local DLS-user initiates a DL-DATA service request to transfer a DLSDU to a peer
DLS-user, the DLSDU is stored in the RT-queue and transmitted by the DLPM using a DT
DLPDU. The group mask option is available when the DL-DATA DLPDU is broadcast or
multicast.

Table 75 shows the required data link service primitives and parameters to send a DT DLPDU.
To send a DT DLPDU to a peer DLE, the DLPM queries the peer device’s path information to
the DLM using the DLM-GET_PATH service. Then, the DT DLPDU is transmitted using an
MA-DATA service request primitive.
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Table 75 — Primitives exchanged between DLS-user and DLE to send a DT DLPDU

Primitive Source Associated parameters
DL-DATA request DLS-user DST_addr
DSAP
SSAP
Priority
Group mask
Group mask length
Data
Data length /\
DLM-GET_PATH request DLE (DLPM) DST_addr <\l
A O
DLM-GET_PATH confirm DLM Status \)
R-port
MAC e N
MA-DATA request DLE (DLPM)

7.5.3.1.5 Receiving
When
it is in
exami
(see

DLSD
using
receiv

Table
DLPD
DLPM
appro

Tab

a DT DLPDU is received throughthe MAG, la

hanged between DLS-user and DLEs to receive a DT DL

S

e DLPM checks that it is valid

5 broadcast or multicast, the

Pri itiv}

source

Associated parameters

and if
DLPM
B-user
ts the
5-user
n the

a DT
e, the
o the

PDU

MA-DATA indication MAC DLPDU
DLPDU length
DL-DATA indication DLPM DLSDU

DLSDU length

7.5.4 DL-SPDATA transf
7.5.4.1 SPDT DLPDU
7.5.4.1.1 General

er

SPDT DLPDUs are used to carry non-RAPIEnet data, such as TCP/IP or UDP.
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1.2 SPDT DLPDU structure

An SPDT DLPDU is composed of an ISO/IEC MAC frame and DLSDU. The RAPIEnet header
is not included in the SPDT DLPDU. Figure 38 shows the process of building an SPDT
DLPDU and Figure 25 shows the structure of the SPDT DLPDU.

7.5.4.

Table

7.5.4.

This fijeld indicate$
Ethernpet frame ing

DLL-related Service—related data
DLS-user parameters f (IP /TCP /UDP or etc..)
DL-SPDATA.reg
4
MAC-related
_DL.',a*e_v parameatars f OLSDU DLPDU
—— MA-DATA.req ‘l,

A—

Ph-layer

Figure 38 — SPDT DLPDU structu

1.3 SPDT DLPDU parameters

77 shows the parameter list for the SPDT DLPDU,

Table 77 - DT{MQB(}J b ar@ers

Parameter Data\Qpe WelDescription
Data ] [ RSy
Data length nyth’of DLSDU
ANV N
N

1.3.1

7.5.4.1.3.

This fleld indj

range

7.5.4.1.

When

the”local DLS-user initiates a DL-SPDATA service request to transfer a DLSDU

802-3

in the

to the

peer DLS-user, the DLSDU is stored in the NRT-queue and transmitted by the DLPM using an
SPDT DLPDU. In this case, the DLSDU is transmitted as the SPDT DLPDU without a
RAPIEnet header.

Table 78 shows the required data link service primitives and parameters to send an SPDT
DLPDU. The SPDT DLPDU is transmitted by the DLPM using a MA-DATA request service
primitive.

Table 78 — Primitive exchanged between DLS-User and DLEs to send an SPDT DLPDU

Primitive Source Associated parameters

DL-SPDATA request DLS-User Data: DLSDU
Data length: length of DLSDU
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MA-DATA request DLPM DLPDU
DLPDU length
MA-DATA confirm MAC Status

7.5.4.1.5 Receiving

When an SPDT DLPDU is received through the MAC layer, the DLPM checks that it is valid
and if it is intended for the local DLS-user. If this is the case, the DLPM extracts the DLSDU

from the SPDT DLPDU and delivers it to the appropriate DLS-user using a DL-

DATA

indicaffor primitive:

Table|79 shows the required data link service primitives and parametg
DLPDU. When an SPDT DLPDU is received through the MA-DATA j

the DLPM extracts the DLSDU from the received SPDT DLPDU and dehver
the appropriate local DLS-user.

Table 79 — Primitives exchanged betweenKDL

to receive an SPDT}LI;—PD\

Primitive Source O Asso |ate ameters

MA-DATA indication DLPM DYPl (;}
<\<& DLPK{; len th)\>
DL-SPDATA indication MAC DESDU
% \Dts%g length

SPDT
mitive,
DU to

7.5.5

Netwdrk control messgge to transfer the network control megsages
amon . Fi pes are-provided to share the network information.

7.5.5.

7.5.5.1.1

NCM_|LA DLP fer local device information to the peer device when allink is
established. detects the change of link status through thg Ph-
LINK [STATU YANGE \indication primitive, the DLM queries the link status information of
the physics ~After_that, the DLM generates an NCM_LA DLPDU to send the changed
link informatio peer device over the newly established link.

7.5.5.1.2 NCM_LA DLPDU structure

NCM messages are based on the basic RAPIEnet DLPDU structure shown in Figure 27.

Figure 39 shows the structure of the NCM_LA DLPDU after the Ethernet header.

DST Addr DATA

(C_NCM_ADDR) | SRC Addr | FC EXT DSAP SSAP

(Local Device Information)

Figure 39 — NCM_LA DLPDU structure

7.5.5.1.3 NCM_LA DLPDU parameters

Table 80 shows the parameter list of the NCM_LA DLPDU.
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Table 80 — NCM_LA DLPDU parameters

Parameter Data type Description
DST_addr UNSIGNED16 C_NCM_ADDR (see 8.4.3.3.2)
SRC_addr UNSIGNED16 Local DL-address DL_ADDR (see 8.4.3.3.3)
NCMT UNSIGNEDS8 NCM_LINK_ACTV (see 7.5.4.3.2.3)
DLMDU - DL management data unit
Local device information (see 8.3.6.4)
Length UNSIGNED16 Length of DLMDU
-port UNSIGNEDS Newly ink-activated R-port

/TN

7.5.5.1.4 Sending

When|the DLM detects the change in the link status through th N _CHANGE
indication primitive, the DLM queries the link status inforp i | If the
link i newly established, the DLM generates NCM_LA d link
information to the peer device over the newly establi ink: i red in

the RT-queue and transmitted by the DLPM using th

7.5.5.1.5 Receiving

The _NCM_ADDR is used as the destinatio i _ . en an

NCM_|LA DLPDU is received through th€ aye DLM increases the hop count field in

the DLPDU and forwards the DLPD or R-port. The NCM_LA DLPDU is

discarnded by the LNM or the e 2 3 evDLPDU. NCM_LA DLPDU is regeived

and pfocessed by the DL

a) THe DLM checks | [ refated by the device itself. If this is theg case
and the DLPDU is i ] gured
as| a ring ne. ‘ ithout
stép g). Otherwisé

b) Sgt the R-popt’s\li i e in the PORT_INFO (see 8.3.6.4.8) to “homogelneous
device type’.

c) EXtract the de' pmation (DPI) (see 8.3.6.6) from the DLMDU and check for a

Dl-ad i sing the DPI. If the source address is not registered in th¢
gegnerate an NT_IN, DEVICE event. If a local DL-address collision is detected, s
DEV_FLA ¢ 3.6.4.2) to “Local DL-address Collision” and _generate an

the NE'F FLAG (<ee 8.3.6.5. 10) to Network DL-address CoII|S|on Status” and gener
ENT_NET ADDR COLLISION event. Notlflcatlon of any generated event is sent|to the

d) Increment the HOP_CNT (see 8.3.6.4.12) in the received DLMDU.
e) Forward the modified NCM_LA DLPDU through the other R-port.

f) Check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 8.6.3.3).

g) Generate an NCM_AT DLPDU and transmit the DLPDU through the opposite R-port.
7.5.5.2 NCM_AT DLPDU
7.5.5.21 General

An NCM_AT DLPDU is used to transfer local device information to the other devices on the
network when a device receives an NCM_LA DLPDU. This DLPDU is transmitted through the
R-port that is used to receive the NCM_LA DLPDU.
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7.5.5.2.2 NCM_AT DLPDU structure

See 8.5.5.1.2

7.5.5.2.3 NCM_AT DLPDU parameters

Table 81 shows the parameter list of NCM_AT DLPDU.

7.5.5.2.4 Sending

When|the DLM receives an NCM_LA €

Table 81 — NCM_AT DLPDU parameters

Parameter Data type Description
DS[T_addr UNSIGNEDT6 C_NCM_ADDK (see 6.4.5.5.2.2)
SRIC_addr UNSIGNED16 Local DL-address DL_ADDR (see/Q.(4.3.3.3)
NCMT UNSIGNEDS NCM_ADV_THIS (see 7.5.4.3/.2\§Q ) (\
DLMDU - Local device information (se 85\6\4{ >
Lergth UNSIGNED16 Length of DLMDU \ \
R-port UNSIGNEDS

or the

DLMDU including the local device info ) DU ig stored in the RT-queue and

transmitted by the DLMP through the R
In this case, C_NCM_ADDR is used a

7.5.5.2.5 Receiving

ceived.

TheCNCMADDR|u e destingtior i . . en an

NCM_[|AT DLPD r
in the| DLPDU a
discarded by the LN
receivied and progés

t field
DU is

e

THe DLM, €hech ice i . LPDU
was gene i - , ork is
configure QT . i , . ise, D step

b)

Sdt the Repart ked device type in the PORT_INFO (see 8.3.6.4.8) to “homogejneous
dgvice type.”

Extract the device path information (DPI) (see 8.3.6.6) from the DLMDU and check for a

DL addrace o~alli I-hr\ nDI If tha corirnn AAA- o Nt ra~ictarad th DPI
(=a~as)

acc
FesS—eoHStohn uullls e T o ooUTToTattTC oo o ot TogroteTTT H—Re

generate an EVENT_IN_DEVICE event. If a local DL-address collision is detected, set the
DEV_FLAG (see 8.3.6.4.2) to “Local DL-address Collision” and generate an
EVENT_THIS_ADDR_COLLISION event. If a network DL-address collision is detected, set
the NET_FLAG (see 8.3.6.5.10) to “Network DL-address Collision Status” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive.

Increment HOP_CNT (see 8.3.6.4.12) in the received DLMDU.
Forward the modified NCM_LA DLPDU through the other R-port.

Check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 8.6.3.3).
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7.5.5.3 NCM_LS DLPDU

7.5.5.3.1 General

The NCM_LS DLPDU is used to indicate that the network is automatically configured as a line
topology when a line network is newly established, or that an existing line network is divided

into two lines, or that a ring network has been reconfigured as a line network. This DLPDU is
generated by the device that is selected as the LNM on the network.

7.5.5.3.2 NCM_LS DLPDU structure

See 8.5.5.1.2

7.5.5.8.3 NCM_LS DLPDU parameters

Table|82 shows the NCM_LS DLPDU parameter list.

Table 82 - NCM_LS DLPDU paraméter

Parameter Data type < \Deéc\rim \

DST_addr UNSIGNED16 Broadc;(a?ﬁ?@‘s%§4.?k?\.2.
SRC_addr UNSIGNED16 Local ()L- 4d ess\Di‘tAbBQj,s%e 8.4.3.3.3)

NCMT UNSIGNEDS X@M\MATQ\T (s}e>7.5.4.3.2.3)
DLMDU LSca@evick\inMaM(see 8.3.6.4)

Length UNSIGNED16 \ Q:\gth\DLMBM

R-port UNSIGNEDS( ™ |in\@1@t§ R-port

7.5.5.3.4 Sending

When|the state@ $ AtoYNM, the DLM generates an NCM_LS DLPDU to
inform every device 0 € ¢ change in network topology. The NCM_LS OLPDU
is stored in the RY-g e an bfoadcast by the DLPM using the MA-DATA rgquest
primitive.
7.5.5.8.5
The Rroad 8 s is used as the destination address in an NCM_LS DLPDU.

Therefore, the
is pro¢essed-by the

DLPDU is directly forwarded by the MAC layer. The NCM_LS DLPDU
DEM as follows.

a) Extract the DPI (see 8.3.6.6) from the DLMDU and use it to check for a DL-address

cottistom—H—the—source —address s ot —Teyistered—im—the—DBPH—generate an
EVENT_IN_DEVICE event. If a local DL-address collision is detected, set the DEV_FLAG
(see 8.3.6.4.2) to “Local DL-address Collision” and generate an

EVENT_THIS_ADDR_COLLISION event. If a network DL-address collision is detected, set
the NET_FLAG (see 8.3.6.5.10) to “Network DL-address Collision Status” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive.

b) Check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 8.6.3.3).

c) If the DLM state is not LNM or RNM, enable the frame forward functions and set “frame
forwarding function from R-port1 to R-port2” and “Frame Forwarding Function from R-
port2 to R-port1” in the PORT_INFO (see 8.3.6.4.8) to TRUE.
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7.5.5.4 NCM_RS DLPDU

7.5.5.4.1 General

The NCM_RS DLPDU is used to indicate that the network is automatically configured as a
ring topology. This DLPDU is generated by the device that is selected as the RNMP on the
network.

7.5.5.4.2 NCM_RS DLPDU structure

See 8.7.5.1.2

7.5.5.4.4 Sending

7.5.5.4.3 NCM_RS DLPDU parameters
Table|83 shows the NCM_RS DLPDU parameter list.
Table 83 — NCM_RS DLPDU param?@

Parameter Data type D scrl t}\
DST_addr UNSIGNED16 Broadcast adé’r‘e\ \ \ >

SRC_addr UNSIGNED16 Local ?ﬁaddr&\ﬁl_\_&SDR\Qee 8.4.3.3.3)
NCMT UNSIGNEDS Ngsq_(glN§_}%T¢\RT\(s\eeM3.2.3)

DLMDU - | hcal\dévicg informationtsee 8.3.6.4)
Length \Qengk\h\of DKMDU )
\i}sr\ﬂ NortZ

R-port

When DU to
inform LPDU
is stof itive.
7.5.5.4.

The & L PDU.
Theref M RS
DLPD

a) EXtract the gee 8.3.6.6) from the DLMDU and use it to check for a DL-adldress

collisign;* If thé source address is not registered in the DPI, generate an
EVYENYF IN_DEVICE event. If a local DL-address collision is detected, set the DEV_[FLAG

Q- o 4 O

(see 8-3:64-2) to ‘“tocat Bt=address Cuottision” amd generate an
EVENT_THIS_ADDR_COLLISION event. If a network DL-address collision is detected, set
the NET_FLAG (see 8.3.6.5.10) to “Network DL-address Collision Status” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive.

Check the DLM state trigger event condition using the PORT_INFO and perform the DLM
state transition (see 8.6.3.3).

If the DLM state is not RNMP or RNMS, enable the frame forward functions and set “frame
forwarding function from R-port1 to R-port2” and “Frame Forwarding Function from R-
port2 to R-port1” in PORT_INFO (see 8.3.6.4.8) to TRUE.

When the device is designated as the RNMS by the RNMP, disable the frame forwarding
function in the RNMP direction.

Enter the RNMS state if the frame forwarding control is successfully completed. Otherwise,
remain in the GD state.



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

f)

- 104 - PAS 62573 © IEC:2008(E)

When the DLM enters the RNMS state, send NCM_ACK_RNMS to the RNMP.

7.5.5.5 NCM_AR_DLPDU

7.5.5.5.1 General

The NCM_AR DLPDU is used to indicate that the designated RNMS has been successfully
assigned and is operational. This DLPDU is generated by the device that is selected as the
RNMS and transferred to the RNMP.

7.5.5.5.2 NCM_AR DLPDU structure

See 8[5.5.1T.2

7.5.5.9.3 NCM_AR DLPDU parameters
Table|84 shows the NCM_AR DLPDU parameter list. &
Table 84 — NCM_AR DLPDU parameters
ﬂ A\

7.5.5.5.4 Se@g
When|the state of'tb

DLPDU to indicatertha

b)

7.6

Parameter Data type \Qe}&{pt\k{w

DST addr UNSIGNED16 DL-addressf RMQD >
SRC_addr UNSIGNED16 Lpfé{b\%}(reys\DINDDR (see 8.4.3.3.3)

NCMT UNSIGNEDQ/ /N\\:M@ACK(RNMS)(SF@/ZM.&Z&
DLMDU cal\\gvicWion (see 8.3.6.4)

Length UNSIGNED1?/A Wof LMDU
R-port UNSIGNEDS\ \ \QesW-port in the Path table
Nw)

M_AR
to the

Extract the DPI™see 8.3.6.6) from the DLMDU and use it to check for a DL-address
Ilision. If the source address is not registered in the DPI, generafe an

(see 8.3.6.4.2) to “Local DL-address Collision” and generate an
EVENT_THIS_ADDR_COLLISION event. If a network DL-address collision is detected, set
the NET_FLAG (see 8.3.6.5.10) to “Network DL-address Collision Status” and generate an
EVENT_NET_ADDR_COLLISION event. Notification of any generated event is sent to the
local DLMS-user using the DLM-EVENT indication service primitive.

Disable the frame forwarding function in the RNMS direction.

DLE elements of procedure

7.6.1 Overall structure

The DLL is composed of the control elements of the DLPM, the dual MAC (DMAC), the dual
physical interface (DPHY), and the DLL management Interface. The DLPM is the primary
control element. It provides the functions for deterministic MAC by coordinating the DMAC
and the NCMs for reliable and efficient support both of higher-level connectionless real-time
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and non-real-time data transfer services. The DLL management interface provides DLL
management functions. Figure 40 depicts the overall structure of the DLL.

7.6.2

7.6.2.

The

queu

__________________

I Transfer Service

| I
I b :
: DL-SPDATA g/ .enf { Ind |
| I
I

| Service

| DL-Management DLM-SAP_ALLOGC req { .onf

DLM-5AF_DEALLOGC req /! cnf |
DLM-GET_SAP_INFO.req / cnf |

DLM-SET_WALUE raq ./ ent
DLM-GET_VALUE.req ! .onf
DLM-GET_DIAG req /.cnf

|
|
|
|
|
!

|
|
|
|
|
L-DATA req ! .enf/ ind |
|
|
|
|
|

in the-form ™

DLS-user DLM-RESET req | crf
* \DLMGET_PATHreq 1ot PMEVENIQS
O T T T — v
DL-layer ’
RT-Queue ‘ [ NRT - Queue ‘ DI—M
2 interface
DLPM ! N
_________ < » | Enwr(nmén\ﬁabl&a\l
| MAC- Data i R MAC MAC
X
I Transfer Service : Zports || Broadcast || Multicast J/Me fﬂ@“\ |
| MAC-DATA raq / ind : W
o __ B b..,_..‘_..‘_..... .................. ’.._..‘_.A... \ Wwo formalxq
S
MAC- Control ! & b’
| SV VRTINS AUTURURI NSRRI N atih\tab)
' Service |r h\{?
| | MAC-RESET.req/ enf | v >

\ MAC-FW_CTRL.req/ enf

Dual I';IAC f\r\ ) / A

| MAC1 i} & ‘EAGEE “

Ph-layer

EF

l

e

|Ph-L|nk Status Service
IPh-RESET req / .onf

IPh-GET_LINK_STATUS.req f onf |
'Ph LINK_STATUS_CHANGE.ind |

When| avmessage is received by the MAC layer,
receiver queue and processed on a first-in first-out basis by the DLPM.

structure and elements

ansmitter queues and one receiver queue. When a local DL
es a message, the message is stored in the RT-queue or the
a DLPDU. The DLPM handles the messages in the RT-queue acc
to thg DLPMSP. The DLPM transmits the message using the MA-DATA request pri
the received message is stored

b-user
NRT-
brding

itive.
n the

7.6.2.2

7.6.2.2.1

Primitive definitions

Primitives exchanged between DLPM and DLS-user

Table 85 shows the data link service primitives exchanged between the DLPM and the DLS-

user.

Table 85 — Primitives exchanged between DLPM and DLS-user

Primitive

Source

Associated parameters

Description

DL-DATA.req

DLS-user

DST_addr
DSAP

device

Transmit request to remote RAPIEnet
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SSAP
Priority
DLSDU
DLSDU length
DL-DATA.cnf DLPM Status Confirmation to calling DLS-user
DL-DATA.ind DLPM DST_addr Reqeive indication from a remote RAPIEnet
SRC_addr device
SSAP
DLSDU
DLSDU length
DL-SPDATA.req DLS-user DLSDU Sporadic data trangm|t request\{¢ remoje
DLSDU length RAPIEnet device “
DL-SPDATA.cnf | DLPM Status Confirmation t,caling\DLS user\
DL-SPDATA.ind DLPM DLSDU Sporadi data\»%e. 'ndWrom a
DLSDU length rem %E”et \>é\

Table |86 shows the parameters exchanged between t \Mﬁé\}D user.
Table 86 — Parameters exchange an LS-user
P3arameter Q Q X escnklon\J )\/

DST_pddr Destination DL-address.

User-defi multic res
0-MAX_DEVIC
DSAR Dest|’1§$Qn swapvice dcoess W

e . >
e

Priorify ioritys Per issible values are C_PRI_0 through C_PRI_3

th hlghest riority.

DLSD

DLSD \Q\ith\ofbi\SDp>

Statu is “para eter allows the DLMS-user to determine whether the requested DLMS was
ed spiccessfully. If it failed, the reason is specified. The value of this parameterlis

“Failure — the variable does not exist or could not assume the new value”;

“Failure — invalid parameters in the request”

NOTE C_NCM_ADDR is not used for DL-DATA and DL-SPDATA services.
7.6.2.3 Primitives exchanged between DLPM and DLM

Table 87 and Table 88 shows the data link service primitives and parameters exchanged
between the DLPM and the DLM.

Table 87 — Primitives exchanged between DLPM and DLM

Primitive Source Associated parameters Description
DLM-GET_PATH.req DLPM DST_addr Path information request to DLM
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DLM-GET_PATH.cnf DLM Status Confirmation to calling DLPM with R-port
R-port and MAC address
MAC address

DLM-NCM_SND.req DLM DST_addr Transmit request for network control
NCMT message
DLMDU NCM_LINK_ACTV
Length NCM_ADV_THIS
R-port NCM_LINE_START

NCM_RING_START

DLM-NCM_SND.cnf DLPM Status Confirmation to calling service user

DLM{NCM_SND.ind DLPM DST_addr Network control messa eceive indicalion
SRC_addr from a remote RAPIE e
NCMT
DLMDU
length
R-port

Tlable 88 — Parameters used with primitives exchar@\% \iiM and DLM
Parameter scrlpt
DS|T_addr Destination DL-address. \mj
C_BROADCAST_ADDR: broa addre, FFF

dress (for ne wor message, OxFFFE
0- MAX DEVICE _ADDBR: uhicast ad ess

SR[C_addr Source DL-addressy
“0-MAX_DEVICE_ADDR: u 'cas d es

R-port @’t\w\ mtr smit a frame or to receive a frame.

MAC address [\%)/HE_KBB}SZ NCW corresponds to the Destination DL-address.
(W0

e
ke
<
\\\

DLMDU \EK Ngﬁﬂent data unit. The data field of DLM network control message.
Lef g( Leh%th of DLMDU
Stdtus wparameter allows the DLMS-user to determine whether or not the requestefl

DLMS was provided successfully. If it failed, the reason is specified. The value pf
this parameter can be one of

“OK — success — the variable could be updated”;

“Faijlure — the variable does not exist or could not assume the new value”:

“Failure — invalid parameters in the request”

NOTE User-defined multicast addresses are not used for the destination DL-address.

7.6.2.3.1 DLPM state table

Figure 41 depicts the state transition diagram of the DLPM. The state table of the DLPM i
shown in Table 89.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 108 - PAS 62573 © IEC:2008(E)

2,3.4,5,6,7,
8,9, 10, 11,12,
13,14,15,16

Figure 41 — State transition diagram of the DLPM

Table 89 — DLPM state table /\ “
Current Event/Condition \Ni)g)s ate
=>actions (\

INITIALIZE POWER-ON or RESET 2 READY
/
= m

READY DL-DATA.req {DST_addr, DSAP /< AQ,/éri ritys DLSDU, DUSDU READY
length } 6

/ CHECK_PARA(DLSDU laqgth

ddr, R-port }

BE\DKTA.req {DST_addr, DSAP, SSAP, Priority, DLSDU, DLSDU READY

5o

>ength }
/ CHECK_PARA(DLSDU length) <> * True”

=>

DL-DATA.cfm{Status := “Failure — Invalid parameter”}

READY DL-DATA.req {DST_addr, DSAP, SSAP, Priority, DLSDU, DLSDU READY
length }

/ CHECK_PARA(DLSDU length) = “ True” &&
DLM-GET_PATH.ind { D_MAC_addr, R-port} =“Failure”
=>

DL-DATA.cfm{Status := “Failure — not available destination”}
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Current

Event/Condition

=>actions

Next state

READY

DL-DATA.req { DST_addr, DSAP, SSAP, Priority, DLSDU, DLSDU
length }

/ CHECK_PARA( DLSDU length ) = “ True” &&
DLM-GET_PATH.ind { D_MAC_addr, R-port } =* Success” &&
CHECK_RTQUEUE( ) = “Full”

=>

DL-DATA.cfm{Status := “Failure — The RT-queue is full”}

READY

READY

DL-SPDATA.req {DLSDU, DLSDU length}
/ CHECK_PARA(DLSDU length) = “True” &&
CHECK_NRTQUEUE() <> “Full”

=>

DLPDU := DLSDU

R-port := R-port1 && R-port2
ENQUEUE_NRT(DLPDU, DLPDU lengtfi, R-po
DL-SPDATA.cfm {Status := “Success(}

READY|

READY

O
R

READY

READY

:= “Failure — The NRT-queue is full”’}

READY

EA

0

wM_SND.req {DST_addr, NCMT, DLMDU, Length, R-port}
/ CK_PARA(Length) = “True” &&
>HECK_RTQUEUE( ) <> “Full”

=>

Priority '= C HIGHEST PRIORITY

READY

DLPDU := BUILD_DLPDU_NCM(

DST_addr , Priority, NCMT , DLMDU, Length )
QUEUE_RT(Priority, DLPDU, DLPDU length, R-port)
DL-NCM_SND.cfm{Status := “Success”}

10

READY

DL-NCM_SND.req {DST_addr, NCMT, DLMDU, Length, R-port}
/| CHECK_PARA(Length) = “False”
=>

DL- NCM_SND.cfm{Status := “Failure — Invalid parameter”}

READY
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# Current Event/Condition Next state
=>actions
11 READY DL-NCM_SND.req {DST_addr, NCMT, DLMDU, Length, R-port} READY
/ CHECK_PARA(Length) = “True” &&
CHECK_RTQUEUE( ) = “Full”
=>
DL- NCM_SND.cfm{Status := “Failure — The RT-queue is full’}
12 READY MA-DATA ind{DLPDIL_DLPDI length R-port} READY
/ CHECK_FRAME_ETH_TYPE(DLPDU) = “RAPIEnet” &&
CHECK_FRAME_FOR_THIS(DLPDU) = “True” &&
CHECK_FC(DLPDU) <> “Network control message”
=>
DST_addr := GET_D_ADDR(DLPDU)
SRC_addr := GET_S_ADDR(DLPDU)
DSAP := GET_DSAP(DLPDU)
SSAP := GET_SSAP(DLPDU)
DLSDU := GET_DLSDU(DLPDU
DLSDU length := leng
DLS-user := GET_DL
dst_dIs_user := SET/DLS_US
dst_dIs_user.DL-DATA.i
DSTQ%\SM LSDU length}
13 READY MA-DA .inE\{D U, READY|
14 READ WA DAW{DLPDU, DLPDU length, R-port} READY|
x / CHECK_FRAME_ETH_TYPE(DLPDU) = “RAPIEnet” &&
CHECK_FRAME_FOR_THIS(DLPDU) = “True” &&
>HECK_FC(DLPDU) = “Network Control Message”
=>
L

BSTaddr:=GET D-ADBR(D
SRC_addr := GET_S_ADDR(DLPDU)
DLMDU := GET_DLSDU(DLPDU)
length := GET_DLSDU(DLPDU length)
cmd := GET_NCM_CMD(DLPDU)

DL-NCM_SND.ind{DST_addr, SRC_addr, NCMT, DLMDU, DLMDU
length, R-port}
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# Current Event/Condition Next state
=>actions
15 READY New DLPDU from DLS-user READY
/ CHECK_RTQUEUE( ) <> “Empty”
=>
DLPDU := DQUEUE_RT(policy)
MA-DATA.req {DLPDU, DLPDU length, R-port}
16 READY New DLPDU from DLS-user READY
/ CHECK_RTQUEUE( ) = “Empty” &&
/ CHECK_NRTQUEUE( ) <> “Empty”
=>
DLPDU := DQUEUE_NRT( )
MA-DATA.req {DLPDU, DLPDU length, R-port} <\
7.6.2.4  DLPM functions
All furlctions of the DLPM are summarized in Talle
Table 90 ~DL unctions
Function name Input ( b\\tp\{ > Operation
CHELK_PARA SD th roekFalse Return FALSE if the DLSDU exdeeds
\ the C_MAX_USER_DLMDU_$IZE.
N ~ Otherwise, return TRUE
CHELK_RTQUEUE OoRg) tatus Check the RT-queue condition.| The
> returned status is “Full,” “Empty” or
/(2 “Queued”
BUILUD_DLPDU MAQ " ad DLPDU Build DLPDU and return the DYPDU
OSY. addr DLPDU length and its length
DSAP
SA
Priority
DLSDU
DLSDU length
ENQUEUE_RT Priority (none) Queues the input data into the thil of
DLPDU the RT-queue
DLPDU length
R-port
CHECK_NRTQUEUE (none) status Check that the NRT-Queue condition
for DATA is fully queued. The
returned status is “Full,” “Empty” or
“Queued”
ENQUEUE_NRT DLPDU (none) Queues the input data into the NRT-
DLPDU length QUEUE on a FIFO basis
R-port
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Function name Input Output Operation
BUILD_DLPDU_NCM DST_addr DLPDU Build NCM DLPDU and return the
Priority DLPDU length DLPDU and its length
NCMT
DLMDU

DQUEUE_RT Policy DLPDU Get a DLPDU from the RT-queue as
DLPDU length specified by the DLPMSP
R-port
DQUEUE_NRT (none) DLPDU Get a DLPDU 1 the NRI-queue
DLPDU length according to the’ FIF ethod
R-port
CHELCK_FRAME_ETH_TYPE | DLPDU status Ch FE)
Engt” when'the type is
CHELCK_FRAME_FOR_THIS | DLPDU True/False icast
DL-
DL-
agdressy Otherwise, return FALSE
CHEEK_FC DLPDU status \\c’he K if the received frame lis a
neffvork control message
Return “Network control message” if
the FC field indicates NCM.
f\ Otherwise, return “Other”
GET|D_ADDR DDQO DST addr Return the Destination DL-addreks of
N ~ the DLPDU
GET|S_ADDR CRDU RC_addr Return the Source DL-address df the
DLPDU
GET|DSAP N/ \ DLRDY NMsapP Return the Destination SAP of the
DLPDU
GET|ssAP /\ DI)SKQU > SSAP Return the Source SAP of the DLPDU
GET DLSDU Return DLSDU of the DLPDU

GET|

DLPDU length

DLSDU length

Return the DLSDU length

GET|DLS_ R\ DSAP DLS-user ID Return the DLS-user ID that ownf the
DSAP
SET|DLS, USER DLS-user ID DLS-user object Return the DLS-user object using the
DLS-user ID
GET_NCTMT DLPDU NCMI Return the NCMT of the NCM DCPDU
7.6.3 DLL management protocol
7.6.3.1 Overview

This clause describes the interface protocol between the DLM and the DLMS-user. This

description of the DLL management protocol

provides the DLL management services

specified in Clause 7 by making use of the services available to the DLMS-user. Full
implementation details and matters of local responsibility are not included in this clause.
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Primitive exchanged between DLM and DLS-user

Table 91 summarizes all primitives exchanged between the DLM and the DLS-user.

Table 91 — Primitives exchanged between DLM and DLS-user

Primitive source Associated parameters Description
DLM-RESET.req DLS-user <none> This request primitive causes the DLM to
reset the DLE
DLM{RESETTnf Biivt PDtivt=status Fhismdicatesthestatusof theTeset
DLM4{SET_VALUE.req DLS-user Variable name This service is used to assign new-vplues
) to the DLE variabfe
Desired value
DLM{SET_VALUE.cnf DLM Status The DLMS- er xe |ves onfirmation that
the sp |ed varigbl beer det to
the ne va
DLM-{GET_VALUE.req DLS-user Variable name m«g \dt readMhe valug of a
DLM{GET_VALUE.cnf DLM Status ice etu Mactual value ¢f the
eC| 'ed i
Current value
DLM{SAP_ALLOC.req DLS-user SAP \/ ervice_is used by the DLMS-uger to
3<\Q ob assignment from the DLM
DLM-{SAP_ALLOC.cnf DLM Status rV|ce returns the result statys of
DLM -SAP_ALLOC.req
DLM- DLS-user )his service is used by the DLMS-uger to
SAP_|IDEALLOC.req release and return the allocated SAP to
the DLM
DLM- M This service returns the result statys of
SAP_|DEALLOC.cnf DLM-SAP_DEALLOC.req
DLM- S-us AR \/ This service is used by the DLMS-uger to
GET|SAP_INFO.r obtain the information of already allofpated
N AL SAP from the DLM
DLM- LM Stat This service returns the result statys of
GET|SAP_INFO.cn DLM-GET_SAP_INFO.req, specifically the
DLS-user ID result status and DLS-user ID
DLM-{GET,DIAG.re NDDS-us Diag-type This service is used by the DLMS-uger to
obtain the diagnostic information frofn the
DLM{GET_DIAG-gnf DLM Status This service returns the result statys of
. DLM-GET_SAP_INFO.req, specifically the
Diag result status and diagnostic informatign
DLM-{EVENT.ind DLM Event This service is used to inform the DLMS-
user about cerfain events or errors in the
DLL

The parameters used with the primitives exchanged between the DLM and the DLS-user are

described in Table 92.

Table 92 — Parameters used with primitives exchanged between DLM and DLS-user

Parameter

Description

DLM-status

can be one of

“OK - successfully completed”;

“Failure — terminated before completion”

This parameter allows the DLMS-user to determine whether or not the requested DLMS
was provided successfully. It it failed, the reason is specified. The value of this parameter
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Variable name This parameter specifies the DLE variable whose value is to be set
Desired value This parameter specifies the desired value for the selected variable
Status This parameter allows the DLMS-user to determine whether or not the requested DLMS

was provided successfully. If it failed, the reason is specified. The value of this parameter
can be one of

“OK - success — the variable could be updated”;
“Failure — the variable does not exist or could not assume the new value”;

“Failure — invalid parameters in the request”

Current value This parameter indicates the current value of the designated variable

DLS-pserb Fhis—parameterindicates—thenumericidentifieationrof-thetoeal-BES-tuser—bBES—userID is
unique in a device /\

SAP This parameter indicates the DLSAP /\\

Diagitype This parameter indicates the type of diagnostic information
“DIAG_TYPE_L_DEVICE_INFO - local device informati
“DIAG_TYPE_R_DEVICE_INFO - remote device infor
“DIAG_TYPE_NET_INFO — network |nformat|on

Addr This parameter indicates the DL-address of \gq{ (0]

Event This parameter specifies the primitive or om o ite Wnounced The pogsible

values are defined in the correspond(mg\

7.6.3.2.2 Primitives exchanged b

Table |87 summarizes all prixitives excanet

7.6.3.2.3 Primitive
Table|93 and Ta 94
and the DMAC.

a exchanged between DLM and DMAC

PrimitiéN \s\o{% Associated parameters Description

MA J-Iésh‘f\réq \‘ bkM <none> Reset MAC layer

MAC-FW_ I)\q \D(M R-port This service is used to control the frame
E en forward functions in the MAC layer

MAC-EW\CTRL.cnf D-MAC Status This service returns the result status of
MAC-FW_CTRL.req
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Table 94 — Parameters used with primitives exchanged between DLM and DMAC

Parameter name

Description

R-port This parameter indicates the RAPIEnet Ethernet port. Every RAPIEnet device has two
R-ports: R-port1 and R-port2.

F_en This parameter indicates the frame forward control status between the two R-ports:
“Enable - enable the hardware-based frame forward function”
“Disable - disable the hardware-based frame forward function”

Status This parameter allows the DLMS-user to determine whether or not the requested DLMS

was provided successfully. If it failed, the reason is specified. The value of this
parameter can be one of

“OK - success — the variable could be updated”;

“Failure — the variable does not exist or could not assume the pew value”;

“Failure — invalid parameters in the request” /\

7.6.3.2.4 Primitive exchanged between DLM and DP.

Table|95 and Table 96 summarize all primitives and parametersi&xchahged between th¢ DLM

Table 95 — PrimitivW%\Q}etw er@. d DPHY

and the DPHY.

%

Primitive name source ssck'ﬁt P;N\met\e\rs—«/ Description

Ph-RESET.req

DLM ( <n8ne< > Reset physical layer

Ph-GHT LINK_STATUS.req DL R-p\aQ This service is used to obtajn link
status information from the physical
layer

Ph-GHT_LINK_STATUS.cnf HY R-purt This service returns the |result
status of Ph-
L us GET_LINK_STATUS.req

Ph-LINK_STATUS_CHANGENnd DR /ﬁ-port This service is used to notify the
/\ DLM of the link status change

event

Ta@e\P

Wt s used with primitives exchanged between DLM and DPH)Y

N\

Parameter na

Description

R-por parameter indicates the RAPIEnet Ethernet port. Every RAPIEnet device has tiwvo R-
ports: R-port1 and R-port2
L_status “link active — The link is activated and available for communication”

“link inactive — The link is not activated and not available for communication”
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7.6.3.3 DLM state table

The DLM is maintained with 6 states: INITIALIZE, SA, LNM, GD, RNMP, and RNMS. The DLM
controls the frame forward functions in the MAC layer according to its DLM state. DLM state
transition diagram and descriptions are shown in Figure 42 and Table 97.

DLM-SAP_ALLOC.req /. cnf 2,3
DLM-SAP_DEALLOC.req/ .cnf 4.5
DLM-GET_SAP_INFO.req / .cnf 6.7
DLM-SET_VALUE.req / .cnf 89"
DLM-GET_WALUE.req / .cnf 10,11
DLM-GET_DIAG.req [.cnf 15.16
DLM-RESET.req / .cnf 12
DLM-EVENT.ind 31,32,33,34,35,37,38,39,43,45,47,48,51,52,53,54,55,56,58,59,61
DLM-GET_PATH.req / .cnf 13,14

37,38,39,40,49
50,52,54,55

22,23,24,25,26,
27,28,29,30

DL-NCM_SND.req / .

O 1,17,18,19,

20,21
Ph-GET_LINK_STATUS.req/ .cnf
Ph-LINK_STATUS_CHANGE.ind
Ph-RESET.req / .cnf

#9,50,53,54,
56,58,59,61,62

ure 42 — State transition diagram of DLM

SA (stand-alo

state.

LNM (line network manager)

This state means that the local device is located at the end of a line network. The LNM device
is linked on the line network with one of its two R-ports. Both frame forward functions are
disabled in the LNM device.

GD (general device)

This state means that the local device is connected to the network through both its R-ports.
Both frame forward functions are enabled in the GD device. However, the frame forward
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functions in the GD device are suspended until the device receives NCM_LS DLPDU or

NCM_RS DLPDU.

RNMP (primary ring network manager)

This state means that the local device is automatically selected as the primary ring network
manager in a ring network. The RNMP device selects one of its neighbouring devices as the
secondary ring network manager (RNMS) using the NCM_RS DLPDU. The RNMP device
disables the frame forward function in the RNMS direction but keeps the frame forward
function in the other direction enabled.

RNMS (secondary ring network manager)
This jlate means that the local device is selected as the secondary ring gnager in a
ring network. The RNMS device disables the frame forward function/in\the ectipn but
keeps|the frame forward function in the other direction enabled.
Table 97 — DLM state tab \
# Current Event/ Condition \ Next qtate
1 INITIALIZE | POWER-ON or RESET \/ SA
, O
=>
INIT_ENV_VAR()
INIT_SAP_INFO( )
/\\ Mnté\trigg\ewé by the DL-Management service are listed below.
2 |a sta}e\ \@_ALLoc.req {SAP, DLS-user ID} Any stdte
/ ECK_ALLOC_SAP(SAP) = “True”
=>
ALLOC_SAP(SAP, DLS-user ID)
Status = "success
DLM-SAP_ALLOC.cnf {Status}
3 Any state DLM-SAP_ALLOC.req { SAP, DLS-user ID} Any state
| CHECK_ALLOC_SAP(SAP) <> “True”
=>
Status := “Failure — SAP is already allocated to another DLS-user”
DLM-SAP_ALLOC.cnf {Status}
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Current

Event/ Condition

=>actions

Next state

Any state

DLM-SAP_DEALLOC.req { SAP }

/ CHECK_DEALLOC_SAP( SAP ) = “True”
=>

DEALLOC_SAP(SAP)

Status := “success”

DLM-SAP_DEALLOC.cnf {Status}

Any state

Any state

DLM-SAP_DEALLOC.req { SAP }

/ CHECK_DEALLOC_SAP( SAP ) <> “True”
=>

Status := “Failure — SAP is not allocated to a DLS-usep’

DLM-SAP_DEALLOC.cnf {Status}

Any.sidte

Any state

=>
DLS-user ID := GET_U

Status := “Success”

DLM-GET_SAP_ANFO: S%D S-uger 1D}

Any stdte

Any state

_INFQeg DSAP)

q
EDSAP(SAP) <> “True”

DLM-GET_SAP_INFO.cnf { Status, DLS-user ID}

Any stdte

Any, state

M-SET_VALUE.req { variable name, desired value}
/| CHECK_VALUE(variable name, desired value) = “valid”

Any stdte

=>
SET_VALUE(variable name, desired value)
Status := “success”

DLM-SET_VALUE.cnf { Status }

Any state

DLM-SET_VALUE.req { variable name, desired value}

/| CHECK_VALUE(variable name, desired value) <> “valid”
=>

Status := “Failure — invalid parameters in the request”

DLM-SET_VALUE.cnf { Status }

Any state
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# Current Event/ Condition Next state
=>actions
10 Any state DLM-GET_VALUE.req {variable name} Any state
/ CHECK_VAR(variable name) = “valid”
=>
Current value := GET_CURRENT_VAL(variable name)
Status := “success”
DLM-GET_VALUE.cnf { Status , Current value }
11 Any state DLM-GET_VALUE.req {variable name} Anystdte
/ CHECK_VAR(variable name) <> “valid”
=>
Current value := INVALID_VALUE
Status := “Failure — invalid parameters in the request”
DLM-GET_VALUE.cnf { Status , Current value }
(X
12 Any state DLM-RESET.req { } \/ SA
/ O
=>
INIT_ENV_VAR()
INIT_SAP_INFO( )
13 Any state \D&-GET_PATH.req {Addr} Any stdte
/ CHECK_ADDR(Addr) = “valid”
=>
R-port := GET_DST_PORT(addr)
D_MAC_addr := GET_DST_MAC_ADDR(addr)
Status := “success”
DLM-GET_PATH.cnf { Status, R-port, D_MAC_Addr }
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# Current Event/ Condition Next state
=>actions
14 Any state DLM-GET_PATH.req {Addr} Any state
/ CHECK_ADDR(Addr) <> “valid”
=>
R-port := INVALID_R_PORT
D_MAC_addr := INVLID_MAC_ADDR
Status := “Failure — invalid parameters in the request”
DLM-GET_PATH.cnf { Status, R-port, D_MAC_Addr }
(™
15 Any state DLM-GET_DIAG.req { Diag-type, addr} A stdte
/ CHECK_DIAG_TYPE (Diag-type, addr) = “True”
=>
Status := “success”
Diag-info := GET_DIAG_INFO(Diag-type)
DLM-GET_DIAG.cnf {Status, Diag-info}
16 Any state DLM-GET_DIAG.req { Any stdte
/ CHECK_DIAG_TYPE (Di
=>
Status := “Failure — invalid . a
DLM-GET_DWAG/cnf { tle
\ive s trlgg>e\d\Qy t\D\N{ev t generator are listed below.
17 Any state \/P) INK_STATUS_CHA E ind {R-port} Any stdte
TATUS.req{R-port}
18 An/y\te\ WSETLINK_STATUS cnf {R-port, L_status } Any stdte
\\ / L)status = “link active” &&
HECK_NEWLY_LINK_ACTV(R-port) = “True”
=>
UPDATE_PORT_INFO(R-port, L_status )
NEWLY_LINK_ACTV(R-port)
19 Any state Ph-GET_LINK_STATUS.cnf {R-port, L_status } Any state

/ L_status = “link active” &&
CHECK_NEWLY_LINK_ACTV(R-port) <> “True”
=>

(none)
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Current

Event/ Condition

=>actions

Next state

20

Any state

Ph-GET_LINK_STATUS.cnf {R-port, L_status }

/ L_status = “link inactive” &&
CHECK_NEWLY_LINK_INACTV(R-port) = “True”

=>

UPDATE_PORT_INFO(R-port, L_status )
DLM_trg_event := GET_DLM_STATE_TRG_EVENT()
DLM_STATE_MACHINE( DLM_trg_event)

Any state

A

21

Any state

Ph-GET_LINK_STATUS.cnf {R-port, L_status }

/ L_status = “link inactive” &&
CHECK_NEWLY_LINK_INACTV(R-port) <> “True”
=>

(none)

N\

Any_stdte

AN
Events triggered by thy@%ived/ﬁé&ne>re Iis‘(ed eh;w‘.\>

22

Any state

DL-NCM_SND.ind {

DST_addr, SRC_addr, Length, R-port }

DLNM_STATE_MACHINE( DLM_trg_event)

T_addr := C_NCM_ADDR
NCMT := NCM_ADV_THIS

Any stdte

DLMDU = device information

Length = size of DLMDU
DL-NCM_SND.req{

DST_addr, NCMT, DLMDU, Length, R-port }
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Current

Event/ Condition

=>actions

Next state

23

Any state

DL-NCM_SND.ind {

DST_addr, SRC_addr, NCMT, DLMDU, Length, R-port }
/ NCMT = NCM_LINK_ACTV &&
CHECK_ECHO(DLMDU, Length) = “True”
CHECK_NET_TOPOLOGY( ) = NET_TPG_RING

=>

DLM_trg_event := DLM_STATE_TRG_RING

Any state

DLM_STATE_MACHINE( DLM_trg_event)

24

Any state

DL-NCM_SND.ind {
DST_addr, SRC_addr, NCMT, DLMDU, Length, Rspor
/ NCMT = NCM_LINK_ACTV &&

CHECK_ECHO(DLMDU, Length) = “True’,
CHECK_NET_TOPOLOGY( ) <> NET_TP

AMte te

25

Any state

TORENDEV_INFO(DLMDU, Length)
-port := INVERT_PORT(R-port)

INCy HOP_CNT(DLMDU)

DL-NCM_SND.req{

DST_addr, NCMT, DLMDU, Length, Forward-R-port}

Any stdte

DLM_trg_event := GET_DLM_STATE_TRG_EVENT()
DLM_STATE_MACHINE( DLM_trg_event)

26

Any state

DL-NCM_SND.ind {

DST_addr, SRC_addr, NCMT, DLMDU, Length, R-port }
/ NCMT = NCM_ADV_THIS &&
CHECK_ECHO(DLMDU, Length) = “True”
CHECK_NET_TOPOLOGY( ) = NET_TPG_RING

=>

Any state
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Current

Event/ Condition

=>actions

Next state

DLM_trg_event := DLM_STATE_TRG_RING
DLM_STATE_MACHINE( DLM_trg_event)

27

Any state

DL-NCM_SND.ind {

DST_addr, SRC_addr, NCMT, DLMDU, Length, R-port }
/ NCMT = NCM_ADV_THIS &&
CHECK_ECHO(DLMDU, Length) = “True”
CHECK_NET_TOPOLOGY( ) <> NET_TPG_RING

Any state

=>
DLM_trg_event := GET_DLM_STATE_TRG_EVENT()
DLM_STATE_MACHINE( DLM_trg_event)

28

Any state

DL-NCM_SND.ind {
DST_addr, SRC_addr, NCMT, DLMDU, Lengtt~R-pott }
/ NCMT = DLM_ RING_START &&
CHECK_ECHO(DLMDU, Length) <

STORE_DEV_INFO(DL
DLM_trg_event := DLM

ON\

Any stdte

29

Any state

Any stdte

30

Any state

DST_addr, SRC_addr, NCMT, DLMDU, Length, R-port }

Any stdte

STORE_DEV_INFO(DLMDU, Length)
DLM_trg_event := DLM_STATE_TRG_LINE_STARTED
DLM_STATE_MACHINE( DLM_trg_event)

Device information-related procedures are listed below.
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Current

Event/ Condition

=>actions

Next state

31

Any state

STORE_DEV_INFO(DLMDU, length, R-port)

/ CHECK_NET_ADDR_COLLISION(DLMDU) <> “True” &&

CHECK_THIS_ADDR_COLLISION(DLMDU) = “True” &&
CHECK_NEWLY_IN_DEVICE(DLMDU) = “True”

=>

events := EVENT_THIS_ADDR_COLLISION | EVENT_IN_DEVICE

DLM-EVENT.ind(events)

Any state

SAVE_DEV_INFO(DLMDU, length, R-port)

A\

32

Any state

STORE_DEV_INFO(DLMDU, length, R-port)
/ CHECK_ NET_ADDR_COLLISION(DLMDU) = “True”
CHECK_THIS_ADDR_COLLISION(DLMDU) <> €True

Mte te

33

Any state

Any stdte

34

Any state

NSJORE_DEV_INFO(DLMDU, length, R-port)

/ CHECK_ NET_ADDR_COLLISION(DLMDU) <> “True”

Any stdte

CHAEURA_THAITS_AUUR_UVULLISITUN(DLNIDU) = TTUE
CHECK_NEWLY_IN_DEVICE(DLMDU) <> “True”
=>

events := EVENT_THIS_ADDR_COLLISION
DLM-EVENT.ind(events)
SAVE_DEV_INFO(DLMDU, length, R-port)

35

Any state

STORE_DEV_INFO(DLMDU, length, R-port)

/ CHECK_ NET_ADDR_COLLISION(DLMDU) <> “True”
CHECK_THIS_ADDR_COLLISION(DLMDU) <> “True”
CHECK_NEWLY_IN_DEVICE(DLMDU) = “True”

Any state
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Current

Event/ Condition

=>actions

Next state

=>

events := EVENT_IN_DEVICE
DLM-EVENT.ind(events)
SAVE_DEV_INFO(DLMDU, length, R-port)

36

Any state

STORE_DEV_INFO(DLMDU, length, R-port)
/ CHECK_NET_ADDR_COLLISION(DLMDU) <> “True”
CHECK_THIS_ADDR_COLLISION(DLMDU) <> “True”

Any state

CHECK_NEWLY_IN_DEVICE(DLMDU) <> “True”
=>

SAVE_DEV_INFO(DLMDU, length, R-port)

Path table update procedures are listed below \ \ \

37

Any state

DELETE_DEV_INFO( Device UID)

/ CHECK_UID(UID) = *valid”
CHECK_THIS_ADDR_COLLISION_CL
CHECK_NET_ADDR_COLLISION

=>
DEL_DEV(UID)
Events := EVENT_OUT

Any stdte

38

Any state

DLM-EVENT.ind(Events)

Any stdte

39

Any state

DELETE_DEV_INFO( Device UID)

/ CHECK_UID(UID) = “valid”
CHECK_THIS_ADDR_COLLISION_CLEAR( UID) <> “True”
CHECK_NET_ADDR_COLLISION_CLEAR( UID) = “True”
=>

DEL_DEV(UID)

Events := EVENT_OUT_DEVICE |
EVENT_NET_ADDR_COLLISION_CLEAR

DLM-EVENT.ind(Events)

Any state
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Current

Event/ Condition

=>actions

Next state

40

Any state

DELETE_DEV_INFO( Device UID)
/ CHECK_UID(UID) <> “valid”
=>

(<none>)

Any state

State transitions in the DLM state machine are listed below.

41

SA

NEWLY_LINK_ACTV(R-port)

/

=>

DST_addr := C_NCM_ADDR

NCMT := DLM_LINK_ACTV

DLMDU := local device information
Length := size of local device information

DL-NCM_SND.req(DST_addr, NCMT, D

o

SA

42

SA

DLM_STATE_MACHINE(DLNA tris even U
/ DLM_trg_event <> DLM_STATE\NTRG\.P
=>
(<nonem%
N N

SA

43

SA

AC EQLM Mrg_event)
trg_ev¥ent = \DLMN\STATE_TRG_P1

LNM

44

LNM

NEWLY_LINK_ACTV(R-port)
/

LNM

=>

DST_addr := C_NCM_ADDR

NCMT := DLM_LINK_ACTV

DLMDU := local device information
Length := size of local device information

DL-NCM_SND.req(DST_addr, NCMT, DLMDU, Length, R-port)
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Current

Event/ Condition

=>actions

Next state

45

LNM

DLM_STATE_MACHINE(DLM_trg_event)

/ DLM_trg_event = DLM_STATE_TRG_PO

=>

CHANGE_TOPOLOGY(NET_TPG_SA)
CHAGNE_DLM_STATE(SA)

Events := EVENT_NET_TPG_CHG | EVENT_DEV_STATE_CHG
DLM-EVENT.ind ( events)

SA

UPDATE_PATH_TABLE(SA)

46

LNM

DLM_STATE_MACHINE(DLM_trg_event)
/ DLM_trg_event = DLM_STATE_TRG_P1
=>

(<none>)

LNM

47

LNM

DLM_STATE_MACHINE(DLM_trg_event) ~
/ DLM_trg_event = DLM_STATE_TRG_

=>

GD

48

GD

CHAGNE_DLM_STATE(G
Events := EVENT_DEV_SJTATE _C
DLM-EVENT.ind ( even

C :>’NCM_LINE_START
DLNDU := local device information
€ngth := size of local device information

R-port := link active R-port

LNM

DL-NCM_SND.req(DST_addr, NCMT, DLMDU, Length, R-port)
UPDATE_PATH_TABLE(LINE)
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Current

Event/ Condition

=>actions

Next state

49

GD

DLM_STATE_MACHINE(DLM_trg_event)

/ DLM_trg_event = DLM_STATE_TRG_P2 &&
Network information.topology = LINE &&
CHECK_LNMS( ) = “valid”

=>

R-port := R-port1

Forward_control :=FW_ENABLE

GD

FW_CTRL(R-port, Forward_control)
R-port := R-PORT2
FW_CTRL(R-port, Forward_control) /\

50

GD

DLM_STATE_MACHINE(DLM_trg_event)

/ DLM_trg_event = DLM_STATE_TRG_P2 &&
Network information.topology = LINE &&
CHECK_LNMS( ) <> “valid”

=>

R-port := R-port1
Forward_control := FW ABL
FW_CTRL(Forward_co

R-port := R-PORT2

51

GD

DL EDLM Xrg_event)
LMXST _TRG_RING &&

NT.ind ( events)
DSY_addr := C_BROADCAST_ADDR
NCMT := NCM_RING_START

DI MDU := local device information

RNMP

Length := size of local device information

R-port := both R-port

Rnms_UID := GET_RNMS_UID( )
SET_RNMPS_UID(Rnms_UID, DLMDU)
DL-NCM_SND.req(DST_addr, NCMT, DLMDU, Length, R-port)

52

GD

DLM_STATE_MACHINE(DLM_trg_event)
/ DLM_trg_event = DLM_STATE_TRG_RING &&
CHECK_RNMP( ) <> RNMP

GD
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/ DLM_trg_event = DLM_STATE_TRG_RING_STARTED &&
GET_RNMS_UID( ) = device information.UID

# Current Event/ Condition Next state
=>actions
=>
CHANGE_TOPOLOGY(NET_TPG_RING)
Events := EVENT_NET_TPG_CHG
DLM-EVENT.ind ( events)
53 | GD DLM_STATE_MACHINE(DLM_trg_event) RNMS

=>

Forward-control := FW_DISABLE
R-port := GET_R_PORT_FOR(addr of RNMP)
FW_CTRL(R-port, Forward-control)

R-port := INVER_R_PORT(GET_R_PORT_FOR(addr MP
Forward-control := FW_ENABLE
FW_CTRL(R-port, Forward-control)

CHANGE_TOPOLOGY(NET_TPG_
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Current

Event/ Condition

=>actions

Next state

54

GD

DLM_STATE_MACHINE(DLM_trg_event)

/ DLM_trg_event = DLM_STATE_TRG_RING_STARTED &&
GET_RNMS_UID( ) <> device information.UID

=>

Forward_control :=FW_ENABLE

R-port := R-PORT1

FW_CTRL(R-port , Forward_control)

GD

R-port := R-PORT2
FW_CTRL(R-port , Forward_control)

CHANGE_TOPOLOGY(NET_TPG_RING)
Events := EVENT_NET_TPG_CHG
DLM-EVENT.ind ( events)
UPDATE_PATH_TABLE(RING)

A AN

55

GD

DLM_STATE_MACHIN

/ DLM_trg_event = DLM STARTED

GD
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Current

Event/ Condition

=>actions

Next state

56

RNMS

DLM_STATE_MACHINE(DLM_trg_event)
/ DLM_trg_event = DLM_STATE_TRG_P1
=>

Forward_control := FW_DISABLE

R-port := R-PORT1

FW_CTRL(R-port, Forward_control)
R-port := R-PORT2

LNM

FW_CTRL(R-port, Forward_control)
CHANGE_TOPOLOGY(NET_TPG_LINE)
CHAGNE_DLM_STATE(LNM)

Events := EVENT_NET_TPG_CHG | EVENT_DEV_STATE_)
DLM-EVENT.ind ( events)

DST_addr := C_BROADCAST_ADDR

NCMT := NCM_LINE_START

DLMDU := local device information

R-port)

57

RNMS

ONE

LMNSTATE H
eveht-=D

| (W_event)

STATE_TRG_P2

RNMS

58

M_STMATE_MACHINE(DLM_trg_event)

LNMINtfg_event = DLM_STATE_TRG_LINE_STARTED

R-port := R-PORT1

EForwa rd_rnnfrnl -=F\I\I_FNARI E

GD

FW_CTRL(R-port, Forward_control)

R-port := R-PORT2

FW_CTRL(R-port, Forward_control)
CHANGE_TOPOLOGY(NET_TPG_LINE)
CHAGNE_DLM_STATE(GD)

Events := EVENT_NET_TPG_CHG | EVENT_DEV_STATE_CHG
DLM-EVENT.ind ( events)

UPDATE_PATH_TABLE(LINE)
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Current

Event/ Condition

=>actions

Next state

59

RNMP

DLM_STATE_MACHINE(DLM_trg_event)
/ DLM_trg_event = DLM_STATE_TRG_P1
=>

R-port := R-PORT1

Forward_control := FW_DISABLE
FW_CTRL(R-port, Forward_control)
R-port := R-PORT2

LNM

FW_CTRL(R-port, Forward_control)
CHANGE_TOPOLOGY(NET_TPG_LINE)
CHAGNE_DLM_STATE(LNM)

Events := EVENT_NET_TPG_CHG | EVENT_DEV_STATE_)
DLM-EVENT.ind ( events)

DST_addr := C_BROADCAST_ADDR

NCMT := NCM_LINE_START

DLMDU := local device information

R-port)

60

RNMP

RNMP

61

i

<
R

M_STATE_MACHINE(DLM_trg_event)
LNVN#g_event = DLM_STATE_TRG_LINE_STARTED

R-port := R-PORT1
Forward control := FW ENABI F

GD

FW_CTRL(R-port, Forward_control)

R-port := R-PORT2

FW_CTRL(R-port, Forward_control)
CHANGE_TOPOLOGY(NET_TPG_LINE)
CHAGNE_DLM_STATE(GD)

Events := EVENT_NET_TPG_CHG | EVENT_DEV_STATE_CHG
DLM-EVENT.ind ( events)

UPDATE_PATH_TABLE(LINE)



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

PAS 62573 © IEC:2008(E) -133 -
# Current Event/ Condition Next state
=>actions
62 RNMP DLM_STATE_MACHINE(DLM_trg_event) RNMP
/ DLM_trg_event = DLM_STATE_TRG_ACK_RNMS
=>
Forward-control := FW_DISABLE
R-port := GET_R_PORT_FOR(addr of RNMS)
FW_CTRL(R-port, Forward-control)
Forward-control := FW_ENABLE
R-port := INVER_R_PORT(GET_R_PORT_FOR(addr of RNMS))
FW_CTRL(R-port, Forward-control)
7.6.3.4 DLM functions
Table|98 shows the internal functions provided by the D
Table @@t
Function name Input N b‘k\\ \ Operation
INIT_|CONF_PAR Injtialize DLL configuration parameters| (see
m 3.6.1)
INIT_|SAP_INFO \\( \\\) )\/ Initialize SAP information (see 8.3.6.3)
N N
INIT_|IDEV_INFO Initialize local device information |(see
8.3.6.4)
INITINET_INFO <\ \/\ Initialize network information(see 8.3.6|5)
N\
INIT [PATH_INFO N/ Initialize path table information | (see
8.3.6.6)
AN
CHEEK LN\ \S}P True/False Return TRUE if the SAP is available
Otherwise, return FALSE
ALLQCSSAP SAP Register DLS-user ID in the |SAP
information
DLS-user ID
CHECK_DEALLOC_SAP SAP True/ False Check if the SAP can be de-allocated
DEALLOC_SAP SAP Remove the DLS-user ID from the SAP
information
CHECK_ALLOCEDSAP SAP True/ False Check if the SAP is already allocated to a
certain DLS-user
GET_USERID_FOR_SAP | SAP DLS-user ID Return the DLS-user ID that owns the
allocated SAP
CHECK_VALUE Variable name Valid/Invalid Check that the requested variables with
desired value are valid
SET_VALUE Variable name Set the value of the requested variable
desired value
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Function name

Input

Output

Operation

GET_CURRENT_VAL

Variable name

Current_value

Get the value of the requested variable

CHECK_ADDR DL-Address Valid/Invalid Check if the designated DL-address is
valid. Return “Valid” if the unicast DL-
address is registered in the path table.
Return “Invalid” if the unicast DL-address is
not registered in the path table
Return “Valid” if the designated DL-address
is not in the range of the unicast DL-
address

GET [DST_PORT DLC-AJATess R-port Returm _the destnaton  R-port tor] the
designated device in }ﬁe\pa{Qtable

GET|DST_MAC_ADDR Address MAC address Return the 1SO/I 8802-3 C adflress
for the designa device inxhelpath tgble

CHECK_DIAG_TYPE Diagnostic_type True/False jaghostie” in m%n type

Addr isidyailable
GET|DIAG_INFO Diagnostic_type Diagnostic Return the djag tic infgrmation accgrding
information ediagnogfic info ion type
Addr
CHECK_NEWLY_LINK_A | R-port True/False Check™i eWhas changed from| “link
CTV /(x actiwe” toXlink Active” status
N
UPDATE_PORT_INFO R-port date the port information in the device
inf ion (see 8.3.6.4.8)
status /l
CHECK_NEWLY_LINK_I R-port Fals v?ueck if the R-port has changed from ‘Jink
NACTV /\ ctive” to link Inactive” status
TN

GET|DLM_STATE_TRG \\ igger Everit Get DLM state triggering event using the

EVENT port information in the device informatipn
DLM_STATE_TRG_PO

Q DLM_STATE_TRG_P1
DLM_STATE_TRG_P2
DLM_STATE_TRG_RING
DLM_STATE_TRG_RING_STARTED
DLM_STATE_TRG_LINE
DLM_STATE_TRG_LINE_STARTED

CHECK,ECHO DLMDU, length True/False Check if the DLPDU was generated by the
device itself

INC_HOP_CNT DLMDU Increment the Hop count field in the
DLMDU

INVERT_PORT R-port R-port Invert logical interface to the R-port. Return
R-port2 if the input is R-port1 and return R-
port1 if the input is R-port2

CHECK_NET_TOPOLOG Network Check if the network is configured as a ring

Y topology topology
Return NET_TPG_RING if the broadcast
network control message is received by the
device itself. Otherwise, return
NET_TPG_LINE

CHECK_NET_ADDR_CO | DLMDU True/False Return TRUE if the source DL-address in

LLISION

the DLMDU is duplicated at one of the other
devices on the network. Otherwise, return

FALSE
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Function name Input Output Operation
CHECK_THIS_ADDR_C DLMDU Return TRUE if the source DL-address in
OLLISION the DLMDU is duplicated in the local device

itself. Otherwise, return FALSE
CHECK_NEWLY_IN_DE DLMDU True/False Check if the source DL-address in the
VICE DLMDU is not registered in the Device
information
SAVE—DBEYV—HNFS BvbY Store—the—device—nformeation—tr—the—BHMDU
to the path table
length
R-port (\
DEL_|DEV Device UID Remove the gath\takle i rrespopding
to the DN
CHAINGE_TOPOLOGY Topology Update™\\t c;ogy in the nefwork
informatio
CHAGNE_DLM_STATE | DLM-state &/ ?date he “BLS/ state in the dpvice
<\</> i or@tio
UPDATE_PATH_TABLE Topology N \ Uptate and recalculate the destinatiorn) port
in the path table according to the nefwork
; >Dology (see Annex A)
CHECK_LNMS True/False Check if two LNMs are listed in the| path
table
FW_CTRL -p Enable or disable the frame fofward
function for the R-port
Con{rol
GET|RNMS_{ID uiD Return the device UID registered as RNMS
in the path table. Return INVALID_\YID if
\ the RNMS is not found in the path tablé
GET|R_PORTF DL-address R-port Return the destination R-port to thg DL-
address from the path table. Return
INVALID_ADDR if no table entry is foupd

7.7 Constants

7.71 General

This section describes the RAPIEnet DLL constants and their values.

7.7.2 Constants

Table 99 summarizes all DLL constants.
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DLM|

S

STATE_TRGEQH\J\Q

RNMP is detected in the ring network

DLM

] STATEg\fRG\_H\\r\E \ §

Line network is automatically configured

DLM

] sym'\?ge_wﬁ\_sﬂmén/

New line network is configured

Constant Value Description
C_HIGHEST_PRIORITY 3 Highest message priority
INVALID_USER_ID 0 Invalid user identification
INVALID_R_PORT 0 Invalid R-port
NCM_LINK_ACTV 1 “link active” network control message
NCM_ADV_THIS 2 “advertise this information” network control message
NCM_ RING_START 3 “starting line topology network” network control
message
NCM] LINE_START 4 “starting ring topology network etwork/epntrol
message
NCM] ACK_RNMS 5 ACK message from RNI\/I/S\ RN P
EVENT NET TPG_CHG 0x01 Event generated wh rk\)a y s
changed
EVENT DEV_STATE_CHG 0x02 Event generated when t\E&M\tate\@zﬁanged
EVENT_THIS_ADDR_COLLISION 0x04 Event genefated ocal -address colllision
is dete;bed\
EVENT_THIS_ADDR_COLLISION_CLEAR 0x08 generatedhwhen. the logal DL-address collision
|s cl areﬁ
EVENT_NET_ADDR_COLLISION 10 er@j wh the network DL-adfress
oII SIOI"I isde e
EVENT_NET_ADDR_COLLISION_CLEAR 20 vent/generated/ when the network DL-adfress
lisior\is cleared
EVENT IN_DEVICE \0x4 B r?hg\en}ated when a device first joins the nefwork
EVENT_OUT_DEVICE 80 Event\generated when a device disconnects fropn the
ne rk
DLM|STATE_TRG_PO I <\ 1 MRAPIEnet device is linked through the R-port
DLM|STATE_TRG/PY_ \ > 2 > One of two R-ports is linked to the RAPIEnet deyice
DLM[STATE_TRGN2” % Both R-ports are linked to RAPIEnet devices
DLM | STATE_TRG7R4\§‘Q \/\\4/ Ring network topology is automatically configured
5
6
7

C_Nd MM\ \\/ OxFFFE | The DL-address for network control messages
C_BF OADCAST\_AQDRX OXFFFF | DL-address for broadcast
FW_ENABLE 1 Enable frame forwarding function
FW_DISABLE 0 Disable frame forwarding function
INVALID_UID 0 Invalid unique identification
INVALID_ADDR OxFFDC | Invalid address

7.7.3 Data link layer error codes

Table 100 summarizes all DLL error codes.
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Table 100 — RAPIEnet DLL error codes

Error value Description
ERR_FRAME_SIZE 0x1001 Frame size error
ERR_PROTOCOL_VER 0x1002 Protocol version error
ERR_NOT4ME_FRAME 0x1003 Received frame is not intended for the local device
ERR_SAP 0x1004 Service access point error
ERR_SERVICE_CMD 0x1005 Service command error
ERR_NO_DST_ADDR 0x1006 No device found matching the destination DL-address
ERR |PRM 0x1007 Invalid parameter TN
ERRNG_DEV_INFO 0x1008 Device information error
ERR|GET DEV_INFO 0x1009 Device information size error /\\ \
ERR |Q_ALREADY_FULL 0x100A | Queue is full \ \
ERR |SAP_ALREADY REGED 0x100B The SAP is already allo<ated\mé\Dl>§-u}e{ \/.
ERR |SAP_NOT REGED 0x100C | The SAP is not allo¢a d}o\a Q@%se&
ERR [NO_MATCHED_ITEM 0x100D No item is foupe-i w\@\ \\/
ERR |INVALID_DIAG_TYPE 0x100E Dlagnostlc(nfo@tlomw
ERR |DEV_CNT_EXIED 0x2001 DL- adC'e\\\ls/lg/geMan MX ADDR
NOT |SUPPORTEDSAP 0x200§ In@ld SA@ addkess\e/ror)\/

INVALID_DEV_INFO 0x2003 > |n\e\\d\ev}e\nfor 4 error
8 Application layer service defi iti% v

8.1 Introduction

This glause defin A 3pph sn layer service. This clause is to be one |of the
real-time Etherng i gilitate the interconnection of automation gystem
components. icatio services provide reliable and transparent| data
commpunication amo R Enetapphication users through the logical interface between the

RAPIE ation layer

The ided by the application protocol making use of the sdrvices
availa gr other lower layers. This clause defines the application layer
servic higher layer protocols may exploit. The application layer protocol
defing M s s A0 share and maintain the application information in an automation
system.

8.2

8.2.1

The fieldbus application layer (FAL) provides user programmes with a means to access the
fieldbus communication environment. In this respect, the FAL can be considered a window
between corresponding application programmes.

This specification provides the common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment as
well as material specific to the RAPIEnet protocol. The term “time-critical” is used to represent
the presence of a time-window within which one or more specified actions are required to be
completed with some defined level of certainty. Failure to complete specified actions within
the time window risks failure of the applications requesting the actions, with attendant risk to
equipment, plant and, possibly, human life.
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This specification defines, in an abstract way, the externally visible service provided by the
FAL in terms of

a) an abstract model for defining application resources (objects) capable of being
manipulated by users via the FAL service;
b) the primitive actions and events of the service;

c) the parameters associated with each primitive action and event and the form that they
take;

d) the interrelationship between these actions and events and their valid sequences.

The purpose of this specification is to define the services provided to

a) the¢ FAL-user at the boundary between the user and the application fayer ef the fitLIdbus
Regference Model;

b) syptems management at the boundary between the applicatio a stems

This dpecification describes the structure and services of the B\, N e with
the O|SI Basic Reference Model (ISO/IEC 7498) and tke C dplicati Licture
(ISO/IEC 9545).

FAL services and protocols are provided by FA icati iti i in the
applicption processes. The FAL AE | : cation
Servide Elements (ASEs) and a Laye that manages the AE. The
ASEs|provide communication service ‘ f related application pfocess
object] (APO) classes. One of the FAL A - ASE that provides a common
set of[services for management of the jnst ’

Althoygh these services § i gsponses are issued and delivered from
the pgrspective of applicatiops, 1O a specification of what the requestirjg and
responding applications ate{ondo wy Tat’is, these services only define what requests

and responses applications eceive, not the functions of the appligations
themselves. Th q ¢
i In additio 3

object
behavjour. n this
specif

8.2.2

The pri

applic
OSI B
critica

eptual
nt the
time-

A segondary objective is to provide migration paths from previously existing industrial
communications protocols. This latter objective gives rise to the diversity of services
standardized as the various types of IEC 61158, and the corresponding protocols
standardized in subparts of IEC 61158-6.

This specification may be used as the basis for formal application programming interfaces.
Nevertheless, it is not a formal programming interface, and any such interface shall address
implementation issues not covered by this specification, including

a) sizes and octet ordering of various multi-octet service parameters;

b) correlation of paired primitives for request and confirmation, or indication and response.
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8.2.3

Conformance

This specification does not specify individual implementations or products, nor does it
constrain the implementations of application layer entities in industrial automation systems.

There is no conformance of equipment to this application layer service definition standard.
Instead, conformance is achieved through the implementation of conforming application layer
protocols that fulfil any given type of application layer services as defined in this PAS.

ISO/IH
Mode

ISO/IH
Mode

ISO/IH
servic

ISO/IH
struct

ISO/IH

Refer¢nce Model — Co

Normative references

edition

ent applies, including any amendments.

D559, Binary floating-point arithmetic for microprocessor syste

: The Basic Model

C 7498-3, Information technology — Open Sys i fon — Basic Refé
- Naming and addressing

C 8822, Information technolagy
e definition

C 9545, Information technolog
ire

C 10731:1994,

dated

of the

rence

rence

tation

layer

Basic

8.4 |Terms, de ti

For th e following terms, definitions, symbols, abbreviations,
and c

8.4.1

a) applica

c) application proto€ol data unit

d) application service element

e) ap
f) ap
g) ap

plication entity invocation
plication process invocation
plication transaction

h) real open system

i) transfer syntax

8.4.2
a) ab

ISO/IEC 8822 terms
stract syntax

b) presentation context

8.4.3
a) ap

ISO/IEC 9545 terms

plication-association
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b) application-context

c) application context name

d) application-entity-invocation

e) application-entity-type

f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element

8.44 Fieldbus data link layer terms

For the purposes of this document, the following terms as defined in Clals .8 apply.

) DU-Time

) DU-Scheduling-policy
c) DUCEP

) DUC

) DU-connection-oriented mode
f) DUPDU
g) DUsbuU
h) DUSAP
k) link
I) ISP/IEC 8802-3 MAC address

m) DU-address

8.4.5 Fieldbus app

For the purpose

8.4.5.1

Function or data s

8.4.5.2

Multiple object Blass Ss the
network and e network device.

8.45.38 Application process

Part of adistributed—=appticatiomomanetwork;—which—stocatedomonmedeviceand—=addressed
unambiguously.

8.4.54 Application process identifier

Distinguishes multiple application processes used in a device.

8.4.5.5 Application process object

Component of an application process that is identifiable and accessible through an FAL
application relationship.

NOTE Application process object definitions are composed of a set of values for the attributes of their class (see
the definition for “application process object class”). Application process object definitions may be accessed
remotely using the services of the FAL Object Management ASE. FAL Object Management services can be used to
load or update object definitions, to read object definitions, and to create and delete application objects and their
corresponding definitions dynamically.
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8.4.5.6 Application process object class

A class of application process objects defined in terms of the set of their network-accessible

attributes and services.

8.45.7 Application relationship

Cooperative association between two or more application-entity-invocations for the purpose of
exchange of information and coordination of their joint operation. This relationship is activated
either by the exchange of application-protocol-data-units or as a result of pre-configuration

activities.

8.4.5.8—Applicationrelationshipapplication-service-element

Appligation-service-element that provides the exclusive means fo
terminating all application relationships.

8.459 Application relationship endpoint

Conteikt and behaviour of an application relationship as seen{and™r
applicption processes involved in the application relationshjp:

NOTE |Each application process involved in the application relatidnship~nainiain
endpoint.

8.4.5.10 Attribute
Descr|ption of an externally visible cha

NOTE |The attributes of an object contain infophation abbut ¥

status |nformation or govern the operation of(an object. Afrib
Attributps are divided into class aftributes and i stanbut .
8.4.5.
Indical

8.4.5.

Singlg i S i nput or output application object of a
proces$

8.4.5.

Set of|okjects, all hwhich\represent the same type of system component.

NOTE

class afe identical in fo dgnd behaviour but usually contain different data in their attributes.

8.4.5.14 </ Class attributes

tablishing

and

of the

ionship

provide
object.

o the

ts in a

Attribute shared by all objects within the same class.

8.4.5.15 Class code
Unique identifier assigned to each object class.

8.4.5.16 Class-specific service

Service defined by a particular object class to perform a required function that is not

performed by a common service.

NOTE A class-specific object is unique to the object class that defines it.

8.4.5.17 Client
a) Object that uses the services of another (server) object to perform a task.
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b) Initiator of a message to which a server reacts.

8.4.5.18 Consumer

Act of

receiving data from a producer.

8.4.5.19 Consumer
Node or sink that receives data from a producer.

8.4.5.20 Consuming application

Application that consumes data.

8.4.5.
Unidir|
8.4.5.

Repet

8.4.5.

Means
within

8.4.5.
Physi
NOTE

8.4.5.

A coll
simila

8.4.5.
All da

8.4.5.

Produgi

8.4.5.
One o

P1  Conveyance path

pctional flow of APDUs across an application relationship.

p2  Cyclic

tive in a regular manner.

p3  Data consistency

b for coherent transmission and access of the q
client and server.

a object betwes

P4  Device

al hardware connected to the lin

p5 Device profile
pction of device-

- devices o@

p7

Ci

P8  Endpo

f the.ecommunicating entities involved in a connection.

8.4.5.29 Error
Discrepancy between a computed, observed, or measured value or condition and the

specif

ied or theoretically correct value or condition.

8.4.5.30 Error class

General grouping for related error definitions and corresponding error codes.

8.4.5.31 Error code

Identification of a specific type of error within an error class.

8.4.5.32 Event

Instan

ce of a change of conditions.

n and
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8.4.5.33 FIFO variable

A variable object class composed of a set of homogeneously typed elements, where the first
written element is the first element that can be read.

NOTE In a fieldbus system, only one complete element can be transferred as a result of one service invocation.

8.4.5.34 Frame
Simplified synonym for data link protocol data unit (DLPDU).

8.4.5.35 Group

TR L £ Ll ' £ o 4
a) ( ClricThal). a ycTlhichdal (T TUT a CUTITUUUTT UT'UUJTULS.

b) (Addressing): when describing an address, an address that identifies han (one| entity.

8.4.5.36 Invocation

Act of|using a service or other resource of an application process,

NOTE |Each invocation represents a separate thread of control that ma i i ofitext. Ophce the
service|completes, or use of the resource is released, the invocation eases Nist: service invocagions, a
service| that has been initiated but not yet completed is referred ice invocatipn. For

service|invocations, an Invoke ID may be used to identify the serx 5 unambjguodsly and differeptiate it
from other outstanding service invocations.

8.4.5.87 Index
Addreps of an object within an applicat

8.4.5.88 Instance

The aftual physical occurre i ithin g _clags that identifies one of many dbjects
in the [same object class.

EXAMA
NOTE

8.4.5.
Attriby

8.4.5.
Objec

8.4.5.

A spelcificc PAL class that abstracts a software component or a firmware component [as an
autonpmods self-contained facility of an automation device.

8.4.5.42 Manufacturer ID

Identification of each product manufacturer by a unique number.

8.4.5.43 Management information

Network-accessible information that supports management of the operation of the fieldbus
system, including the application layer.

NOTE Managing includes functions, such as controlling, monitoring, and diagnosis.

8.4.5.44 Network

A set of nodes connected by some type of communication medium, including any intervening
repeaters, bridges, routers, and lower-layer gateways.
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8.4.5.45 Object

Abstract representation of a particular component within a device, usually a collection of
related data in the form of variables, and methods (procedures) for operating on that data that
have clearly defined interface and behaviour.

8.4.5.46 Object dictionary

Collection of definitions, communication-specific attributes and parameters, and application-
dependent data.

8.4.5.47 Object-specific service

Servide unique to the object class that defines it.

8.4.5.48 Physical device

Automation or other network device.

8.4.5.49 Point-to-point connection

Connegction that exists between exactly two application obje

8.4.5.50 Pre-established AR endpoint
AR endpoint placed in an established state du

endpdints.
@

co f'g@tio of the AEs that confrol its

8.4.5.51 Process data

Objec|(s) that are already pre-processe
information or further processi

red cyclically for the purpgse of

8.4.5.p2 Produce

Act of|sending da;\a tob
8.4.5.53

Produce

Node

8.4.5.

8.4.5.

Sourc

b of a“data conpection.

8.4.5.56~ Publisher

Role of an AR endpoint that transmits APDUs onto the fieldbus for consumption by one or
more subscribers.

NOTE A publisher may not be aware of the identity or number of subscribers.

8.4.5.57 Publishing manager

Role of an AR endpoint in which it issues one or more confirmed service request application
protocol data units (APDUs) to a publisher to request that a specified object be published.
Two types of publishing managers are defined by this PAS, pull publishing managers and
push publishing managers, each of which is defined separately.

8.4.5.58 Push publisher
Type of publisher that publishes an object in an unconfirmed service request APDU.
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8.4.5.59 Push publishing manager

Type of publishing manager that requests that a specified object be published using an

unconfirmed service.

8.4.5.60 Push subscriber

Type of subscriber that recognizes received unconfirmed service request APDUs as published

object data.

8.4.5.61 Server

a) Role of an application relationship endpoint (AREP) in which it returns a confirmed service

response APDU to the client that initiated the request.

b) Obhject that provides services to another (client) object.

8.4.5.62 Service

Operdtion or function than an object and/or object class performp
objecf{ and/or object class.

8.4.5.63 Station

Host of one AP, identified by a unique data link conngction endpoin

8.4.5.64 Subscriber

Role gf an AREP in which it receives AP

D ced{bya publisher.

8.4.6 Abbreviations and symbols

fromy’a

EP)-address.

hother

Al

Al

Al

AL

AR

AR

AR

AR

AR

AS

AS

Cnf Confirmation

DL- (as a prefix) Data Link -
DLCEP Data Link Connection End Point
DLL Data Link Layer

DLM Data Link Management
DLSAP Data Link Service Access Point
DLSDU DL-service-data-unit

DNS Domain Name Service
FAL Fieldbus Application Layer
Ind Indication

Req Request

Rsp Response
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8.4.7 Conventions
8.4.7.1 Overview

The FAL is defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subsection. Each ASE PAS is composed of two parts: its class specification and its service
specification.

The class specification defines the attributes of the class. Access to these attributes is
beyond the scope of this specification except where specified. The service specification
defines the services provided by the ASE.

8.4.7. General conventions

This sppecification uses the descriptive conventions given in ISO/IEC 1

8.4.7. Conventions for class definitions

Class|definitions are described using templates. Each template\consists of a list/of attffibutes
for thg class. The general form of the template is as showr(below.

FAL ABE: ASE name
CLASS: Class name
CLASS$ ID: #

PARENT CLASS: Parent class na
ATTRIBUTES

1 (o) Key Attribute:  numeric idefptifier
2 (o) Key Attribute:

3 (m) Attribute:

4 (m) Attribute:

4.1 (s) Attribute:

4.2 (s)  Attri :
4.3 (s)  Attri :

e(

e(values)
e(values)
attribute name(values)
attribute name(values)

: service name
2 (©) Constraint: constraint expression

21 LA) OnaSary - PawH B-aEa
. U7 PSSO TTVICCT STTVICCTTarmTT

3 (m) MgtService: service name

(1) The FAL ASE: entry is the name of the FAL ASE that provides the services for the class
being specified.

(2) The CLASS: entry is the name of the class being specified. All objects defined using this
template will be an instance of this class. The class may be specified by this specification,
or by a user of this specification.

(3) The CLASS ID: entry is a number that identifies the class being specified. This number is
not used for RAPIEnet elements.

(4) The PARENT CLASS: entry is the name of the parent class for the class being specified.
All attributes defined for the parent class and inherited by it are inherited for the class
being defined, and therefore do not have to be redefined in the template for this class.
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NOTE The parent-class TOP indicates that the class being defined is an initial class definition. The parent class
TOP is used as a starting point from which all other classes are defined. The use of TOP is reserved for classes
defined by this specification.

(5) The ATTRIBUTES label indicates that the following entries are attributes defined for the
class.

a) Each of the attribute entries contains a line number in column 1; a mandatory (m),
optional (o), conditional (c), or selector (s) indicator in column 2; an attribute type label
in column 3; a name or a conditional expression in column 4; and an optional list of
enumerated values in column 5. In the column following the list of values, the default
value for the attribute may be specified.

b) Objects are normally identified by a numeric identifier or by an object name, or by both.
I e Class telnplates, lnese Key attribotesare gefimedunder the RKey attribute:

form above. Nesting is used to speC|fy
i) fields of a structured attribute (4.1, 4.2, 4.3);

ii) attributes conditional on a constraint statement. Attr (5.1)
or optional (5.2) if the constraint is true. ' Bquire
constraint statements as does the attribute defi

(6) Thle SERVICES label indicates that the followin bigs & i i class.

a)| An (m) in column 2 indicates an (o)
indicates that it is optional. A (c\in thi ind ice i itional.

When all services defined for a
selected when an instance of th

b)| The label “OpsServige”

nesting leve| is identifie
services i

8.4.7.4.

optional, at least one has|to be

designa

and the level of nesting of the line.| Each
asting within the list of services is used to gpecify

8.4.7.

The s
descri

stract

8.4.7.4.

Servide /primitives are used to represent interactions between service user and rvice
providern(ISO/IEC 10731). They convey parameters that indicate information availablesl?n the
user/provider interaction. In any particular interface, not all parameters shall be stated
explicitly.

The service definition of this specification uses a tabular format to describe the component
parameters of the ASE service primitives. The parameters that apply to each group of service
primitives are set out in tables. Each table consists of up to five columns:

W)

parameter name;

O

request primitive;

o O

)
)
) indication primitive;
) response primitive;
)

)

confirmation primitive.
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One parameter, or a component, is listed in each row of each table. Under the appropriate

servic
primiti

M
u

C

e primitive columns, a code is used to specify the type of usage of the parameter on the
ve specified in the column:
The parameter is mandatory for the primitive.

The parameter is a user option, and may or may not be provided depending on
dynamic usage of the service user. When not provided, a default value for the
parameter is assumed.

The parameter is conditional upon other parameters or upon the environment of the
service user.

(blank) The parameter is never present

S

Some

These
suppo|

8.5
8.5.1

8.5.1.

The parameter is a selected item.

entries are further qualified by items in parentheses. These ma

a parameter-specific constraint:

“(=)” indicates that the parameter is semantically equi in the

service primitive to its immediate left in the table;

an indication that some note applies to the entry:

“(n)” indicates that the following note “n” corntains_additi
the parameter and its use.

ormation pertaining to

1.3 Service procedures
brvice procedures are defined in tefms 0

the interactions between applicatio ie th gh the exchange of fieldbus AHDUs;
the interactions be&twes ication layer gervice provider and an application layer

primitives.

procedu instgrices of communication between systemg that
rt time-constrai ) icationsyservices within the fieldbus application layer.
Concepts

The fi

automation-"devices

Idbus.is ed to be used in factories and process plants to interconnect pfimary
or example, sensors, actuators, local display devices, annuncjators,

programimable logic controllers, small single-loop controllers, and stand-alone field coptrols)

with cpntrol and monitoring equipment located in control rooms.

Primary automation devices are associated with the lowest levels of the industrial automation
hierarchy and perform a limited set of functions within a definite time window. Some of these
functions include diagnostics, data validation, and handling of multiple inputs and outputs.

These
fluids,

primary automation devices, also called field devices, are located close to the process
the fabricated part, the machine, the operator, and the environment. This use positions

the fieldbus at the lowest levels of the computer integrated manufacturing (CIM) architecture.

Some

of the expected benefits in using fieldbus systems are reductions in wiring, increases in

the amount of data exchanged, a wider distribution of control between the primary automation
devices and the control room equipment, and satisfaction of time-critical constraints.
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This subsection describes the fundamentals of the FAL. Detailed descriptive information
about each of the FAL ASEs can be found in the overview subsection of each of the
communication model specifications.

8.5.1.2 Architectural relationships

8.5.1.2.1

Relationship to the application layer of the OSI Basic Reference Model

The functions of the FAL have been described according to OSI layering principles. However,
the FAL’s architectural relationship to the lower layers is different, as follows (see Figure 43).

a)

b)

8.5.1.
8.5.1.

The F
intero

The FAL groups OSI functions together with extensions to cover time-critical
requirenments— e OStapptication iaycl structure—standard (ESO“EC 9545) wag used
as a basis for the FAL specification.
The FAL uses the services of the underlying layer direct. The riying dayer may be
the DLL or any layer in between. When using the under layerixthe KAL may
provide functions normally associated with the OSI middle Yayers\for. proper mapping
onto the underlying layer.
OSI application layer Fieldbus ap 'M/er
REAS
OSI middle layers (possibly ngn-existent)
OSIdeIinkﬁy{\ (5 \Fie%bus data link layer
Piwca(l Ia(y‘e\ )\/Fieldbus physical layer
{ N | \> |
Q %Qy/si\ca{f{e%q\ Physical medium
Seard
elati hip to the OSI Basic Reference Model
other fieldbus entities
AL architectura) relationships illustrated in Figure 44 have been designed to supp¢rt the
berahility needs of time-critical systems distributed in the fieldbus environment.

In this environment, the FAL provides communications services to time-critical and non-time-

critica

| applications located in fieldbus devices.

In addition, the FAL uses the DLL directly to transfer its application layer protocol data units,
using a set of data transfer services and a set of supporting services to control the operational
aspects of the DLL.
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System management Fieldbus user

Fieldbus
application layer

Fieldbus
data link layer

ALME

Figure 44 — Architectural positioning of the fieldbus app

8.5.1.2.2.2 Use of the fieldbus data link layer

The FJAL provides network access to fieldbus APs. It interfa
transfer of its APDUs.

The D
endpd

8.5.1.2.2.3
Fieldb

Each |[AP contains an FAl
commpunicates with other AR
visibility into the AP.

APs c¢ontain idexfifiakle
components are rept

The
elem
block,

8.5.1.2.2.

The KAl ,services can be used to support various management operations, ing

4 £ £ o1l F IH ' ol tl £iolll 4 [l
manayculcut UT TTCTUUUS  SYSTTIITS, appimiuativiTs, dimfu T TTCTU VU S TICTTWUTRY

8.5.1.2.2.5 Access to FAL layer management entities

One LME may be present in each FAL entity on the network. Fieldbus application
management entities (FALMEs) provide access to the FAL for system management purp

ta link

re the

ch AP
ow of

These
more
hem.

slervice
unction

luding

layer
oses.

The set of data accessible by the system manager is referred to as the system management
information base (SMIB). Each FALME provides the FAL portion of the SMIB. Implementation

of the SMIB is beyond the scope of this specification.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

PAS 62573 © IEC:2008(E) - 151 -

8.5.1.3 Fieldbus application layer structure
8.5.1.31 Overview

The structure of the FAL is a refinement of the OSI application layer structure (ISO/IEC 9545).
As a result, the organization of this subsection is similar to that of ISO/IEC 9545. Certain
concepts presented here have been refined from ISO/IEC 9545 for the fieldbus environment.

The FAL differs from the other layers of the OSI| Basic Reference Model in the following two
principal aspects.

a) The OSI Basic Reference Model defines the association, a single type of application layer
communications channel to connect APs to each other. The FAL defines the application
relationship (AR), of which there are several types, to permit application precesses|(APs)
to[communicate with each other.

b) THe FAL uses the DLL and not the OSI presentation layer to trap

drefore,

there is no explicit presentation context available to the FAL. The hot be
used concurrently with other application layer protocols be set of
data link service access points
8.5.1.8.2 Fundamental concepts
The operation of time-critical real open systems is i interactions begtween
time-gritical APs. The FAL permits these APs to pass.co @ds and data between the
Coopg ient information to interact and carry
out pr viti€s may be restricted to afsingle

fieldb he FAL has been designed uping a

modul ts of these applications.

Coops , ime iresvthat they share a common sense of time.
The H provi ibdtion of time to all devices. They may also
defing f

The ribes each of the modular components ¢f the
archit each other. The components of the FAL are modelled
as of a set of FAL communication services for uge by
applic jects. and their relationships are described below. The de¢tailed
specif : Diects d their services are provided in the following clauses pf this
PAS. es the protocols necessary to convey these object services begtween
applic 9

8.5.1.8.3 s application processes

8.5.1.8:31 Definition of the fieldbus AP

In the fieldbus environment, an application may be partitioned into a set of components and
distributed across a number of devices on the network. Each of these components is referred
to as a fieldbus AP. A fieldbus AP is a variation of an AP as defined in the ISO OSI Reference
Model (ISO/IEC 7498). Fieldbus APs may be addressed unambiguously by at least one
individual DLL service access point address. Unambiguous addressing in this context means
that no other AP may simultaneously be located at the same address. This definition does not
prohibit an AP from being located at more than one individual or group data link service
access point (DLSAP) address.

8.5.1.3.3.2 Communication services

Fieldbus APs communicate with each other using confirmed and unconfirmed services
(ISO/IEC 10731). The services defined in this PAS for the FAL specify the semantics of the
services as seen by the requesting and responding APs. The syntax of the messages used to
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convey the service requests and responses is defined in Chapter 10. The AP behaviour
associated with the services is specified by the AP.

Confirmed services are used to define request/response exchanges between APs.

On the other hand, unconfirmed services are used to define the unidirectional transfer of
messages from one AP to one or more remote APs. From a communications perspective,
there is no relationship between separate invocations of unconfirmed services as there is
between the request and response of a confirmed service.

8.5.1.3.3.3 AP interactions

8.5.1.8.3.3.1 General

In the| fieldbus environment, APs may interact with other APs as n p their

functipnal objectives. No constraints are imposed by this PAS o these
interagtions or the possible relationships that may exist betwee

For example, in the fieldbus environment, interactions lponse
messdges sent directly between APs, or on data/even thers.
Thesg two models of interaction between APs I and
publisher/subscriber interactions, respectively.

The gervices supported by an interactien bnship
endp%ints (AREPs) associated with the \ i . lays in
the interaction (for example, client, server, _ i as an
attribdte of the AREP.

8.5.1.8.3.3.2 Client/gerve

Client[server interactio P and
one of more server A and a
single| server. I@ p firmed
request to the se er will

alwayg return a resfonse.
using jan unconfighed service de

<\\\ \ \/ Unconfirmed and

confirmed service requests
s\\ \égM) Server
N[ (r

fined r this purpose.

Y

equester) |- (responder)
Unconfirmed service replies and
confirmed service responses

Figure 45 — Client/server interactions

8.5.1.3.3.3.3 Publisher/subscriber interactions
8.5.1.3.3.3.3.1 General

Publisher/subscriber interactions involve a single publisher AP and a group of one or more
subscriber APs. This type of interaction has been defined to support variations of two models
of interaction between Aps: the “pull” model and the “push” model. In both models, the setup
of the publishing AP is outside the scope of this specification. The RAPIEnet protocol
supports only the “push” model.
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8.5.1.3.3.3.3.2 Pull model interactions

In the “pull” model, the publisher receives a request to publish from a remote publishing
manager, and broadcasts (or multicasts) its response across the network. The publishing
manager is responsible only for initiating publishing by sending a request to the publisher.

Subscribers wishing to receive the published data listen for responses transmitted by the
publisher. In this fashion, data are “pulled” from the publisher by requests from the publishing
manager.

Confirmed FAL SerV|ces are used to support this type of mteractlon Two charactenshcs of
this f firmed
request/response exchange is performed between the publishing manag and_the publisher.
Howeyer, the underlying conveyance mechanism provided by the FA eresjponse
not just to the publishing manager, but also to all subscribers wishing.to recéive the\publlished
informlation. This is accomplished by having the DLL transmit the re se toxa groupNadidress,
rather[than to the individual address of the publishing manager. eforenthe xesporisg sent
by the publisher contains the published data and is multicast to(the puklisking and to
all subscribers.

The second difference occurs in the behaviour of t . Rull™model subscfibers,
referréd to as pull subscribers, are capable of acceptin . datg in confirmed service
responses without having issued the corresp NFiguré 46 illustrates |these
concepts. X%

onflrmed
Pull or p ed R

publishing
manager<
I publisher
nfir ed service response
u ontaining published
% r information

agon

A
<

Pull

S
AN

Figure 46 — Pull model interactions

8.5.1.3.3.3.3.3 Push model interactions

In the “push” model, two services may be used: one confirmed and one unconfirmed. The
confirmed service is used by the subscriber in the request to subscribe to the publishing
activity. The response to this request is returned to the subscriber, following the client/server
model of interaction. This exchange is only necessary when the subscriber and the publisher
are located in different APs.

The unconfirmed service of the push model is used by the publisher to distribute its
information to subscribers. In this case, the publisher is responsible for invoking the correct
unconfirmed service at the appropriate time and for supplying the appropriate information. In
this fashion, it is configured to “push” its data onto the network.
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Subscribers for the push model receive the published unconfirmed services distributed by
publishers. Figure 47 illustrates the concept of the push model.

Confirmed service request to

subscribe to publishing
>

Push |« , ; —

subscriber Confirmed service response to indicate Push
capability to publish publisher
<4—

E us_hb Unconfirmed service request

subscriber containing published information

Push
subscriber

8.5.1.8.3.3.3.4

To support the perishable nature of publi i 3 , the FAL may support four types of

timeliness defined for

subscrlibers of

) Each makes it possible for
published d e data they are receiving is current or|stale.

Thesg types are realiz itte"the DLL. Each is described briefly|below.

Type

Trapsparent

Redidence

Synchronized

tes and have the timeliness quality accompany the informatign when
etwork. In this type, the network provides no computation or
. It merely conveys the timeliness quality provided with the [data by

suby its data from the publishing AP to the DLL for transmission, the DL starts
explres before the data has been transmltted the DLL marks the bluffer as

timeliness requires the coordination of two pieces of published informat|on: the
“sync mark.” When the sync mark is received ffom the
, a timer starts in each of the participating stations. Subsequently, when dpta are
wWed for transmission by the DLL at the publishing station, or when the transmittpd data
are received from the network at a subscribing station, the DLL timeliness attribute|for the
data is set to TRUE. It remains TRUE until reception of the next sync mark or until tHe timer

Update

8.5.1.3.3.4

expires. Data received aiter the umer expires but bejore the next sync mark arrives do not
cause the timeliness attribute to be reset to TRUE. It is only reset to TRUE if data are
received within the time window after receipt of the sync mark. Data transmitted by the
publisher station with the timeliness attribute set to FALSE maintains the setting of FALSE at
each of the subscribers, regardless of their timer operation

This type of timeliness requires coordination of the same two pieces of published information
defined for synchronized timeliness. In this type, the sync mark also starts a timer in each of
the participating stations. Similar to synchronized timeliness, expiry of the timer always
causes the timeliness attribute to be set to FALSE. Unlike synchronized timeliness, receipt of
new data at any time (not just within the time window started with the receipt of a sync mark)
causes the timeliness attribute to be set to TRUE

AP structure

The internals of APs may be represented by one or more APOs and accessed through one or
more AEs. AEs provide the communication capabilities of the AP. For each fieldbus AP, there
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is one and only one FAL AE. APOs are the network representation of application-specific
capabilities (user application process objects) of an AP that are accessible through its FAL AE.

8.5.1.3.3.5 AP class

An AP class is a definition of the attributes and services of an AP. The standard class
definition for APs is defined in this chapter. User-defined classes may also be specified. Class
identifiers, also described in this chapter, are assigned from a set reserved for this purpose.

8.5.1.3.3.6 AP type

As described above inthe previous. subsections, APs are defined hy |nef9nh91‘|ng an-AP class.

Each AP definition is composed of the attributes and services selected forine AP from|those

defingd by its AP class. In addition, an AP definition contains values f@ of the
attribdtes selected for it. When two APs share the same definition, that i red to
as an| AP type. Thus, an AP type is a generic specification of an benused to

defing one or more APs.

8.5.1.3.4 Application process objects (APOs)
8.5.1.8.4.1 Definition

An ARO is a network representation of a specific aspéct/ of ‘ah(AP~Each APO represgents a
specifjc set of information and processing capabflities of 2 acegssible through services of
the FAL. APOs are used to represent S i in a fieldbus system.

From |the perspective of the FAL, an DNEE ag’ a network-accessible [object
tain other APOs). APOs provifle the
netwofk definition for objects contained in atare remotely accessible. The defjinition
of an APO includes an ideftiicati f\he ices that can be used by remote APs for
remote access. The FAL_ sexvices, Figure 48, are provided by thg FAL
commjunications entity[the P, k n he FA)L applications entity (FAL AE).

rvices for remo \>
ce§s to ARO

Va ‘ 7
FAL | FAL aro 7

AE services

FAL #

< APDUs ol

object
/ Responder/
/ / 7

APO provides network
view of real object

Figure 48 — APOs services conveyed by the FAL

In Figure 48, remote APs acting as clients may access the real object by sending requests
through the APO that represents the real object. Local aspects of the AP convert between the
network view (the APO) of the real object and the internal AP view of the real object.

To support the publisher/subscriber model of interaction, information about the real object can
be published through its APO. Remote APs acting as subscribers see the APO view of the
published information instead of having to know any of the real object-specific details.
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8.5.1.3.4.2 APO classes

An APO class is a generic specification for a set of APOs, each of which is described by the
same set of attributes and accessed using the same set of services.

APO classes provide the mechanism for standardizing network-visible aspects of APs. Each
standard APO class definition specifies a particular set of network-accessible AP attributes
and services. 9.10 specifies the syntax and the procedures used by the FAL protocol to
provide remote access to the attributes and services of an APO class.

Standard APO classes are speC|f|ed by this specification for the purpose of standardizing

other
ing that
igns for
pd for
utside

registe
the s

8.5.1.8.4.

APO ed not

Each
view (@

ptwork

a) s e real

b) asssigning values tg one 0O & indi i . ibutes
arg used to ideqtify the”AF

c) asfsigning va ) S(e von- i . - ibutes
arg used to charg )

d) s 5s the
re

Subclause 9.4.7. R CiN c rovide
for the i |

Mand 5 class.
Optional attributes and services may be selected on an APO-by-APO basis for inclusion in an
APO. | Conditional attributes and services are defined with an accompanying conptraint
state i i iti i i i sent in
an APO

8.5.1.3.4.4 APO types

APO types provide the mechanism for defining standard APOs.

As described above, APOs are defined by instantiating an APO class. Each APO definition is
composed of the attributes and services selected for the APO from those defined by its APO
class. In addition, an APO definition contains values for one or more of the attributes selected
for it. When two APOs share the same definition except for the key attribute settings, that
definition is referred to as an APO type. Thus, an APO type is a generic specification of an
APO that may used to define one or more APOs.
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8.5.1.3.5 Application entities
8.5.1.3.5.1 Definition of FAL AE

An application entity provides the communication capabilities for a single AP. An FAL AE
provides a set of services and the supporting protocols to enable communications between
APs in a fieldbus environment. The services provided by FAL AEs are grouped into ASEs in
such a way that the FAL services provided to an AP are defined by the ASEs that its FAL AE
contains. Figure 49 illustrates this concept.

Service primitives

A

—FAL AE

FAL ASE ‘ x

Service conveya! emoteg A
i

8.5.1.8.5.2 AE type

Appligation entities tha s that

share|a common set of

8.6 Fi@

8.5.1.

8.5.1.8.6.
An AS ability
for the interworking~afs-appli vide a

s and
ations

8.5.1.8.6.2 FAL services

FAL services convey functional requests/responses between APs. Each FAL service is
defined to convey requests and responses for access to a real object modelled as an FAL
accessible object.

The FAL defines both confirmed and unconfirmed services. Confirmed service requests are
sent to the AP containing the real object. An invocation of a confirmed service request may be
identified by a user-supplied invoke ID. This invoke ID is returned in the response by the AP
containing the real object. When present, it is used by the requesting AP and its FAL AE to
associate the response with the appropriate request.

Unconfirmed services may be sent from the AP containing the real object to send information
about the object. They also may be sent to the AP containing the real object to access the
real object. Both types of unconfirmed services may be defined for the FAL.
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8.5.1.3.6.3 Definition of FAL ASEs
8.5.1.3.6.3.1 General
8.5.1.3.6.3.2 Object-management ASE

A special object-management ASE may be specified for the FAL to provide services for the
management of objects. Its services are used to access object attributes, and create and
delete object instances. These services are used to manage network-visible AP objects
accessed though the FAL. The specific operational services that apply to each object type are
specified in the definition of the ASE for the object type. Figure 50 illustrates the integration of
management and operational services for an object within an AP.

Application process /\(
MGT . Targe Q
ASE 4——mgt services——— object attrféﬁée\ >
FAL AE
APO e
ASE 4——0ps service

8.5.1.8.6.3.3 AP A

An AR ASE may/be
defingd by the

capabjlities.

ication and control of FAL APs. The attiibutes
abelt the AP’s creator, and list its contentp and

8.5.1.8.6.3.

The F
APO 4

P. The

8.5.1.8.6.3.

An AR ASE’is specified to establish and maintain ARs, which are used to convey FAL APDUs
betweghor among APs. ARs represent application layer communication channels bdtween
APs. AR ASEs are responsible for providing services at the endpoints of ARs. AR ASE
services may be defined for establishing, terminating, and aborting ARs. They may also be
defined for conveying APDUs for the AE, and for informing the user of the local status of the
AR. In addition, local services may be defined for accessing certain aspects of AR endpoints.

8.5.1.3.6.4 FAL service conveyance

FAL APO ASEs provide services to convey requests and responses between service users
and real objects.

To convey service requests and responses, there are three types of activities defined for the
sending user, and three corresponding types defined for the receiving user. At the sending
user, FAL APO ASEs accept service requests and responses to be conveyed. They also
select the type of FAL APDU that will be used to convey the request or response, and encode
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the service parameters in the body portion. Then, they submit the encoded APDU body to the
AR ASE for conveyance.

At the receiving user, FAL APO ASEs receive encoded APDU bodies from the AR ASE. They
decode the APDU bodies and extract the service parameters conveyed by them. Then, they
deliver the service request or response to the user. Figure 51 illustrates these concepts.

Service parameters
/ / FAL APDU Body \ \
l l

FACAE
FAL l
. FAL FAL
Sefvice “«—> APO «—>| AR < FAL » || AR | «—» PO< Re_al
uper ASE ASE APDUSs ASE /\\ jpct
1 P

8.5.1.8.6.

The p e ASE

from 4 vever,
the fig re, an
altern cation
modells.

8.5.1.8.

8.5.1.8.7.

ARs on is
comm ervice
reque low.

8.5.1.8.7.

ARs are defined as 4 set of cooperating APs. The AR ASE in each AP manages an endpoint
of the|AR,,and maintains its local context. The local context of an AR endpoint is used py the
AR Ar E tU bUIItIUi thU CuNve ydiittc Uf APDUD Ul thc AR

8.5.1.3.7.3 AR-endpoint classes

ARs are composed of a set of endpoints of compatible classes. AR endpoint classes are used
to represent AR endpoints that convey APDUs in the same way. Through the standardization
of endpoint classes, ARs for different models of interaction can be defined.

8.5.1.3.7.4 AR cardinality

ARs characterize communications between APs. One of the characteristics of an AR is the
number of AR endpoints in the AR. ARs that convey services between two APs have a
cardinality of 1:1. Those that convey services from one AP to a number of APs have a
cardinality of 1:many. Those that convey services to or from multiple APs have a cardinality of
many:many.
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8.5.1.3.7.5 Accessing objects through ARs

ARs provide access to APs and the objects within them via the services of one or more ASEs.
Therefore, one characteristic is the set of ASE services that may be conveyed to and from
these objects by the AR. The list of services that can be conveyed by the AR is selected from
those defined for the AE.

8.5.1.3.7.6 AR conveyance paths

ARs are modelled as one or two conveyance paths between AR endpoints. Each path
conveys APDUs in one direction between one or more AR endpoints. Each receiving AR
endpoint for a conveyance path receives all APDUs transmitted on the AR by the sending AR

endpdint.

8.5.1.8.7.7 AREP roles

As AHRs interact with each other through endpoints, a basic determina gtibility
is the role that they play in the AR. The role defines how an AREP~Nqte REPs
in the |[AR.

For example, an AREP may operate as a client, a server,~a publisN : When
an AREP interacts with another AREP on a single 9 i [, it is
defingd to have the role of “peer.”

Certain roles may be capable of initi e only
of regponding to service requests. s the
requirement for an AR to be capable o ly one
direction.

8.5.1.8.7.8

AREPB may be modelled\as AREP
are deglivered in ; g ffered
AREP]is differen S buffer
for trapsfer. When i ess 10 the network, it transmits the contents of the huffer.
When|the AR ASE v herconveyance request, it replaces the previous contgnts of
the bdffer regardless ofwihe they were transmitted. Once an APDU is written into a|buffer
for transfer, W i <X W the buffer until it is overwritten by the next APDU [to be
transmitéed. ile\i buffer, an APDU may be read more than once without delgting it
from the b ing its contents.

The operation is simitar at the receiving end. The receiving endpoint places a received APDU
into a|buffer for access by the AR ASE. When a subsequent APDU is received, it overwrites
the previcus APDU in the buffer regardless of whether or not it was read. Reading the IAPDU

from the buffer is not destructive; it does not destroy or change the contents of the buffer,
allowing the contents to be read from the buffer one or more times.

8.5.1.3.7.9 User-triggered and scheduled conveyance

Another characteristic of an AREP is the time frame in which it conveys service requests and
responses. User-triggered AREPs convey requests and responses immediately upon
submission by the user. This is asynchronous with respect to network operation.

A scheduled AREP conveys requests and responses at predefined intervals, regardless of
when they are received for transfer. A scheduled AREP may be capable of indicating when
transferred data was submitted late for transmission, or when it was submitted on time but
transmitted late.
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8.5.1.3.7.10 AREP timeliness

AREPs convey APDUs between applications using the services of the DLL. When the
timeliness capabilities are defined for an AREP and supported by the DLL, the AREP forwards
the timeliness indicators provided by the DLL. These indicators make it possible for
subscribers of published data to determine if the data they are receiving is current or stale.

To support these types of timeliness, the publishing AREP establishes a publisher data link
connection reflecting the type of timeliness configured for it by management. After
establishing the connection, the AREP receives user data and submits it to the DLL for
transmission where the timeliness procedures are performed. When the DLL transmits the
data, it includes the current timeliness status with the data

At thg subscriber AREP, a data line connection is opened to receive isk that
reflec{s the type of timeliness configured for it by management. \ s the
timeliness of received data and then delivers it to the AREP. Thed : red to
the uger AP through the appropriate ASE.

8.5.1.8.7.11 Definition and creation of AREPs

AREP,
be delined using a “create” service if their AE supporyts thi

y may

AREPEB may be pre-defined and pre-¢ i lished
dynani namic
defin’i-ion and establishment or they may be defi i y may
be us

Defined, but
not established

Established AR

Figure 52 — Defined and established AREPs

8.5.1.3.7.12 AR establishment and termination

ARs may be established either before the operational phase of the AP or during its operation.
When established during the operation of an AP, the AR is established through the exchange
of AR APDUs.

Once an AR has been established, an AR may be terminated gracefully or it may be aborted,
depending on the capabilities of the AR.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

-162 - PAS 62573 © IEC:2008(E)

8.5.1.4 Fieldbus application layer naming and addressing
8.5.1.41 General

This subclause refines the principles defined in ISO 7498-3 that involve the identification
(naming) and location (addressing) of APOs referenced through the FAL.

This subclause also defines how names and numeric identifiers are used to identify APOs
accessible through the FAL. In addition, this subclause indicates how addresses from
underlying layers are used to locate APs in the fieldbus environment.

8.5.1.4.2 __ldentifying objects accessed through the FAl
8.5.1.4.2.1 General

APOs]accessed though the FAL are identified independent of thei i0Q ! is,| if the
locatign of the AP containing the APO changes, the APO may sti 3 d uging the
same [set of identifiers.

Identifiers for APs and APOs in the FAL are defined as k€ Ss<in th
for AHOs. Two types of key attribute are commonly used-in these APO\defipiti
numelic identifiers.

Iitions
s and

8.5.1.4.2.2 Names

Namep are string-oriented identifiers. APs and APOs to be named
in the|system where they are used. Therefore Naltk ope of an APO name is specific
to the| AP in which it resides, the assignment of.the e is administered in the sysfem in
whichl|it is configured.

Namep may be descriptive mandatory. Descriptive names mpke it

possihkle to provide meaniqg e object they name, such as its use.

Name short,
comprl more
difficu

8.5.1.4.2.

Numefii ifi are identifiers whose values are numbers. They are designed for effficient

use in

8.5.1.4. ing APs accessed through the FAL

Fieldbus.'addresses represent the network locations of APs. Addresses relevant to the FAL
are the addresses of the underlying layers that are used to locate the AREPs of an AP.

8.5.1.5 Architecture summary

This section presents a summary of the FAL architecture. Figure 53 illustrates the major
components and how they relate to each other.
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The responding ASE builds a confirmed-service-response APDU body for a confirmed-service
response (+) primitive or a confirmed-service-error APDU body for a confirmed-service
response (-) primitive and conveys it on the specified AR.

Upon receipt of the returned APDU body, the initiating ASE delivers a confirmed-service
confirmation primitive to its user that specifies success or failure, and the reason for failure if

a failu

8.5.1.6.2

re occurred.

FAL unconfirmed service procedures

The requesting user invokes an unconfirmed-service request primitive from its FAL AE. The
appropriate FAL ASE builds the related unconfirmed-service request APDU body and conveys
it on the specified AR.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 164 — PAS 62573 © IEC:2008(E)

Upon receipt of the unconfirmed-request APDU body, the receiving ASE(s) participating in the
AR delivers the appropriate unconfirmed-service indication primitive to its user. Timeliness
parameters are included in the indication primitive if the AR that conveyed the APDU body
supports timeliness.

8.5.1.7 Common FAL attributes

In the specifications of the FAL classes that follow, many classes use the following common
attributes. Therefore, these attributes are defined once here instead of with the other
attributes for each individual class, except for the data type class.

ATTRIBUTES:

1 (o) Key attribute:  Numeric identifier

2 (o) Key attribute: Name

3 (o) Attribute: User description

4 (o) Attribute: Object revision

Numefric identifier

This gptional key attribute specifies the numeric ID of thgZokjext. {{_isdused as a shofthand

refere ps  for

identification purposes: numeric identifier, name, or b i ibv pr the

data t

Name

This d es for

identification purposes: numeric identifi

User

This o

Objedt revision

This gptional attribute\specifie ribute

compgsed of @ mine ntains

both g4 major revisio aumi major

and mjinor revisionAje 2

a) Th to the
major rewision

b) THe s to the
mi ers of
the vision
is

8.5.1.8 Common FAL service parameters

In the specifications of the FAL services that follow, many services use the following
parameters. Therefore, they are defined once here instead of with the other parameters for
each of the services.

AREP

This parameter contains sufficient information to identify the AREP locally so it can be used to
convey the service. This parameter may use a key attribute of the AREP to identify the
application relationship. When an AREP supports multiple contexts (established using the
initiate service) at the same time, the AREP parameter is extended to identify the context as
well as the AREP.
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Invoke ID

This parameter identifies this invocation of the service. It is used to associate service
requests with responses. Therefore, no two outstanding service invocations may be identified
by the same invoke ID value.

FAL ASE/FAL class

This parameter specifies the FAL ASE (for example, AP, AR, variable, data type, event,
function-invocation, load-region) and the FAL class of the ASE (for example, AREP, variable-
list, notifier, action).

Numeric ID

This parameter is the numeric identifier of the object.

Errorfinfo

This parameter provides error information for service errors. It is re o service

a) Enrror class. This parameter indicates the general S ) valugs are

c) Additional code. the fequest, this optional
p rameter |dent|f|es the error specmc to the object be o . When used, the| value
su IVETE d in the confirmation primitjve.

d) Additional detail. ¢r data that accomparies a
negative response. When used, the e response primitive is deljvered

8.5.1.

8.5.2

The industrial auto sg contfol system consists of primary automation devicgs (for
exam S i i , i , programmable]| logic
contrg Ollers, and stand-alone field controls) with contr¢l and

Data frans S er these devices is performed by peer-to-peer or multicast communication.

Figurg i s the interaction between RAPIEnet FAL and the DLL. RAPIEnet supports
cyclicland(acyclic data transfer for its own application processes. RAPIEnet can also bg used
in pafallel with TCP/IP or UDP communication. The use of other standard communication
protocotsis beyondthisspecification.



https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 166 — PAS 62573 © IEC:2008(E)

A .
Socks/HTTP/ { _____ l_le_al—'_l"l_me Application
FTP.. cte. ST T T T T T B
e RAPIEnct APPs | Any Other APPs
A A
Application P
Layer
Acyclic Cyclic DLL
Data Data Alarm

N
4

=

RAPIEnet supports the publisher-subscriber com
55 illustrates this model. The publisher peri
subscfibers receive the data. This cysli
industrial applicationas.

Figurg

[F o s B "I
L ST = T TUCTSS (VIO l_l..l'l_nl_.l'_‘.l'l.ul

RAPIEnet MAC/DLL

MAC Forwarding MAC

Data Link
Layer

fory cyclic data sharing.
feconfigured datg, and
ost widely used model in

STATION 1 - STATION n
device device
Station 1 Station 1
Tx Sector Rx Sector

A - Station 2

~ Rx Sector

Station Station 3
Rx Sectoy Rx Sector
Statiof 4 Station 4
Rx Sector Rx Sector

Station 5 Station 5

Rx Sector Rx Sector

Figure 55 — Publisher-subscriber communication model

RAPIEnet supports the client-server communication model for event-triggered data transfer.
Figure 56 illustrates this model. The client requests data as dictated by internal or external
events. The server replies with the data. This can be used for event-triggered or user-
triggered application processes.


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

PAS 62573 © IEC:2008(E) - 167 -

Client #1 Client #N

,lj.l., e.g.,

e.g., [ S L
e By Data Acquisition
By Internal To—
E\S:enrs -==“.'—_E=_! Module
‘:ﬂ‘h:. -
< >
Request 1 | Request !
|
Response 1 |l Response ; 1/ |ll
| | pe——— | | =
g | EEE An
Serverttl Server #2 Server #¥N

8.5.2.1 Node, AP, and object dictionary

Each pode hosts exactly one AP. All APOs fo
(OD). [Figure 57 illustrates the object r

ed in the object dictjonary

Figure 57 — Object model

The overall structure of the OD is as described in Table 101.

Table 101 — Overall structure of the OD

Area Contents
Data type area Definition of data types
Communication profile area Contains communication-specific parameters for the
RAPIEnet network. These entries are common to all devices
Manufacturer-specific area Definition of manufacturer-specific variables
Device profile area Definition of the variables defined in a device profile (outside

the scope of this PAS)

Reserved area Reserved for future use
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8.5.2.2 APO ASEs

The FAL ASEs of a RAPIEnet application and their interrelationships are described in
Figure 58.

FAL AP

ASE requests and responses

i AP SDO
! ASE ASE
AR
ASE primitives
A A A /k\ X
A\
Conveyance of APDUs b w
Figure 58 f a RAPIEnet application
8.6 |Data type A
8.6.1
8.6.1.1
The 1liye| s dg [yRes specify the machine-independent syntax for application| data
convelyed by s. The FAL supports the definition and transfer of both bas|c and
constructed..data . The encoding rules for the data types specified in this clauge are
given fin 9(10:

Basic types are atomic types that cannot be decomposed. Constructed types are types
composed of basic types and other constructed types. This PAS does not constrain their
complexity or depth of nesting.

Data types are defined as instances of the data type class, as shown in Figure 59. Only a
subset of the data types defined in this clause are shown in this figure. Defining new types is
accomplished by providing a numeric ID and supplying values for the attributes defined for the
data type class.

The data type definitions shown in Figure 59 are represented as a class/format/instance
structure beginning with the “Data type” data type class.

The basic data classes are used to define fixed-length and bit string data types. Standard
types taken from ISO/IEC 8824 are referred to as simple data types. Other standard basic
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data types are defined specifically for fieldbus applications, and are referred to as specific
types.

The constructed types specified in this PAS are strings, arrays, and structures. There are no
standard types defined for arrays or structures.

Data type

Fixed length

—| Boolean VisibleString )
—| Integer8 L OctetString
| Unsigneas | L[ BitString

—| Float32

—{Time/Date types I
| | Compa;yg)
—| BitString8 | Arr,
| ['Visiblestring! || a UN'C%?\
Stri
| OctetString1 I

—| BCD

—{ UNICODEChar_ |
— BinaryTiﬁ/(iE% \\/\ )
N/

igne — Data type class hierarchy example

g

Compact
Boolean Array

ined data
types

<

8.6.1.

Most O/IEC

8824

Simpl¢

Specific types are basic types defined specifically for use in the fieldbus environment. They
are defined as simple class subtypes.

Basic types have a constant length. Two variations are defined, one for defining data types
whose length is an integral number of octets, and one for defining data types whose length is
an arbitrary number of bits.

NOTE Boolean, Integer, OctetString, VisibleString, and UniversalTime are defined in this PAS for the purpose of
assigning fieldbus class identifiers to them. This specification does not change their definitions as specified in
ISO/IEC 8824.
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8.6.1.3 Fixed-length type overview

The length of fixed-length types is an integral number of octets.

8.6.1.4 Constructed type overview
8.6.1.4.1 Strings

A string is composed of an ordered set, variable in number, of homogeneously typed fixed-
length elements.

8.6.1.4.2  Arrays

An arfay is composed of an ordered set of homogeneously typed elements. Th| ification
placeg no restriction on the data type of array elements, but it does reg ement
be of {he same type. Once defined, the number of elements in an arrayn ROt vaniged.

8.6.1.4.3 Structures

A structure is made of an ordered set of heterogeneously . Like
arrayq, this specification does not restrict the data type thin a
structyire do not have to be of the same type.

8.6.1.4.4 Nesting level

This gpecification permits arrays and\stru er arrays and structufes. It
placeg no restriction on the number of nesting\Neve ved. However, the FAL sdrvices
defingld to access data provide for partjal accessyo evel negotiated by the Initiate s¢rvice.
The default number of levels for partial\acc

When|an array or strugture [ \ eléments, access to a single elementi in its
entiretly is always provided. S belements of the constructed element i$ also
provided, but onpr wh 151 atiated during AR establishment or when explicitly
precopfigured @ isH .

NOTE |For example, gyppose agdata type“named employee is deflned to contain the structure “employee
name” and * employe naie\is defined\{o contain “last name” and “first name.” To access the “employee” sructure,
the FAL permits j -o-“ a e entire structure and to the first level field employee name.” Without
explicitly negotigting™p a s nore than one level, independent access to “last name” or “first namqg” would
not be possible;their valug ould vnly’be accessed together as a unit through access to “employee” or “employee
name.”

8.6.1.p s icati of user-defined data types

Users| may- find it neCessary to define custom data types for their own applications.|User-
defingld {ypes are supported by this specification as instances of data type classes.

User-defined types are specified in the same manner that all FAL objects are specified. They
are defined by providing values for the attributes specified for their class.

8.6.1.6 Transfer of user data

User data are transferred between applications by the FAL protocol. All encoding and
decoding is performed by the FAL-user.

The rules for encoding user data in FAL protocol data units depend on the data type. These
are defined in 9.10. User-defined data types for which there are no encoding rules are
transferred as variable-length sequences of octets. The format of the data within the octet
string is defined by the user.
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8.6.2 Formal definition of data type objects
8.6.2.1 Data type class

8.6.2.1.1 Template

The data type class specifies the root of the data type class tree. Its parent class “TOP”

indicates the top of the FAL class tree.

FAL ASE: DATA TYPE ASE

CLASS: DATA TYPE

CLASS ID: 5 (FIXED-LENGTH & STRING), 6 (STRUCTURE), 12 (ARRAY)
PARENT CLASS: TOP

ATTRIBUTES:

1 (o) Key attribute: Data type numeric identifier

2 (o) Key attribute: Data type name

3 (m) Attribute: Format (FIXED-LENGTH, STRING, STRUC
4 (c) Constraint: Format = FIXED-LENGTH | STRING

4.1 (m) Attribute: Octet length

5 (c) Constraint: Format = STRUCTURE

5.1 (m) Attribute: Number of fields

5.2 (m) Attribute: List of fields

5.2.1 | (o) Attribute: Field name

5.2.2 | (m) Attribute:

6 (c) Constraint:

6.1 (m) Attribute:

6.2 (m) Attribute :

8.6.2.1.2 Attributes
Data fype numeric identifier
This gptional attribute
Data fype nam%}
This gptional attribdte
Format

This attribute id
Octet|len

This dorfditionak atiibute d
object]. It is™f 3
For FIXED-LENK

repregents-the length/in octets for a single element of a string.

Number. of fields

1 type
RING.”
bes, it

This conditional attribute defines the number of fields in a structure. It is present when the

value of the format attribute is “STRUCTURE.”
List of fields

This conditional attribute is an ordered list of fields contained in the structure. Each field is
specified by its number and its type. Fields are numbered sequentially from 0 (zero) in the
order in which they occur. Partial access to fields within a structure is supported by identifying
the field by number. This attribute is present when the value of the format attribute is

“STRUCTURE.”


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

-172 -

Field name

PAS 62573 © IEC:2008(E)

This conditional, optional attribute specifies the name of the field. It may be present when the

value of the format attribute is “STRUCTURE.”

Field data type

This conditional attribute specifies the data type of the field. It is present when the value of
the format attribute is “STRUCTURE.” This attribute may itself specify a constructed data type
either by referencing a constructed data type definition by its numeric ID, or by embedding a
constructed data type definition here. When embedding a description, the embedded-data

type description shown below is used.

Number of array elements

This donditional attribute defines the number of elements for the array t rray-ele
are inflexed from “0” through “n-1” for an array of “n” elements. This atirig present

the vallue of the format attribute is “ARRAY.”

Array|element data type

This gonditional attribute specifies the data type for the elements of™s

below|is used.

Embedded-data type description
This dttribute is used to define embedded date

the dapta type class, except for the\em

referepce to this attribute, =30 i ments.

ATTRIBUTES:

1 (m) Attribyte: S GTH, STRING, STRUCTURE, ARRAY)
2 (c) Cot: ‘ EFNGTH | STRING
2.1 (m) Attribute:

2.2 (m) Attribdie

3 (c)

3.1 (

3.2 (

3.2.1 Embedded data type description

4 Format = ARRAY

4.1 Number of array elements

4.2 (m). ) Attribute: Embedded data type description

sivély in a structure or arra
in the template are defined ab
pe attribute, which is a reg

ments
when

nts of
ute is
Cing a
h type
shown

V. The
ove in
ursive
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8.6.3 FAL defined data types

8.6.3.1 Fixed-length types

8.6.3.1.1

CLASS:
ATTRIBUTES:

1 Data type numeric identifier

Boolean types

2 Data type name
3 Format

Octet length

- 173 -

Data type

1

Boolean
FIXED-LENGTH
1

Date/time types
TimeOfDay

Data type numeric identifier
Data type name
Format

Octet length

Data type

= 12
= TimeOfD

and expresses the time pf day

and the date. The first element is an U at gives the time after midnight

8.6.3.1.2.2

UTES
1 Data type n
2 Data type

3.1

This dat
The fifs
millisgconds:
days.

Format

Ndata type that gives the datq as a

13
TimeDifference
FIXED-LENGTH
= 6

ed of"two elements of unsigned values that express a length of time.
an_Unsjgned32 data type that provides the fractional portion of one |[day in
The-se element is an Unsigned16 data type that provides the numper of

8.6.3.1:3 Numeric types

8.6.3.1.3.1 Real32

CLASS: Data type
ATTRIBUTES:

1 Data type numeric identifier = 8

2 Data type name = Real32

3 Format = FIXED-LENGTH
3.1 Octet length = 4

This type has a length of four octets. The format for Real32 is that defined by IEC 60559 as
single precision.
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8.6.3.1.3.2 Real64

CLASS: Data type
ATTRIBUTES:

1 Data type numeric identifier = 17

2 Data type name = Real64

3 Format = FIXED-LENGTH

3.1 Octet length 8

This type has a length of eight octets. The format for Real64 is that defined by IEC 60559 as
double precision.

8.6.3.1.3.3 Integer types

8.6.3.1.3.3.1 Integer8
Data type
UTES
Data type numeric identifier = 2
Data type name = Integer8
Format = FIXED-LE
Octet length = 1
This integer type is a two’s complement binary n i gth of*one octet.

Data type name
Format
Octet lengt

Data type

entifier = 4
= Integer32
Format = FIXED-LENGTH
Octetlength = 4

This integer type is a two’s complement binary number with a length of four octets.

8.6.3.1.3.3.4 Integer64

CLASS: Data type
ATTRIBUTES:

1 Data type numeric identifier = 21

2 Data type name = Integer64

3 Format = FIXED-LENGTH
3.1 Octet length = 8

This integer type is a two’'s complement binary number with a length of eight octets.
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8.6.3.1.3.4 Unsigned types
8.6.3.1.3.4.1 Unsigned8
CLASS:

ATTRIBUTES:

1 Data type numeric identifier
2 Data type name

3 Format

3.1 Octet length

- 175 -

Data type

5

Unsigned8
FIXED-LENGTH
1

This type is a binary number. The most significant bit of the most significant byte is always the

CLAS Data type
ATTRIBUTES

1 Data type numeric identifier = 6

2 Data type name = Unsigned16
3 Format = FIXED-L
3.1 Octet length =

This type is a binary number. The mos

most

significant bit of the binary nu

has a

st significant byte is alwalys the
ed. This unsigned type |has a

lengthl of two octets.

8.6.3.1.3.4.3 Unsigned32

CLASS:

ATTRIBUTES:

1 Data type numer

2 Data type e nsigned32

3 Format FIXED-LENGTH

3.1 Octet length 4

This type is a bins o5t significant bit of the most significant byte is alwalys the
most pignifica number; no sign bit is included. This unsigned type |has a
length of fou

8.6.3.1.3.&

CLASS: Data type

ATTRIBUTES:

1 Data type numeric identifier = 27

2 Data type name = Unsigned64

3 Format = FIXED-LENGTH

3.1 Octet length = 8

This type is a binary number. The most significant bit of the most significant byte is always the
most significant bit of the binary number; no sign bit is included. This unsigned type has a

length of eight octets.
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8.6.3.2 String types
8.6.3.2.1 OctetString

CLASS: Data type

ATTRIBUTES:

1 Data type numeric identifier = 10

2 Data type name = OctetString

3 Format = STRING

3.1 Octet length = 1ton

An OctetString is an ordered sequence of octets, numbered from 1 to n. For the purposes of
discugst i i ; ission

is defined in Chapter 10.

8.6.3.2.2 VisibleString

CLAS Data type
ATTRIBUTES

1 Data type numeric identifier = 9

2 Data type name = VisibleStrin
3 Format = STRING
3.1 Octet length = 1ton

This type is defined as the ISO/IEC 646

8.6.3.2.3 UnicodeString
CLASS:
ATTRIBUTES:
1 Data type numeric ide

2 Data type name
3 Format

3.1 Octet Ien@
This type is defined 2

8.6.4

There

8.7
8.71

8.71.1 Application process ASE

8.7.1.1.1 Overview

This specification models a fieldbus AP. Fieldbus APs represent the information and
processing resources of a system that can be accessed through FAL services.

The ASE in the FAL that provides these services is called an Application Process ASE (AP
ASE). In the AP ASE, the AP is modelled and accessed as an APO with a standardized and
predefined identifier.
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8.7.1.1.2 AP class PAS
8.7.1.1.21 Formal model

The AP class specifies the attributes and services defined for application processes. Its
parent class “TOP” indicates the top of the FAL class tree.

ASE: AP ASE

CLASS: AP

CLASS ID: not used
PARENT CLASS: TOP
ATTRIBUFES-

1 (m) Attribute: DL-address

2 (m) Attribute: MAC address

3 (m) Attribute: Port information

4 (m) Attribute: Protocol version
5 (m) Attribute: Device type

6 (m) Attribute: Device description
7 (m) Attribute: Hardware-Version
8 (m) Attribute: Serial Number

9 (m) Attribute: Software-Version
10 (m) Attribute: Software-Date

11 (m) Attribute:

12 (m) Attribute:

13 m) Attribute: $

14 m) Attribute: i

(

(

(m) Attribute:
16 (m) Attribute:

(

(

(

(

m) Attribyte:

Status

8.7.1.

DL-address
See 813:674.1

MAC address
See 8.3.6.4.7

Port information
See 8.3.6.4.8

Protocol version
See 8.3.6.4.9

Device type
See 8.3.6.4.10

Device description
See 8.3.6.4.11
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Hardware-Version
This attribute contains the hardware version of the device.

Serial Number
This attribute contains the serial number of the device.

Software-Version
This attribute contains the software version of the device.

Software-Date
This attribute contains the software date of the device.

Vendir B
This attribute contains the vendor ID of the device.

Prodyct Code
This attribute contains the product code of the device.

Devicg flags
See 8{3.6.4.2

Devicp state
See 8/3.6.4.3

tx_cnt_normal
This attribute contains the value of the

tx_cnt_all
This attribute contains the value of the
packets.

rx_cnf_normal
This attribute contains the

rx_cng_all
This attribute cs he xegeived count of both error packets and 1
packets.

relay Jcnt_norma

This attribute the ve of-tte relayed count of normal packets.

relay |cnt.al
This att4 i
packets.

e value of the relayed count of both error packets and o

8.7.1.1.3 F'service PAS

8.7.1.1.31 Supported services

ormal

ormal

ormal

This subsection contains the definition of services that are unique to this ASE. The services

defined for this ASE are IDENTIFY and STATUS.

8.7.1.1.3.2 IDENTIFY service
8.7.1.1.3.2.1 Service overview

This confirmed service may be used to obtain the information from the device.

8.7.1.1.3.2.2 Service primitives

The service parameters for this service are shown in Table 102.
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Table 102 — Identify service

Parameter Req Ind Rsp Cnf

Argument M M(=)

AREP M M(=)
InvokelD M M(=)

Result(+) S S(=)
AREP M M(=)
TMVORETD 1Y M=)
Service status M M(=)(

N

DL-address M

=)
MAC address M W\;N
Port information “4/\\‘\{(;)\
Protocol version M\ \ W\)

Device type \ M \ \@\)\

Device description M ) M?\\)
Hardware-Version A\ j/ d M\ \M(é)
Serial number > N > M(=)

Software-Version

1

M
Software-Date /X \ nd M(=)

M

M

>

Vendor ID e >
oo~ NN
AN ~
ResPIttMAN \ S s(=)
WREP M=) | M(5)
JODN XN Me) | M)
Soroe vl ) Mo | M)

s&\tukgode M M(=)

Argure
The afgument the service specific parameters of the service request.

AREP
This garameter contdins information sufficient for local identification of the AREP to bg used
to convey the service. This parameter may use a key attribute of the AREP to identify the

app“c tion rnlafinnehip_ When an AREP cllppnrfe mlllﬁpln contexts cimnlfanor\llcly, the IAREP

parameter is extended to identify the context as well as the AREP.

Service status
This parameter provides information on the result of service execution. It is returned in all
confirmed service response primitives (+ and -). It is composed of the following elements.

Status code
This parameter indicates whether or not the service was processed successfully. If an error
occurred, it indicates the type of error. Available status codes are listed in 9.10.

Result(+)
This selection type parameter indicates that the service request succeeded.

DL-address
See 8.3.6.4.1
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MAC address
See 8.3.6.4.7

Port information
See 8.3.6.4.8

Protocol version
See 8.3.6.4.9

Device type
See 8.3.6.4.10

Devic

arameter contains the serial number of the device.

re-Version
arameter contains the software version of the dé

Resulf(-)
This gelection type pa error
informlation is ae

ied in

8.7.1.1.3.3.2 Service primitives

The service parameters for this service are shown in Table 103.
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Table 103 — Status service

Argurn
The a

AREP|
This ¢
to cor
applic
param

Servigq

Parameter name Req Ind Rsp Cnf

Argument M M(=)

AREP M M(=)
InvokelD M M(=)

Result(+) S S(=)
AREP M M(=)
TMVORETD 1Y M=)

Service status M M(=)(

Device flags M )

=)
Device state M W\=\
tx_cnt_normal I\Q/\\l\{(;)\
tx_cnt_all M\ \ W\)

rx_cnt_normal \ M \ \1@\)\

rx_cnt_all M M?\\)
relay_cnt_normal A\ j/ 4 M\ \M(é)
relay_cnt_all > / ( M > M(=)

Result(-) o~ NS S(=)
M
M
M
M

/

AREP K S > M(=)
ivokeS N NN N M(=)
Sery{:eétitus\\ . y/ M(=)
St%tus\cﬁd{ \ M(=)

he s vicg”c parameters of the service request.

aramey antains. i ation sufficient for local identification of the AREP to bg
vey.the servicg, i ameter may use a key attribute of the AREP to ident
ption relati ip. en an AREP supports multiple contexts simultaneously, the

nent
gument convge

te status

This

confirmed service response primitives (+ and -). It is composed of the following elements.

arameter provides information on the result of service execution. It is returned

used
fy the
AREP

in all

Status code
This parameter indicates whether or not the service was processed successfully. If an error
occurred, it indicates the type of error. For some errors, further identification of the error may
be provided in the Extended Status parameter below. Available status codes are listed in 9.10.

Resul
This s

t(+)
election type parameter indicates that the service request succeeded.

Device flags

See 8

.3.6.4.2

Device state

See 8

.3.6.4.3
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tx_cnt_normal
This parameter contains the value of the transmitted count of normal packets

tx_cnt_all

This parameter contains the value of the transmitted count of both error packets and normal

packets.

rx_cnt_normal
This parameter contains the value of the received count of normal packets.

rx_cnt_all

This parameter contains the value of the received count of both error packets and normal

packets:

relay [cnt_normal
This parameter contains the value of the relayed count of normal packeé

relay |cnt_all
This parameter contains the value of the relayed count of k

packe[s.

Resulgt(-)
This gelection type parameter indicates that the se¢
information is appended in the status code field.

8.7.1.1.3.3.3 Service procedure

This gervice procedure is a sequence of\ g
9.5.1.8) in opposite directions.

8.7.1.2 Service data d
8.7.1.2.1 Overvie
For al| transfer p
objecf] dictionary s the
can take the initiati

remote
transfer request m

8.7.1.2.2
8.7.1.2.2.1

The AP class spe
pareni class “TOP” indicates the top of the FAL class tree.

and normal

he detailed error

ive confirmed services (as specified in

essed
server
. The
abort

es the attributes and services defined for application processegs. Its

ASE: SDO ASE
CLASS: SDO
CLASS ID: not used
PARENT CLASS: TOP
ATTRIBUTES:

1 (m) Key Attribute:  Object identifier
2 (m) Attribute: Size

3 (m) Attribute: Data type

4 (m) Attribute: Access right
SERVICES:

1 (m) OpsService: Read

2 (m) OpsService: Write
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8.7.1.2.2.2 Attributes
Object identifier
This attribute contains the numeric identifier of the object to be accessed.

Size
This attribute specifies the actual size of the object in octets.

Data type
This attribute contains the numeric identifier of the data type.

Access right
This attribute contains the type of access defined for the object, as shown in Table 104.

Table 104 — Access rights for object

Name Signification <\
R Right to read for the registered password <
w Right to write for the registered passv\<\\ \ \
U Right to use the registered pas \

V@

8.7.1.2.3 SDO ASE service PAS

8.7.1.2.3.1 Supported services

This qubsection contains the definition of i re unique to this ASE. The se
defingd for this ASE are

8.7.1.2.3.2 READ

.3.2.1 @1 i

8.7.1.2.3.2.

8.7.1.

This ¢

The sérvi service are shown in Table 105.

Table 105 — Read service

Parameter Req Ind Rsp Cnf
Argument M M(=)
AREP M M(=)
InvokelD M M(=)
Object List Count M M(=)
Object List M M(=)
Object-identifier M M(=)
Data type M M(=)
Offset M M(=)
Length M M(=)

Result(+) S S(=)

AREP M M(=)

rvices
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Parameter Req Ind Rsp Cnf
Invoke ID M M(=)
Service status M M(=)
OD List Count M M(=)
Object List M M(=)
Object-identifier M M(=)
Data type M M(=)
Offset M M(=)
Length M M(=)
Data M M(=)f
Result(-) s /§{-\;\
AREP M M(%k
Invoke ID =)
Service status h@\\\ ‘ﬁ)\
Status code /_\ N\ =)

Argument \)

The afgument conveys the service spegifi rgetars o th%ervi request.

AREP
This garameter contains information suffiti ‘ used
to convey the service. This parametef m fy the
applicption relationship. W i AREP
paranjeter is extended toddentify/the

InvokpID
This garameter identifie iny i f rvice
\ tified

Objedt List Cou
This parameter i
designated Wi

ect is

Objedt Kjst
This para ins_e to be
read.
Object identifier
This parameter identifies the eniry of the target object o be read by this service.

Data type

This parameter identifies the data type.

Offset

This parameter identifies the local offset address of the data to be read from the object.
Length

The parameter indicates the number of octets to be read.
Service status

This parameter provides information on the result of service execution. It is returned in all
confirmed service response primitives (+ and -). It is composed of the following elements.
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Status code

This parameter indicates whether or not the service was processed successfully. If an error

occurred, it indicates the type of error. Available status codes are listed in Chapter 10.

Result(+)
This selection type parameter indicates that the service request succeeded.

Data

This parameter contains the value of the object that has been read and consists of the

number of octets indicated in the length of the response primitive.

Resul¢-}
This slelection type parameter indicates that the service request failed.

8.7.1.2.3.2.3 Service procedure

This dervice procedure is a sequence of two successive confipm
9.5.1.8) in opposite directions.

8.7.1.2.3.3 Write service

8.7.1.2.3.3.1 Service overview

This confirmed write service may be used to write

8.7.1.2.3.3.2 Service primitives

¢ 106.

The service parameters for this servic areﬁv in c
Tabl 6 ~Wri ervice

N ~
l \/Pe\}a@ete\ \R{q Ind Rsp Cnf

Agupent M M(=)
AREE M [ Me)
A\ TnyokelD ~ M M(=)
Object ListCotmt M M(=)
Objectbist \ M M(=)
RQbiéct idengifier M M(=)
\\Data type M M(=)
\offset’ M M(=)
Length M M(=)
Data M M(=)

Result(+) s S(=)
AREP M M(=)
InvokelD M M(=)

Service status M M(=)

Result(-) S S(=)
AREP M M(=)
InvokelD M M(=)

Service status M M(=)

Status code M M(=)

Argument
The argument conveys the service specific parameters of the service request.

ified in


https://iecnorm.com/api/?name=627d3266f0cd19aab0dbfa2031553a33

- 186 — PAS 62573 © IEC:2008(E)

AREP

This parameter contains information sufficient for local identification of the AREP to be used

to convey the service. This parameter may use a key attribute of the AREP to identi
application relationship. When an AREP supports multiple contexts simultaneously, the
parameter is extended to identify the context as well as the AREP.

InvokelD

This parameter identifies this invocation of the service. InvokelD is used to associate s
requests with responses. Therefore, no two outstanding service invocations can be ide
by the same InvokelD value.

Object List Count

fy the
AREP

ervice
ntified

This garam e &5 (e mbeT [ 1T Dject is
designpated with the object list argument described below.
Objedt List
This parameter contains a stream of information containing the a to be
written.
Object identifier
THis parameter identifies the entry of the target objec service.
Data type
THis parameter identifies the data type.
Offfset
THis parameter identifies the local offset addre f\{he data to be written to the objgct.
Length
THe parameter indicate
Data
THis param of the
number of octets j
Servi¢
This parz ation on the result of service execution. It is returned| in all
confirmed i . g primitives (+ and -). It is composed of the following elements.
Statug code
This aarameter indicates whether or not the service was processed successfully. If an error
occurned.”it indicates the type of error. Available status codes are listed in Chapter 10.

Result(+)
This selection type parameter indicates that the service request succeeded.

Result(-)
This selection type parameter indicates that the service request failed.

8.7.1.2.3.3.3 Service procedure

This service procedure is a sequence of two successive confirmed services (as specified in

9.5.1.6) in opposite directions.
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8.7.1.3 Process data object ASE
8.7.1.31 Overview

The time-critical data are transferred by the process data objects (PDO) using the publisher-
subscriber communication model. The periodically scheduled timer-based (TB) or change-of-
state (COS) event-triggered PDO data are multicast to subscribers using the unconfirmed
send service.

From the point of view of the device, there are two types of PDO usage: data transmission
and data reception. The transmission PDOs (TPDOs) and reception PDOs (RPDOs) shall be
distinguished from each other. Devices supporting TPDOs are called PDO publishers and
devicgs that are able to receive PDOs are called PDO subscribers.

The numbers of supported channels between AREPs may be preconfjg : ication,
and the method to configure the relationships between AREPSs outsi > is PAS.

PDO class PAS

Formal model

PDO ASE
PDO
not used

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribate:
Attr

Attribute
AttribGte;

TB-transfer
COS-transfer

8.7.1.8-22—Attributes

List of RPDO channels
This attribute specifies the number of logical channels to receive TB/COS-transfer services.
The maximum permissible value for the RPDO channel is 254.

Channel info
This attribute specifies the AREP relationship between publisher and subscriber.

List of mapped OD entries
The following attributes specify the OD entries to be mapped to the PDO of the respective
channel. A PDO consists of up to 256 mapped object entries.

Object identifier
This parameter identifies the entry of the target object to be written by this service.
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Data type

This parameter identifies the data type.

Length

This attribute provides the length of the mapped object in octets.

List of TPDO channels
The following attributes specify the logical channels for outgoing PDOs.

All the following attributes correspond to the equivalents in “list-of-RPDO-channels” and are
therefore not repeated here.

8.7.1.8.2.3 Services

TB-transfer
This slervice is used to transfer the TB PDO between devices.

COS-fransfer
This service is used to transfer the COS PDO between devices

8.7.1.8.3 PDO ASE service PAS

8.7.1.8.3.1 Supported services

This qubsection contains the definition of servi rvices
defined for this ASE are TB-transfer a

8.7.1.8.3.2 TB-transfer

8.7.1.8.3.2.1 Service overview

This gervice is used to t ; je lesting
devicg, the outgoing TB\is co ¢ ' evice,

the ingoming TB is_handled’2

8.7.1.8.3.2.2

The service paraghe iskservicg are shown in Table 107.

Table 107 — TB-transfer

> Parameter name Req Ind
Argument M M(=)

AREP M M(=)

TB PDO M M(=)

Argument
The argument conveys the service specific parameters of the service request.

TB PDO
This parameter contains the TB PDO data.

8.7.1.3.3.2.3 Service procedure

This service is performed either as one unconfirmed service or as a sequence of two
successive unconfirmed services in opposite directions.
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8.7.1.3.3.3 COS-transfer

8.7.1.3.3.3.1 Service overview

This service is used to transfer process data objects between devices. At the requesting
device, the outgoing COS is composed of the appropriate COS attributes. At the receiving
device, the incoming COS is handled according to the COS attributes.

8.7.1.3.3.3.2 Service primitives

The service parameters for this service are shown in Table 108.

Table 108 — COS-transfer

Parameter Req Ind A

Argument M M(=) <

AREP M yr@\

COS PDO M M) TN
Argument Ne
The afgument conveys the service specific parameters e vice requ
COS PDO
This parameter contains the COS data.
8.7.1.8.3.3.3 Service procedure
This gervice is performed either as(one service or as a sequence of two
succepsive unconfirmed sepyi i
8.7.1.4
8.7.1.4.1
8.7.1.4.1.1
In a distributed : processes communicate with each other by exchanging
applicption laye e ell-defined application layer communications channgls.
Theseg ¢ apnels are modeled in the FAL as ARs.
ARs TJre respogsible\ for conveying messages between applications according to specific
comm acteristics required by time-critical systems. Different combinatipns of
these |characteristics lead to the definition of different types of ARs. The characterisjics of
ARs are.defined formally as attributes of AR endpoint classes.

The messages that are conveyed by ARs are FAL service requests and responses. Each is
submitted to the AR ASE for transfer by an FAL ASE that represents the class of the APO

being

accessed. Figure 60 illustrates this concept.
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Depending on the type of AR, APDUs n
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FAL AP
APO requests and responses
3 FAL AE
FAL APO ASE

AR confirmed AR unconfirmed
send service send service

primitives primitives
[ AR ASE A

conveyance of APDUs \

by the AR ASE

AP involved.in an AR
the AE of
endpoints. Ro'e ns compatibility among or between endpoints

int definitio et” of compatibility-related characteristics.
Cteristics ' gL gppropriately for each endpoint for the AR to o

ly.
int e n a set of characteristics that describe the operation of th
characte st def| e the context of the endpoint when combined with those u

iication

are to

efined
of the
each
These
berate

e AR.
sed to
ion of
dpoint

8.7.1.

The role of an AREP determines the permissible behaviour of an AP at the AREP. An AREP

may h

ave the role of client, server, peer (client and/or server), publisher, or subscriber.

Tables 109 and 110 summarize the characteristics and combinations of each of the AREP

roles.

Table 109 — Conveyance of service primitives by AREP role

Client Server Peer Publisher Subscriber
CS Req X X
CS Rsp X X
UCS Req X
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Table 110 — Valid combinations of AREP roles involved in an AR

Client Server Peer Publisher Subscriber
Client X X
Server X X
Peer X X X
Publisher X
Subscriber X

8.7.1.4.1.2.2 Cardinality

ds how

From the point of view of a client or publisher endpoint, the cardina
i expressed

many |[remote application processes are involved in an AR. €ard
from the viewpoint of a server or a subscriber.

When|expressed from the viewpoint of a client or pee S aotways 1:1. Clients
are ngver capable of issuing a request and waiting for re S Itiple servers.

When|expressed from the viewpoint of ish ] s sypport multiple subsgribers.
Thesg ARs are 1:many. Such ARs prévidexfo icati ween one application|and a
group|of one or more applications. The

8.7.1.41.3 Conveyance model
8.7.1.4.1.3.1 Generd

The donveyance modg

follow|ng three c@c e
a) Cgnveyance p

€ sent between endpoints of an AR. The
fine these transfers.

8.7.1.4.1,
The purpose_of?A SEs/1s to transfer information between AR endpoints. This information
transfer occur e conveyance paths of an AR. A conveyance path represents @ one-

way cpmmumnicationpd

th used by an endpoint for input or output.

The e'\dpninf is Pnnfignrnd with either one or two conveyance paths to support the role of the
application process. Endpoints that only send or only receive are configured with either a
send or receive conveyance path, respectively, and those that do both are configured with
both. ARs with a single conveyance path are called unidirectional, while those with two
conveyance paths are called bidirectional.

Unidirectional ARs are capable of conveying service requests only. To convey service
responses, a bidirectional AR is necessary. Therefore, unidirectional ARs support the transfer
of unconfirmed services in one direction only, while bidirectional ARs support the transfer of
unconfirmed and confirmed services initiated by only one endpoint, or by both endpoints.

8.7.1.41.33 Trigger policy

Trigger policy indicates when APDUs are transmitted by the DLL over the network.
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The first type is referred to as user-triggered. User-triggered AREPs submit FAL APDUs to the
DLL for transmission at the earliest opportunity.

The second type is referred to as network-scheduled. Network-scheduled AREPs submit FAL
APDUs to the DLL for transmission according to a schedule determined by management.

This network scheduling mechanism is cyclic.

8.7.1.4.1.3.4 Conveyance policy

Conveyance policy indicates whether APDUs are transferred according to a buffer model or a
. Her to

dates
icy of
ARs,
ay be

ntries

NOTE f being
implemp dys. For
examplg, le, and
subseq a ch that
these capabllltles are comb \ {On the
receiviri v receipt

and allpwing the u detect

that thg buffer or qug

8.7.1.4.1.

8.7.1.4.1.4.

The A everal
chara¢ riptiop
giei?; | Their

8.7.1.4.1.4.2 Connection-oriented services

The underlying layer does not support AR endpoints by providing connection-oriented
services. Thus, connections have to be preconfigured by means of the application layer.

8.7.1.4.1.43 Buffered and queued services
The underlying layer may support AR endpoints by providing buffered or queued services.

These services can be used to implement buffers or queues required by certain classes of
endpoint.

8.7.1.4.1.4.4 Cyclic and acyclic transfers

The underlying layer may support AR endpoints by providing cyclic or acyclic services.
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8.7.1.4.1.5 AR establishment

For an AR endpoint to be used by an application process, the corresponding AR must be

active. When an AR is activated, it is referred to as being “established.”

ARs can be pre-established. Pre-established means that the AE that maintains the endpoint
context is created before the AP is connected to the network. In this case, communications
among the applications involved in the AR may take place without first having to establish the

AR explicitly.

8.7.1.4.1.6 Application relationship classes

AREPE are defined with a combination of characteristics to form different ¢tasses of ARS.

8.7.1.4.2 Application relationship class PAS

8.7.1.4.21 Formal model

FAL ABSE:

CLASS:

CLASS$ ID:

PARENT CLASS:
ATTRIBUTES

1 (m) Attribute:
2 (m) Attribute:
3 (m) Attribute:
4 (m) Attribute:
5 (m) Attributg
6 (m) 3
7 (o)

SERVICES:

1 (o)

2 (o)

8.7.1.4.2.2

. This
ibutes

ALAR

FAL r VISIO
This gpe ) ¢l of the FAL protocol used by this endpoint. The revision level
is in theAR hea AL PDUs transmitted.

Dedicated
This gttribute specifies whether the endpoint is dedicated or not. When TRUE, the servi
the AR ASE are accessed directly by the FAL-user.

ces of

Cardinality
This attribute specifies the cardinality of the AR described in 9.5.1.3.7.

Conveyance policy
This attribute specifies the conveyance policy of the AR described in 9.5.1.3.7.

Conveyance path
This attribute specifies the conveyance path of the AR described in 9.5.1.3.7.

Trigger policy
This attribute specifies the trigger policy of the AR described in 9.5.1.3.7.

Transfer syntax

This optional attribute identifies the encoding rules to be used on the AR. When not present,

the default FAL transfer syntax of this PAS is used.
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8.7.1.4.2.3 Services

All services defined for this class are optional. When an instance of the class is defined, at

least one shall be selected.

AR-unconfirmed send
This optional service is used to send an unconfirmed service.

AR-confirmed send
This optional service is used to send a confirmed service.

8.7.1.4.3 Application relationship ASE service specification

8.7.1.4.3.1 Supported services

This dection contains the definitions of services that are unique to
defingd for this ASE are AR-unconfirmed send and AR-confirmed sé

The AR-confirmed send service contains the FAL PDU body as
the repponse and confirmation primitives. The FAL PDU byg
negative response returned by the FAL-user transparentl
services have a single Result parameter instead of
paranjeters commonly used to convey the positive/and™

FAL-user.
8.7.1.4.3.2 AR-unconfirmed send se
8.7.1.4.3.2.1 Service overview

This dervice is used to ser
AR-urconfirmed send se
at the|server endpoint pf a

8.7.1.4.3.2.2 rvis

The service parametérs iralitive’are shown in Table 111.

11 — AR-unconfirmed send

bter in
ifive or
these
sult(-)
by the

5. The
bl AR,
y AR.

N \ Parameter Req Ind
XWent M M(=)
AREP M M(=)
Remote DL-address M M(=)
FAL Service Type M M(=)
FAL APDU Body M M(=)

Remote DL-address

This parameter contains the destination DLSAP address in the request and the source DLSAP

address in the indication.

FAL service type
This parameter contains the type of service being conveyed.

FAL APDU body
This parameter contains the service-dependent body for the APDU.

8.7.1.4.3.2.3 Service procedure

The AR-unconfirmed send service is a service that operates through a queue.
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The requesting FAL ASE submits an AR-unconfirmed send request primitive to its AR ASE.

The AR ASE builds an AR-unconfirmed send request APDU.

The AR ASE queues the APDU for submission to the lower layer.

If the AREP is user-triggered, the AR ASE immediately requests the lower layer to transfer the
APDU. If the AR is network-scheduled, the AR ASE requests the DLL to transfer the data at
the scheduled time. The data link mapping indicates how the AR ASE coordinates its requests

to transmit the data with the DLL.

Upon receipt of the AR-unconfirmed send request APDU, the receiving AR ASE delivers an

AR-urfconfirmed send indication primitive to the appropriate FAL ASE as |
service type parameter.

8.7.1.4.3.3 AR-confirmed send service
8.7.1.4.3.3.1 Service overview
This slervice is used to send confirmed request and response™A

AR-canfirmed send service may be requested at client g
ARs.

8.7.1.4.3.3.2 Service primitives

The service parameters for each primitive

APO ASE

p 1:1 bidire

Argument M(=)
AREP M(=)
M(=)
M(=)
M(=)
M(=)
M M(=)
Q M M(=)
M M(=)
t DLyaddress M M(=)
FAL service type M M(=)
FAL APDU body M M(=)

ated by ihe FAL

5. The
tional

Server DL-address
This parameter contains the DL-address of the server.

FAL service type
This parameter contains the type of service being conveyed.

FAL APDU body
This parameter contains the service-dependent body for the APDU.

Result
This parameter indicates that the service request either succeeded or failed.

Client DL-address
This parameter contains the DL-address of the client.
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Service procedure

The AR-confirmed send service is a service that operates through a queue.

The requesting FAL ASE submits an AR-confirmed send request primitive to its AR ASE. The
AR ASE creates a transaction state machine to control the invocation of the service.

The AR ASE builds an AR-confirmed send request APDU and queues it for submission to the
lower layer. Then, the AR ASE immediately requests the lower layer to transfer the APDU.

Upon receipt of the AR-confirmed send request APDU, the receiving AR ASE delivers an AR-

confirmed send indication primitive to the appropriaie FAL ASE as indicated by the FAL
service type parameter.

The rgsponding FAL ASE submits a confirmed send response primiti he AR
ASE RQuilds a confirmed send response APDU.

The AR ASE queues the APDU for submission to the ASE
immediately requests the lower layer to transfer the APDU¥

Upon okelD
contai 5t and
cance send
confirmation primitive to the requesting FA

If the R ASE
canceln send
confir

8.7.2

8.7.2.

8.7.2.1.

This @ i 3 oh-demand exchange of confirmed services betwegn two
or md - br the
excha

An AR P. The
AREP e next
availa

The AREP r iving the r t APDU from its underlying | r it for delivery to its

AR ASE user in the order in which it was received.

For a confirmed service request, the AREP receiving the request APDU accepts the
corresponding response APDU from its AR ASE user and queues it to the underlying layer for
transfer.

The AREP that issued the request APDU receives the response APDU from its underlying
layer and queues it for delivery to its AR ASE user in the order in which it was received.

The following summarizes the characteristics of this AREP class.

Roles Client

Server
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